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Introduction
[bookmark: _Toc492295501]Scope
This document provides an overview of the steps required to produce a deployable image of a Windows 7 Professional or Windows 10 Enterprise/Pro operating system with the Chromeleon application software preinstalled. You may install this image on machines intended to be used as instrument controller PCs (IPCs) or Chromeleon client PCs.
[bookmark: Modules_Introduction_Scope_Note]Note: This document describes the recommended approach to installing a Chromeleon 7.2.6 domain. It cannot be guaranteed that the instructions provided will meet all needs as the installation may differ depending on the security requirements and installation environment of individual customers.
It is assumed that Chromeleon server machines will be set up manually. These machines are therefore not within the scope of this document. 
[bookmark: _Toc459708595][bookmark: _Toc492295502][bookmark: Modules_Intro_TargetAudience]Target Audience
This document is targeted at the following audience:
Customers who plan to install a Chromeleon 7 domain, including system owners, quality managers, and IT professionals
Thermo Fisher Scientific Service and Support staff who perform the tasks described in the Scope section 
[bookmark: _Toc492295503]Notes on Data Loss
The instructions in this document are intended for the initial deployment of a new installation of an operating system with Chromeleon preinstalled. Upgrading an existing PC with a newer version of Chromeleon will remove any data that has been stored locally on that computer. 
[image: caution] Caution: Risk of data loss. These instructions are not intended for Chromeleon upgrades or maintenance updates (MU)/service releases (SR). Deployment of an image on a computer will overwrite packages and settings on that computer.
If you deploy an image onto an IPC or client PC, the system disk data on the respective computer will be overwritten. This includes the following items:
All settings
Programs 
Data
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[bookmark: _Toc492295505]Overview


Figure 1: Image creation overview
Creating an image that can be deployed to other computers means that you only need to install and configure the operating system and Chromeleon software once. These steps do not have to be repeated for each PC in the Chromeleon domain.
[bookmark: _Toc459291948][bookmark: _Toc459619659][bookmark: _Toc459621698][bookmark: _Toc459625368][bookmark: _Toc460856274][bookmark: _Toc459291949][bookmark: _Toc459619660][bookmark: _Toc459621699][bookmark: _Toc459625369][bookmark: _Toc460856275]This document describes the four stages of the image creation and deployment process:
‘Base’ operating system installation
Chromeleon customization
Image finalization
Deployment
It is recommended to create a copy (image) of the system at various points in this process. This simplifies future deployment of different image versions and makes it easier to ‘roll back’ to a previous version if changes need to be undone. 
Tip: Information on how to create and deploy images using the Microsoft Deployment Image Servicing and Management utility (DISM) is provided in Section 3.4.

[bookmark: _Toc492295506]Image Creation
[bookmark: _Toc447520054][bookmark: _Ref468262239][bookmark: _Toc492295507]‘Base’ Operating System Installation
The ‘base’ operating system is a custom configuration of the Windows operating system that is installed on a reference computer, for example, on an IPC or client PC of the Chromeleon domain. This operating system will later have Chromeleon software installed on it.
[image: caution] Caution: You must install the Windows operating system in Audit Mode. Audit mode permits applications and drivers to be installed using the built-in Administrator account. If Windows is not installed in Audit Mode, some applications may not run correctly when the completed image is deployed. Windows 10 installations will also fail to run the Microsoft SYSPREP application during image finalization. 
To put the reference computer into Audit Mode:
1. Insert the Windows distribution medium into the reference computer.
1. Wait until the Windows installation prompts you to enter information:
a. Windows 7: user name, name of the machine
b. Windows 10: Get Going Fast screen
2. Press and hold <Shift>, <Control> and <F3>. 
The reference computer will automatically reboot and use the built-in Administrator account.
The SYSPREP application will be automatically launched and remain on the desktop until the image is finalized.
Note: Do not invoke the SYSPREP application at this stage, that is, do not click the OK button.
Important notes:
Do not join the reference computer to a Windows domain. You can do this when the finalized image is deployed.
Do not add any user accounts (including Microsoft accounts for Windows 10) to the reference computer. Perform all operations using the built-in Administrator account in Audit Mode.
Install the required .NET frameworks (.NET 3.5.1 and .NET 4.6.2). For Windows 10 machines, .NET 4.6.2 is already installed but .NET 3.5.1 must be installed manually. 
To install .NET 3.5.1 on Windows 10:
a. Ensure the Windows installation medium is still in the drive (for example, drive D). 
b. Launch a Windows Command Prompt.
c. Type: Dism  /Online  /enable-feature  /featurename:NetFX3  /All  /Source:D:\sources\sxs  /LimitAccess
Install applicable Windows updates. Windows 7 only: Ensure that Microsoft update KB3033929 is installed. This update is required to correctly control Thermo Scientific HPLC and IC USB instruments.
Install required hardware drivers that are specific to the reference computer. Note that this should include any third-party hardware devices Chromeleon may require (for example, USB/COM port devices or USB/GPIB port devices). Plug in each of these hardware devices to ensure that the drivers work correctly.
Install required software on the reference computer (for example, PDF readers, anti-virus software, etc.).
(Optional but recommended) Create an initial image of the reference computer, the so called ‘base’ image. By creating an image at this stage, it can simplify the situation later if changes need to be made or if a new version of the final image must be created. 
Creating a base image is analogous to creating a restore point in Windows. Instructions on how to create an image of a computer can be found in Section 3.4. 
Tip: It is advisable to define a naming convention for the images that are created during this process. Example: WIN7ProSP1_64_123_BaseImageForDell1234.wim (Windows 7 Professional SP1, 64 bit version, image version 1.23, base image for a specific PC to be used as an IPC or Chromeleon client PC).
[bookmark: _Chromeleon_customization_stage][bookmark: _Toc447520055][bookmark: _Ref468260562][bookmark: _Ref468261083][bookmark: _Ref468262278][bookmark: _Toc492295508]Chromeleon Customization
Once the base image is created, you can install Chromeleon on the reference computer. The following points should be considered when planning this stage:
It is recommended to use a response file for installing Chromeleon. A response file determines which parts of the Chromeleon application will/will not be installed. An example response file is included in the Enterprise Documentation Support Files folder. 
There are restrictions for IPCs using Thermo Scientific USB drivers for IC, LC, A2D and TRACE1110 equipment. Do not use unattended mode if you are installing Chromeleon 7 for the first time on a new Windows 7 computer. Doing so will prevent the Chromeleon USB Driver package from being installed. 
To install the Chromeleon USB Driver package:
a. Start the Chromeleon 7 installation using the Chromeleon Setup wizard. A Windows Security dialog will open.
b. In the Windows Security dialog, select the Always trust software from “Thermo Fisher Scientific” check box.
c. Click Install. 
[image: ]
Figure 2: Windows Security prompt
The Chromeleon data vaults (ChromeleonLocal and XVault) must not be created during the Chromeleon installation because these data vaults create and use unique identifiers (IDs). 
If the data vaults were installed at this stage, the created IDs would be duplicated on every PC that the image is deployed to. The IDs would no longer be unique. You will create the data vaults manually after the image is deployed to each individual PC. The example response file mentioned in the previous paragraph contains the qualifier required to ensure that the data vaults are not installed at this stage.
Decide whether you want to install third-party software packages, such as Waters or Agilent instrument control software, and thus increase the size of the image file. You can also create multiple images with or without the pre-installed software packages. Refer to the Chromeleon 7 Quick Start Guide and the Agilent ICF Quick Start Guide or the Instrument Configuration Manager Help for information on known limitations.
Multiple mass spectrometry (MS) drivers cannot coexist on the same image. Therefore do not install MS drivers on the IPC image. Apply the MS drivers manually as required to the individual IPCs using the Modify option of the Chromeleon setup once the image has been deployed. 
If Oracle Database 12c must be installed on the reference computer, refer to document CM7ID_460 for further instructions. 
After Chromeleon has been installed on the reference computer, the computer must not be joined to a Chromeleon domain yet.
Copy PostInstallation.bat from the Enterprise Documentation Support Files folder and paste it to the reference computer (for example, \Windows\Temp). This batch file will do the following:
Run during the post deployment stage
Create the Chromeleon data vaults 
Run the Installation Qualification 
Consider whether the target machine (IPC or Chromeleon client) shall automatically be joined to a Windows domain once the final image it is deployed. If the machine is to be joined to a Windows domain, this should be handled prior to finalizing the image. Information on how to automatically join a machine to a Windows domain can be obtained from Microsoft.
Microsoft CryptoAPI can result in performance issues with the deployed image. For further information on this subject, refer to document CMID_305.
After determining the Chromeleon configuration, install Chromeleon on the reference computer. 

To install Chromeleon:
1. Insert the Chromeleon installation medium
1. Close the AutoPlay window.
1. Open a Windows command prompt as an administrator and manually start the Chromeleon Setup using a response file. 
1. After the Chromeleon installation has been completed, stop the Chromeleon Data Vault Service.
Delete the file C:\ProgramData\Dionex\Chromeleon\DataVaults\DataVaults.xml. This file contains IDs. If you do not delete the file, it will be duplicated when the image is deployed to other IPCs. When you delete the file, unique IDs will be automatically created on the target IPCs once the image is deployed. 
Note: The DataVaults.xml file will be recreated automatically when the installed Chromeleon services are restarted. This happens, for example, if the reference computer is rebooted prior to creating the final image of the system. In this case, the file will be automatically created and you must manually delete it again.

Note: The Installation Qualification (IQ) at the end of the Chromeleon installation will report errors. The reasons are: 
· Data vaults have not been installed yet.
· Chromeleon licenses are not available yet.
Ignore these errors and check the IQ report for further errors. 
If you install Chromeleon with the default database (SQL Server Express), you must drop the SQL built-in users. If you do not drop the SQL built-in users, the deployed image will fail when the Chromeleon data vaults are created later. 
To drop the SQL built-in users:
1. Start a Windows command prompt as an administrator.
Enter:
CD   C:\Program Files\Microsoft SQL Server\Client SDK\ODBC\110\Tools\Bin

sqlcmd  -S  (local)\SQLExpress  -Q  "DROP LOGIN[Builtin\Users]"

(Optional but recommended) Create a second image of the reference computer (‘base’ image) with Chromeleon installed on top of it. By taking an image at this stage, it can simplify the situation later if changes need to be made or if a new version of the final image is to be created. 
[bookmark: _Toc447520056][bookmark: _Ref468262285][bookmark: _Toc492295509]Image Finalization
[image: caution] Caution: The finalization process is irreversible. It is recommended to create an image of the reference computer before starting the finalization process. 
The reference computer is finalized using the built-in Windows utility SYSPREP. 
Note: The SYSPREP application will already be running on the desktop because the reference computer is still in Audit mode.
SYSPREP has a number of options that can be selected to correctly prepare the computer. The parameters that will be selected are described in the following sections.
Out Of Box Experience (OOBE) Option
If you select the OOBE option you will be asked to personalize the new computer, for example:
Provide machine name
Add accounts
Select locale 
You can use an OOBE.XML file to configure settings during the first time boot process. If no OOBE.XML file is found during the first-time boot process, the machine will prompt you to configure these settings manually.
Note: On Windows 10, the OOBE (Out Of Box Experience) does not ask you to enter a new machine name during the first-time boot process. If a different machine name is required, change it manually during the post deployment stage.
Generalize Option
When you install Windows on a PC, unique security identifiers (SIDs) are generated. These SIDs are used to identify a user or group of users that exist on a particular computer or in a particular domain. SIDs play an important role in Windows networking and NTFS file permissions. Reset the SIDs, otherwise identical SIDs will be present on every IPC that the image is cloned out to. 
Shutdown Option
It is important to shutdown the reference computer automatically as part of the SYSPREP process. If you allow the reference computer to restart, the resulting image would no longer be suitable for cloning out to other IPCs or Chromeleon client PCs.
[bookmark: _/gGeneralize][bookmark: _/OOBEoobe][bookmark: _/shutdown][bookmark: _/unattend]Using SYSPREP to Finalize the Reference Computer
In the System Preparation Tool window, enable the Generalize check box and select the Shutdown option as shown in Figure 3.
[image: ]
[bookmark: _Ref468259768]Figure 3:System Preparation Tool dialog
After SYSPREP has completed, the reference computer will shut down automatically. Create an image of the disk which will then be deployed to the individual PCs.
Note: The image of the disk must first be captured and saved before you can reboot the reference computer. Note that after the reboot the reference computer will go through the same first-time boot process that all PCs go through once a new image has been deployed.
If you detect any errors, you will need to ‘roll back’ to the image created in Section 3.2.2. Make the corrections and continue the image creation process from there.
[bookmark: _Toc492295510]Image Deployment
[bookmark: _Toc492295511]Deployment
When you deploy the completed image to the target PC, it will go through the first-time boot process: 
1. Once the first-time boot process is complete, ensure that all required Microsoft updates have been applied.
Note: On Windows 10, the OOBE (Out Of Box Experience) does not ask you to enter a new machine name during the first-time boot process. If a different machine name is required, change it manually during the post deployment stage.
Run the PostInstallation.bat file that was copied onto the reference computer (Section 3.2.2). The Chromeleon data vaults (with unique data vault IDs) will be created.
Run the Chromeleon Installation Qualification (IQ) to ensure a correct installation. 
The new IPC/Chromeleon client is now ready to be joined to the Chromeleon domain.


Figure 4: Deployment overview
[bookmark: _Using_DISM_to][bookmark: _Ref458673300][bookmark: _Ref458673351][bookmark: _Toc492295512]Use Microsoft DISM to Create and Deploy Images
The Microsoft Deployment Image Servicing and Management (DISM) application can be used for creating and deploying images. This section will provide examples of a possible use case of the DISM. 
You can create images of the reference computer at any stage of the process. Images should be captured at the following times:
After installing and configuring the Windows operating system on the reference computer (Section 3.2.1)
After configuring Chromeleon on the reference computer – but before running SYSPREP (Section 3.2.2)
After finalizing the image by running SYSPREP (Section 3.2.3)
You must boot the reference computer into a Preinstallation Environment (PE) before creating an image of the reference computer. In this way DISM can copy the files from the disk without them being locked by the Windows operating system. 
You can create a PE environment yourself or find example PE environment files/folders in the Enterprise Documentation Support Files folder. Copy these files/folders (without modification) to the root folder of a Windows bootable USB flash drive (UFD).
[bookmark: _Toc492295513]Create an Image of a Reference Computer
To create an image of a reference computer using the example PE environment files/folders, do the following:
1. Plug the bootable USB Flash Drive (UFD; including PE environment files/folders) into a free USB port on the reference computer.
1. Ensure that the reference computer boots from the UFD and not from the hard drive. 
1. Boot the reference computer. 
Note: The Windows PE environment was created from a Windows 10 operating system. Therefore the machine will appear as if it is booting into Windows 10.
When the machine has booted into Windows PE, drive letter X: will be displayed. Discover which drive letter is assigned to the reference computer hard drive (for example, E:\) and which drive letter is assigned to the UFD (for example, D:\). In this example an image called WIN7ProSP1_64_123_FinalForDell1234.wim will be created with a label CompletedImage.
Dism   /Capture-Image  /ImageFile:”D:\WIN7ProSP1_64_123_FinalForDell1234.wim”  /CaptureDir:E:\   /Name:CompletedImage
[bookmark: _Toc459291957][bookmark: _Toc459619668][bookmark: _Toc459621707][bookmark: _Toc459625377][bookmark: _Toc460856283][bookmark: _Toc492295514]Deploy an Image to a Target Computer
Once the contents of the reference computer hard drive have been captured and stored in an image file (.wim), the image may be deployed to other machines as required. Note that this will erase the contents of the target computer hard drive and will reformat it.
To deploy an image to a target computer, do the following:
1. Plug the bootable UFD (including PE environment files/folders) into a free USB port on the target computer.
1. Ensure that the target computer boots from the UFD and not from the hard drive.
1. Boot the target computer.
1. When the machine has booted into Windows PE, drive letter X: will be displayed. Determine which drive letter has been assigned to the UFD (for example, D:\). 
Type the following: 
Diskpart  /s  D:\CreatePartitions.txt. 
The contents of the hard drive of the target computer are deleted and a System Reserved partition and a Windows partition are created:
S:\ System Reserved partition. 
W:\  Windows partition to which the image file will be deployed to.
To deploy the example image created before (WIN7ProSP1_64_123_FinalForDell1234.wim), enter the following command: 
ApplyImage  D:\WIN7ProSP1_64_123_FinalForDell1234.wim
Once complete, type EXIT and remove the UFD. The target computer will now boot up from the deployed image. 
[bookmark: _Toc141804241][bookmark: _Toc165973636][bookmark: _Toc167852660][bookmark: _Ref171822154][bookmark: _Toc136952800][bookmark: _Toc137033823][bookmark: _Ref204582704][bookmark: _Ref115582670][bookmark: _Ref115582673][bookmark: _Toc141804244][bookmark: _Toc167852682][bookmark: _Ref227399717][bookmark: _Ref227422168]
[bookmark: _Toc459291959][bookmark: _Toc459619670][bookmark: _Toc459621709][bookmark: _Toc459625379][bookmark: _Toc460856285]
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