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1 Introduction
1.1 Scope

This guide describes how to use the Chromeleon Data Vault Manager to create a multi-user data vault.
Key steps include:
· Creating a new data vault using administrator privileges
· Re-mounting the data vault using standard (read/write) privileges
· Load balancing the data vault

The screenshots provided are based on the Windows Server 2012 R2 operating system and MS SQL Server 2014 SP2.
Note: There are different ways of creating and mounting a multi-user data vault. The steps described in this document represent one possible approach. It cannot be guaranteed that this will meet the needs of all customers.
1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals

· Thermo Fisher Scientific Service and Support staff who perform the tasks described in the Scope section 

1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

The Resources and IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, etc.) and must be used during a Chromeleon domain installation.
Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 

1.4 Checklist
This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
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 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


1.5 Computer Identification

Specify the computer (server) on which the installation is performed.

	Computer (Server) Identification

	Fill in details identifying the computer (e.g. “Computer name”, domain, brand, SN) as required by the customer.




2 Important Prerequisites

2.1 Administrator Privileges
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 Caution: All installation steps must be performed with a local or domain administrator account.

Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for Windows user accounts with administrator privileges.

	Local/domain administrator account used as per the Resources and IT Infrastructure Plan.

- Account name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.2 Data Vault Server
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 Caution: All configuration steps must be performed on the master data vault server. For more information on the role of a master data vault server and on load balancing, read the corresponding sections in the Chromeleon Online Help as well as Chapter 4 of this document.
	Hardware requirements as described in the Requirements Overview (CM7ID_090) are fulfilled.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.3 SQL Server 2014 SP2
SQL Server 2014 SP2 must be installed. This is normally performed by the customer’s IT department. If this is not the case, follow the instructions in the SQL Server Installation Guide (CM7ID_200).

SQL Server 2014 SP2 must be configured as described in the SQL Server Configuration Guide (CM7ID_210).
2.4 Chromeleon 7

Chromeleon 7 software must be installed on the data vault server in order to ensure that the required services and applications are available.

If the alternative installation was chosen during the Chromeleon installation on the data vault server as described in the Server Based Software Installation Guide (CM7ID_300) and SQL Server Express was suppressed, the actions described below will need to be executed in order to connect to the SQL Server database.

2.4.1 SQL Server System CLR Types

SQL Server System CLR Types are a type of mapping that translates data between the object model and the database. 

Note: Chromeleon requires the SQL Server 2014 compatible version. The relevant files can be downloaded from the Microsoft website for the Feature Pack for Microsoft SQL Server 2014: SQLSysClrTypes.msi.
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Figure 1: Microsoft System CLR Types for SQL Server Setup
2.4.2 SQL Server Management Objects

SQL Server Management Objects (SMO) are .NET objects that are designed to allow for easy and simple programmatic management of Microsoft SQL Server. 

Note: Chromeleon requires the SQL Server 2014 compatible version. The relevant files can be downloaded from the Microsoft website for the Feature Pack for Microsoft SQL Server 2014: SharedManagementObjects.msi.
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Figure 2: MS SQL Server Management Objects Setup

2.4.3 Managed Object Format (MOF) file

A managed object format (MOF) file is used to create and register providers, event categories, and events. 

Note: Chromeleon requires the SQL Server 2014 compatible versions. The relevant file (sqlmgmproviderxpsp2up.mof) can be copied from an existing installation: 

SQL Server 2014: %programfiles(x86)%\ Microsoft SQL Server\120\Shared\

After copying the sqlmgmproviderOSINFO.mof file to the relevant location on the data vault server, it needs to be compiled by executing the following at the command prompt:
mofcomp "%programfiles\Microsoft SQL Server\120\Shared\sqlmgmproviderxpsp2up.mof"

Tip: Ensure you have the correct file path. This may vary depending on the version of SQL Server CLR Types and SQL Server Management Objects installed: SQL Server 2014: %programfiles%\Microsoft SQL Server\120\Shared\
3 Data Vault Installation/Configuration
Data vaults are managed using the Chromeleon Data Vault Manager tool. 

To create a new multi-user data vault:

1.
Use an administrator login for the SQL Server to create the new data vault.

2.
To increase security, reconnect the data vault using a standard login with only read/write privileges.
3.1 Start the Chromeleon 7 Data Vault Manager
Note: You must start the creation of the new data vault on the designated master data vault server. 

To start the Data Vault Manager:
1.
Click the Windows Start button.
2.
Open the list of applications and select Thermo Chromeleon 7 > Data Vault Manager.
Note: The Data Vault Manager generates audit trail records for data vault management operations. To view the Data Vault Management Audit Trail for data vault management operations, click Audit trail… in the Data Vault Manager.
	Started the Data Vault Manager on the master data vault server.

- Computer name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.2 Create New Data Vault(s) using Administrator Login Privileges
An SQL Server login with administrator privileges is used to create the data vault (example in this document: CM7DBAdmin). This ensures that database tables can be created.
Tip: This section should be repeated for all data vaults to be created.

To create a new multi-user data vault:
1.
In the Data Vault Manager, click Create…. 
The Create Data Vault wizard opens.
2.
In the Choose Data Vault Type screen, select Create multi-user data vault (Figure 3).
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Figure 3: Create Data Vault wizard – Choose Data Vault Type
	Selected Create multi-user data vault.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.
Click Next.

Select the database server (and authentication):
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Figure 4: Create Multi-User Data Vault wizard – Choose Database Server
4.
Select the Database server (and instance where appropriate) as defined in the Resources and IT Infrastructure Plan (CM7ID_150).

Tip: If the SQL Server Browser service is running on the SQL Server, you can find the database server in the dropdown list box.

5.
To log on to the server, select Use SQL Server authentication.

6.
Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for the User name and Password of the CM7 Database Administrator.

	Selected server (and instance where appropriate) as per the Resources and IT Infrastructure Plan.

- Server:

- Instance:

Logged on using ‘SQL Server authentication’ using the CM7 Database Administrator credentials as per the Resources and IT Infrastructure Plan.

- Administrator Account Login(s):

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


7.
Click Next.

Select the database(s):
The entire Connection string that will be used for the connection is displayed (Figure 5).

Note: The default connection pool size for SQL Server is 100. It is recommended to increase this value, which can be set in the database connection string by adding ;Max Pool Size=<number>. A recommended starting figure to replace <number> is 500 but this should be monitored over time by a database administrator. 
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Figure 5: Create Multi-User Data Vault wizard – Choose Database
8.
Refer to the Resources and IT Infrastructure Plan (CM7ID_150) and select a Database that was created to store the Chromeleon 7 data vault.

	Select Database(s) as per the Resources and IT Infrastructure Plan.

- Database name(s):

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


9.
Click Next.

Choose data vault options:
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 Caution: Local file paths cannot be used if load balancing is required for the Data Vault Service. In addition, the raw file store should ideally be in a separate location with redundancy (such as a NAS). Refer to Chapter 4 for more information.

Note: Domain and UNC paths are supported but the relevant permissions must be granted to domain users or computer accounts depending on the storage resource in use. The Data Vault Service account settings can be changed via the Data Vault Manager, see Chapter 4.
Note: If enabled, a default organizational unit can be defined for the data vault. 
· Data vaults created in the Global organizational unit can be viewed by all members of all organizational units. 
· Data vaults associated with any other organizational unit can only be viewed by Chromeleon domain system administrators and members of the organizational unit to which it belongs.
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Figure 6: Create Multi-User Data Vault wizard – Choose Data Vault Options
10.
Enter the Name of the new data vault as defined in the Resources and IT Infrastructure Plan (CM7ID_150).

11.
Select the Enable versioning and data audit trails and Enable privileged actions options in accordance with the Resources and IT Infrastructure Plan (CM7ID_150).

12.
Enter the Raw file path as defined in the Resources and IT Infrastructure Plan (CM7ID_150).
Note: The Organizational unit option is only shown here if this feature has been activated in Chromeleon. Organizational units should be set up before data vaults are created.
	Entered Name and Raw file path of the new data vault(s) as per the Resources and IT Infrastructure Plan.

- Name:

- Path:

Selected the Enable versioning and data audit trails and Enable privileged actions options as per the Resources and IT Infrastructure Plan.

- Enable versioning and data audit trails:  ( Yes  ( No
- Enable privileged actions:  ( Yes  ( No

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


13.
Click Finish (Figure 6).

The data vault is shown in the Data Vault Manager.
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Figure 7: Data vault in the Data Vault Manager

3.3 Dismount and (Re-)Mount Data Vault(s) with Standard (Read/Write) Privileges
During creation of data vault(s), an SQL Server Login (account) with administrator rights is used. To increase security, data vault(s) must be dismounted and then (re-)mounted using an SQL Server Login with standard (read/write) privileges (example in this document: CM7DBUser). 

3.3.1 Dismount Data Vault(s)
To dismount a multi-user data vault:
1.
If not already open, start the Data Vault Manager as described in Section 3.1.

2.
In the Data Vault Manager, select the relevant recently-created data vault (Figure 8).
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Figure 8: Dismounting a data vault

3.
Click Dismount. The data vault is removed from the list.

	Successfully dismounted the relevant recently-created data vault(s).

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.3.2  (Re-)Mount Data Vault(s)

In this document, CM7DBUser is the SQL Server Login (account) used to (re-)mount data vaults with standard (read/write) privileges. 

To (re)mount a multi-user data vault:

1.
If not already open, start the Data Vault Manager as described in Section 3.1.

2.
Click Mount…, and select Mount multi-user data vault (Figure 9). 
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Figure 9: Mount Data Vault wizard – Choose Data Vault Type 
	Selected Create multi-user data vault.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.
Click Next.

Select the database server (and authentication):
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Figure 10: Mount Multi-User Data Vault wizard – Choose Database Server
4.
Select the Database server (and instance where appropriate) as defined in the Resources and IT Infrastructure Plan (CM7ID_150).

Tip: If the SQL Server Browser service is running on the SQL Server, the database server can be found in the dropdown list box.

5.
To log on to the server, select Use SQL Server authentication.

6.
Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for the User name(s) and Password(s) of the CM7 Database User.

	Selected server (and instance where appropriate) as per the Resources and IT Infrastructure Plan.

- Server:

- Instance:

Logged on using ‘SQL Server authentication’ using the CM7 Database User credentials as per the Resources and IT Infrastructure Plan.

- User Account Login(s):

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


7.
Click Next.

Select the database:

The entire Connection string that will be used for the connection is displayed (Figure 11).

Note: The default connection pooling for SQL Server is 100. It is recommended to increase this value, which can be set in the database connection string by adding ;Max Pool Size=<number>. A recommended starting figure to replace <number> is 500 but this should be monitored over time by a database administrator. 
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Figure 11: Mount Multi-User Data Vault wizard – Choose Database
8.
Refer to the Resources and IT Infrastructure Plan (CM7ID_150) and select a Database that was created to store the Chromeleon 7 data vault.

9.
Click Finish. 

The data vault is shown in the Data Vault Manager.
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Figure 12: Data vault in the Data Vault Manager

	Selected database(s) as per the Resources and IT Infrastructure Plan.

- Database:

The data vault(s) were displayed as expected in the Data Vault Manager

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4 Load Balancing

Load balancing is a computer networking method for distributing workloads across multiple computing resources. Load balancing aims to optimize resource use, maximize throughput, minimize response time, and avoid overload of any single resource. The use of multiple resources with load balancing can increase reliability and availability through redundancy, and provide failover.

In an enterprise Chromeleon domain installation, it typically makes sense to load balance a data vault across multiple data vault servers.

Note: A data vault server is a computer that runs the Chromeleon 7 Data Vault Service. The Data Vault Service is a Chromeleon service that manages data vault access and raw file access.
Note: For load balancing, the raw files for a dedicated data vault should be stored in a location that provides redundancy, such as a Network-attached Storage (NAS). The raw files should not be stored on a data vault server or a database computer, because this produces a single point of failure.

4.1 Load Balancing a Data Vault

In a Chromeleon domain, data vault servers can potentially experience significant loads. Due to the critical nature of their role, Chromeleon enables you to load balance a data vault across multiple data vault servers.

The data vault server that manages a particular data vault is called the master data vault server. The data vault configuration is stored and managed on this master server. Load balancing can be used to distribute the raw data workload of the master data vault server to other data vault servers (slave data vault servers) available within the Chromeleon domain. In this case, the master data vault server and each slave data vault server are called load balancers.

Chromeleon uses a client-side random load balancing approach, as illustrated in Figure 13. When load balancing is configured, the master data vault server’s data vault configuration file contains a list of addresses of all data vault servers assigned as load balancers. This list includes the address of the master data vault server and the addresses of all slave data vault servers. The master data vault server sends its configuration to the Chromeleon Domain Controller, which deploys the configuration to all Chromeleon stations.
Each time a Chromeleon station attempts to connect to a load balanced data vault, a load balancer is selected for connection at random based on the configuration provided by the Chromeleon Domain Controller. If the selected load balancer is unavailable, the Chromeleon station will try to connect to another load balancer.

Note: If the master data vault server is unavailable, pessimistic locking is unavailable and data vaults cannot be configured (e.g. you cannot mount or dismount data vaults).
You can configure load balancing across multiple data vault servers using the two-stage process described in the following Section 4.1.1 and Section 4.1.2.
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Figure 13: Load balancing data vault servers in a Chromeleon domain

4.1.1 Configure Data Vault Servers as Load Balancers

In the first configuration stage, described in this section, you must configure the data vault servers that you want to use as load balancers. This involves making these data vault servers available for load balancing. 

Perform the following steps on all data vault servers to be used for load balancing in your Chromeleon domain. This includes the master data vault server and all slave data vault servers.

Tip: Configure the slave data vault servers first, so that you finish on the master data vault server, ready for the second stage of the configuration (described in Section 4.1.2).

Note: For load balancing, a raw file path that is accessible by all load balancing data vault servers must have been defined when the data vault was created (for example, a UNC path). See Section 3.2.

1. Start the Data Vault Manager (click Start > All Applications > Thermo Chromeleon 7 > Data Vault Manager).

2. In the Data Vault Manager, click Service Settings (Figure 14).

Note: The Service Settings apply to the whole data vault server and not a specific data vault selected in the Data Vault Manager.
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Figure 14: Data Vault Manager

3. Specify the account to run the local Data Vault Service (Figure 15). At a minimum, the account must have modify permissions to access the raw file store and the DataVault.xml located at C:\ProgramData\Dionex\Chromeleon\DataVaults. Typically a user account that is a member of the Administrators group is required.
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Figure 15: Data Vault Service Settings

Note: Chromeleon services make use of a shared TCP port and therefore have a dependency on the Net.TCP Port Sharing service. By default, permission to make use of the port sharing service is granted to system accounts (LocalService, LocalSystem, and NetworkService) and members of the Administrators group. Therefore, the user account for the Data Vault Service ideally needs to be a member of Administrators. 
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 Caution: Another identity, such as a normal user domain account, could be used for the Data Vault Service Settings. To connect to the port sharing service, the appropriate SID for the user must be specified in the <allowAccounts> section of the SMSvcHost.exe.config file of the respective .NET Framework. 

Care should be taken when modifying the contents of the SMSvcHost.exe.config file, because any configuration settings specified in this file affect all of the services on a computer that uses the Net.TCP Port Sharing Service. This is provided for information only and Thermo Fisher Scientific will not undertake this task.

4. Select The service can be used for load balancing check box (Figure 15).

	Enabled load balancing for the following data vault servers:

Data Vault Server Name:







Account Used:








Data Vault Server Name:







Account Used:








Data Vault Server Name:







Account Used:








Data Vault Server Name:







Account Used:








Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 

	
	


4.1.2 Configure the Data Vault

In the second configuration stage, described in this section, you must assign one or more available load balancers (the slave data vault servers that you configured as load balancers in the previous Section 4.1.1) to the data vault that you want to load balance. 
Perform the following steps on the master data vault server that manages this data vault: 

1.
Start the Data Vault Manager (click Start > All Applications > Thermo Chromeleon 7 > Data Vault Manager).

2.
In the Data Vault Manager, select the data vault that you want to load balance. Click Configure.
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Figure 16: Data Vault Manager

3.
Click Add to add one or more available load balancers (Figure 17).
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Figure 17: Configure Multi-User Data Vault

Note: The Organizational unit setting shown in Figure 17 relates to the data vault and is not relevant for load balancing. This setting is available only if organizational units have been enabled in the Administration Console.

4.
Select the check box(es) next to the names of the additional load balancer(s) that you want to add (Figure 18).
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Figure 18: Add Load Balancer(s)
	Load Balanced Data Vault Name: 





Master Data Vault Server Name:





Added the following additional load balancer(s):

Slave Data Vault Server Name:





Slave Data Vault Server Name:





Slave Data Vault Server Name:





Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5 Approvals
Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
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