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1 Introduction
1.1 Scope
This document provides the following information:
· Instructions for installing Chromeleon 7 and required third-party software components on networked Chromeleon stations

The screenshots are based on the Windows 7 SP1 Professional operating system. Any software versions or build numbers in the screenshots are provided with placeholders, for example, CM7 SRX or build 1234. The software versions or build numbers in the screenshots do therefore not resemble the actually tested software version or build number.

Note: This document describes the recommended approach to installing a Chromeleon 7.2 SR5 domain. Thermo Fisher Scientific cannot guarantee that the instructions provided will meet all needs as the installation may differ depending on the security requirements and installation environment of individual customers.
1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals
· Thermo Fisher Scientific Service and Support staff who perform Chromeleon installations

1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

The Resources and IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, data vault names, Chromeleon user roles, etc.) and must be used during a Chromeleon domain installation.

Note: The Chromeleon 7 Installation Guide for stand-alone installations is available on the Chromeleon 7 installation medium in the Documents folder. It provides additional installation details that are also valid for Chromeleon domain installations.
Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
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 Caution: The Requirements Overview (CM7ID_090) describes all the requirements that need to be considered before the installation starts.
1.1 Checklist

This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
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 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


2 Chromeleon Changes Affecting Upgrades

2.1 Schema Upgrades
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 Caution: Upgrading the database schema to the latest version might take a considerable amount of time (> 10 minutes) and lead to a significant increase in database size.

The increase in database size is dependent on the current setup. A large number of custom variables could increase the database size by ~25%. This may cause a significant unexpected downtime.

Note: There are requests to provide more detailed information on the schema so that third-party software can access the database tables. This approach is not recommended as the schema is designed specifically for Chromeleon. Instead, a high-level interface is provided (the Chromeleon SDK) that allows any third-party software to access the information in the database tables in a secure and robust way.

It is common to make changes to the database schema when a new version is released. The schema is tied into the software functionality and, as new features are added, it is often necessary to modify the schema. The release notes always detail if changes will occur and advise on any issues this may cause (e.g. backward compatibility). 
During the implementation of Chromeleon 7.2 SR5 the database schema was upgraded. Any new database created by Chromeleon 7.2 SR5, will incorporate these changes. Standard data vaults (for example, ChromeleonLocal and the XVault) are automatically upgraded when Chromeleon is installed. Other existing multi-user databases can be upgraded via the Data Vault Manager in Chromeleon in accordance with Oracle Database Multi-User Data Vaults Upgrade Guide (CM7ID_461) and SQL Server Multi-User Data Vault Upgrade Guide (CM7ID_411). 

Note that you must upgrade to the latest database schema to get the full feature set. Limitations in software functionality can occur in installation environments with mixed schema versions among different computers.
Note: Refer to the Chromeleon 7 Release Notes to learn more about changes in the database schema and to get advice on any issues these changes may cause.  
3 Upgrade Chromeleon 7 to the Latest Release
This chapter describes how to install/upgrade a networked Chromeleon station to Chromeleon 7.2 SR5. 
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 Caution: If you have an existing installation of Chromeleon < 7.2 SR1, the following limitations apply during an upgrade: 
· Stations that have Chromeleon 7.2 or below installed will not see any data vaults or instruments that have been created with Chromeleon 7.2 SR5, until after those stations are upgraded to 7.2 SR5.
· It is not possible for a Chromeleon 7.2 (and below) station to join a Chromeleon 7.2 SR5 domain.
· Stations that have Chromeleon 7.2 or below will not receive any updates from the Discovery Service after the Chromeleon domain controller has been upgraded to 7.2 SR5, and will only see resources that were already in existence and cached.
3.1 Maintenance Updates

Thermo Fisher periodically releases Maintenance Updates (MU) between Service Releases to provide a greater level of stability for customer environments. Maintenance Updates typically only include bug fixes but do not provide any new functionality. It is always recommended to install Chromeleon MU’s to the latest version to ensure stability of the software. Also see chapter 7.6 Installing a Maintenance Update for more information.
3.2 Prepare the Installation

1. Remove all previously installed Chromeleon hotfixes.
2. Close all applications on the PC before starting the setup to ensure that all relevant system files can be upgraded.
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 Caution: Make sure that the person performing the upgrade has local administrator privileges in Windows. Otherwise, the installation will fail.

3. If you are asked to do so, reboot the computer. 
4. After the reboot, the administrator who started the setup must log in again so that the installation process can be completed correctly.

Note: Third-party firewalls may cause problems during the installation process. Therefore make sure that third-party firewalls are turned off.

It is recommended to leave the (built in) Windows Firewall on.

Certain IT tools and anti-virus software may lock system files and therefore require rebooting after the setup. Additionally, the installation of third-party components will usually require a reboot.

Note: For successful installation of Microsoft .NET 4.6.2, ensure that Windows update KB2919355 has been installed before installing Chromeleon.

3.3 Software Upgrade: Installation Order

In order to upgrade existing software with minimal disruption, it is necessary to adhere to a strict order when updating components: 

5. Install the latest Chromeleon release on the central Chromeleon domain controller. Make sure the Require enhanced connection security check box in the Administration Console (Local Machine > Configure Discovery) is disabled. For more information on connection security, refer to Section 1.2.
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 Caution: If your data vault server is hosted on the same server as your Chromeleon domain controller, proceed to step 2. 
6. Install the latest Chromeleon release on the data vault server (this may or may not be the same server as the Chromeleon domain controller). If pre-existing multi-user data vaults are already mounted on the central data vault, do not upgrade the data vault schema. This procedure is described in the Server Based Software Upgrade Installation Guide (CM7ID_301).
7. Install the latest Chromeleon release on any remaining servers such as terminal server(s) and on all other Chromeleon stations including workstations, instrument controllers, and remote/data clients (Station Software Upgrade Guide (CM7ID_306) and Server Based Software Upgrade Installation Guide (CM7ID_301)).

8. Install the latest Maintenance Update release on any remaining servers such as terminal server(s) and on all other Chromeleon stations including workstations, instrument controllers, and remote/data clients (Station Software Upgrade Guide (CM7ID_306) and Server Based Software Upgrade Installation Guide (CM7ID_301)).
9. Upgrade the schema on the central data vault using the Data Vault Manager. Temporarily enhanced database connection privileges are required for this step. This procedure is described in the SQL Server Multi-User Data Vault Upgrade Guide (CM7ID_411) and the Oracle Database Multi-User Data Vault Upgrade Guide (CM7ID_461).
10. Enable the Require enhanced connection security check box (Local Machine > Configure Discovery). 
Note: This should only be carried out if all stations are upgraded. Otherwise, stations that are running a Chromeleon version < 7.2 SR5 will not be able to connect to the domain controller.
11. Run qualification tests (Software IQ, OQ and Instrument IQ) as required. If time allows, PQ should also be run.
Note: Run the Operational Qualification on a network data vault to ensure functionality of the Replication Framework.
Note: The Chromeleon domain controller with central Discovery Service can only provide licenses to clients with a lower Chromeleon version. For example, a domain controller with Chromeleon 7.2 can provide a license to a client computer with Chromeleon 7.1. 
4 Cryptographic Services and Optimizing the Performance of Chromeleon

The performance of Chromeleon can be affected by its reliance on the Microsoft Cryptographic Services, in particular to the Microsoft CryptoAPI. The Cryptographic Services are an integral part of the Microsoft Operating System Public Key Infrastructure and provide an essential function to maintain Chromeleon user and data security as well as protecting Chromeleon binaries.  

The Microsoft CryptoAPI relies on digital certificates for authentication. You should therefore do the following:

·  Establish the relevant trusts within your Certification Authorities.

· Store the necessary certificates correctly.

· Be able to check revoked certificates. 
If digital certificate management is not in place for your domain, the Microsoft Cryptographic Services will attempt to source the relevant information from the Windows Update website. The Update Root Certificates feature in Windows is designed to automatically check the list of trusted authorities on the Windows Update website. If a certificate issued by a certification authority in a PKI that is not directly trusted is presented, the Update Root Certificates feature contacts the Windows Update website to see if Microsoft has added the certificate of the root certificate authority to its list of trusted root certificates.
The Update Root Certificates feature will make several attempts to establish this connection before timing out. Chromeleon must wait until this action is complete resulting in significant delays.

We appreciate that in regulated environments all actions are taken to protect the domain. If you want to prohibit external connections but do not have the resources to fully implement your own digital certificate solutions or employ Windows Server Update Services, we recommend to us a proxy server where internet access is granted to www.download.windowsupdate.com only.
Alternatively, add the digital certificate of Chromeleon to the Trusted Root Certification Authorities store. This can be managed either directly on the PC or via the Active Directory Group Policy Management of the domain.

If you want to prevent the Update Root Certificates feature from communicating automatically with the Windows Update website, you can turn off this feature directly or by using the Group Policy. 
Note: If you are presented with a certificate issued by a root certificate authority that is not directly trusted, and the Update Root Certificates feature is turned off through Group Policy, you can be prevented from completing the action that required authentication. For example, you can be prevented from installing software (including Chromeleon), viewing an encrypted or digitally-signed e-mail message, or using a browser to engage in an SSL session.
You can find guidance for various resolutions to cryptographic services slowing the performance of Chromeleon in the Windows Networking Considerations Guide (CM7ID_600).
Appendix A: Station Pre-Installation Checklist 

The following instructions are applicable for all Chromeleon stations (workstations, instrument controllers, remote clients, and data clients).
Note: Check Chapter 2 for any instrument control software requirements that need to be installed or updated prior to the installation of Chromeleon.
	Computer name:
	

	Computer model: 

	

	Computer serial number:
	

	Operating System:
	( Windows 7
SP: ____
( 32 Bit
( 64 Bit

Edition:
( Enterprise
( Professional 
( Ultimate
( Windows 8.1

( 64 Bit


Edition:
( Pro
( Enterprise 


( Windows 10

( 64 Bit

Edition:
( Enterprise 
( Pro
( Other (not validated):

	PC Network (LAN) Settings
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( FORMCHECKBOX  IP address:
_______________________   

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( Subnet Mask: 
_______________________   

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( Gateway: 
_______________________

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( DHCP 


5 Installed Third-Party Software
Note: The following sections are provided for reference only. 
If not already present, the required third-party software components are installed automatically during the setup. The Chromeleon Installation Qualification reports the status of many of these components.
5.1 Microsoft .NET Framework

Chromeleon requires Microsoft .NET Framework, version 3.5 SP1,version 4.6.2 and Microsoft Chart Controls for .NET Framework 3.5.
5.1.1 Microsoft .NET Framework 3.5 SP1
Chromeleon requires Microsoft .NET Framework, version 3.5 SP1. 
The Chromeleon setup program will automatically perform the installation. You must accept the License Agreement if .NET Framework 3.5. SP1 is not already installed. 

You can also perform the installation manually:
12. Go to \Packages\Microsoft .Net Framework 3.5 SP1\.
13. Run dotfnetfx35.exe.
14. Follow the steps in the Setup wizard.
Note: If you install Chromeleon on a PC with a Windows 10 operating system, an internet connection is required. If no internet connection is available, you must manually install .NET 3.5 SP1 from the original Windows installation medium via the Windows command prompt. For further information, refer to the Microsoft Support website.
	Microsoft .NET Framework 3.5 SP1 installed manually. 
Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.1.2 Microsoft Chart Controls for .NET Framework 3.5

The Microsoft Chart Controls for .NET Framework 3.5 must be installed prior to the Chromeleon 7 installation. 
If Chromeleon is installed via the AutoPlay window, the setup program will automatically perform the installation. Accept the License Agreement.

You can also perform the installation manually:
15. Go to \Packages\Microsoft Chart Controls for Microsoft .NET 3.5\.
16. Run MSChart_KB2500170.exe.
17. Follow the steps in the Software Update wizard (Figure 1).
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Figure 1: Microsoft Chart Controls for .NET Framework 3.5
	Microsoft Chart Controls for .NET Framework 3.5 installed manually. 
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.1.3 Microsoft .NET Framework 4.6.2
Note: Check KB3149737. Apply one of the described resolution methods, otherwise .NET 4.6.2 might not be installed. 
Chromeleon requires Microsoft .NET Framework, version 4.6.2. 
The Chromeleon setup program will automatically perform the installation. You must accept the License Agreement if .NET Framework 4.6.2 is not already installed. 

You can also perform the installation manually:
18. Go to \Packages\Microsoft .Net Framework 4.6.2\
19. Run NDP462-KB3151800-x86-x64-AllIOS-ENU.exe.
20. Follow the steps in the Setup wizard (Figure 2).
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Figure 2: Installing .NET Framework 4.6.2
	.NET Framework 4.6.2 installed manually. 
Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.2 Windows Installer

Chromeleon requires the Windows Installer (version > 4.5) for the setup. The required Windows Installer version is present on most PCs, as it is either part of the supported Windows version or it has been rolled out as part of a Windows update.

If the required Windows Installer version is not present, it is installed before the actual Chromeleon 7 installation starts.
You can also perform the installation manually:

21. Go to \Packages\Microsoft Windows Installer 4.5\.

22. Run the relevant file for your operating system.
	Windows Installer installed manually.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.3 Microsoft SQL Server Express

Chromeleon 7 uses the Microsoft SQL Server Express Edition as the database engine for standard (local) data vaults. 

If SQL Server Express is not already present, Microsoft SQL Server 2014 Express SP2 is installed automatically during the Chromeleon setup, including the necessary server and client components and the corresponding Software Development Kit (SDK). This takes place before the actual Chromeleon 7 installation.

However, if an earlier version of SQL Server Express is present, it will not be updated automatically. The Chromeleon Installation Qualification reports the installed SQL Server version and the IQ Report will contain a warning if a version earlier than SQL Server 2014 Express SP2 was found. This will happen, for example, during an upgrade of Chromeleon 7.1 which installed SP3 of SQL Server 2005 Express. If you want to use a current SQL Server Express version, you must upgrade SQL Server Express manually in such cases.

Note: With Chromeleon 7, you can only create standard data vaults locally on the hard drive of the PC that runs Chromeleon 7. Standard data vaults can be shared over the Chromeleon domain, but the connectivity, performance, and capacity are limited by SQL Server Express.
The current version of Chromeleon 7 has been validated to work with the following versions of Microsoft SQL Server components:

· SQL Server 2014 Express Edition SP2

· SQL Server Native Client 11

When you install Chromeleon 7.2 SR5 and SQL Server 2014 Express Edition SP2 a special SQL account for Chromeleon will be created. This account will be used for administrative tasks in the Data Vault Manager. If you want to do administrative tasks without using the Data Vault Manager, for example, directly in the database, only the user who installs Chromeleon will have the administrative rights to do so. If additional administrative SQL Server accounts are required, the user who installed Chromeleon must add them. If you upgrade from a previous Chromeleon version, an earlier version of SQL Server Express is usually already present and will not be upgraded to SQL Server 2014 Express Edition SP2 automatically. In this case the special SQL account for Chromeleon will not be created and it is expected that the user who installs the Chromeleon upgrade already has administrative SQL server rights. 
Note: If you upgrade Chromeleon from a previous version, note that Chromeleon will not remove existing administrative accounts. To increase security, it might be necessary to remove these administrative accounts. 

Note: If a new setup of Chromeleon has been started under a LocalSystem account, no user will have administrator access to the local SQL Server. You must put the SQL Server into single-user mode to gain administrative access.

5.4 Microsoft Visual C++ Redistributable

Chromeleon 7.2 SR5 requires Microsoft Visual C++ Runtime Environment versions: 2005 SP1, 2008 SP1, 2010 SP1 and 2013. The individual packages are located on the installation medium: \Packages\.
5.5 Amyuni PDF Converter
Chromeleon uses the Amyuni PDF Converter for exporting results in PDF format. The Amyuni PDF Converter software is installed automatically during the Chromeleon 7 installation process.

You can also perform the installation manually:

23. Go to \Packages\Amyuni PDF Converter\.
24. Run Install.exe.

5.6 WibuKey Runtime

Chromeleon uses the WibuKey software as part of the software licensing infrastructure. The necessary files are automatically installed during the installation process.

After the Chromeleon installation is complete, the Chromeleon IQ checks whether the WibuKey Software is properly installed. If not, an error is issued.

If you experience problems with licensing, you may try to reinstall the WibuKey software from the Chromeleon 7 installation medium by running \Packages\WibuKey Runtime\WkRuntime.exe.

The installation log file for the WibuKey software setup can be found here (64-bit computer): C:\Program Files (x86)\WIBUKEY\Setup\.
5.7 CTC Analytics AG Instrument Control Components Redistributable
Chromeleon uses the CTC Analytics AG Instrument Control Components Redistributable for controlling CTC devices. The instrument control components redistributable is installed automatically during the Chromeleon 7 installation process.

You can also perform the installation manually:

25.  Go to \Packages\CTC Analytics AG Instrument Control Components\.
26. Run setup.exe.
6 Required Third-Party Software

6.1 Oracle Data Provider for .Net
If you use an Oracle database platform, you must install the Oracle Data Provider (ODP) for .NET on each PC and server. This component is not automatically installed during the Chromeleon setup. 
There are various options and limitations depending on which version of the Oracle database platform is in use. The following sections detail recommendations by Thermo Fisher Scientific.

6.1.1 Oracle Database 11g

If using an Oracle 11g database platform, Thermo Fisher Scientific recommends the installation of the 32-bit ODAC Oracle Instant Client Package utilizing the Universal Installer. It is however also possible to use the ODP for .Net included in the 32-bit Runtime installation type of the Oracle Database Client.  

Note:
ODAC .NET components installed by the Oracle Universal Installer are dependent on the current .NET Framework versions available. See the following .NET Framework versions and their supported ODP.NET versions:

- .NET Framework 2.0, 3.0, and 3.5  ODP.NET for .NET 2.0

- .NET Framework 4 or .NET Framework 4 Client Profile  ODP.NET for .NET 4 

- .NET Framework 4.6.2 (Chromeleon requirement)  ODP.NET for .NET 4

6.1.2 Oracle Database 12c

If you use an Oracle 12c database platform, Thermo Fisher Scientific recommends the installation of the 32-bit ODP for .NET, Managed Driver for ODAC 12c Release 4 utilizing xcopy deployment. 

The ODP for .NET is also included in the 32-bit Oracle Database 12c Client. Although Chromeleon supports both the unmanaged and managed ODP.Net, Thermo Fisher Scientific strongly recommends the use of Oracle 12c ODP.Net, Managed Driver. 

At the time of publishing this document there is a possibility of encountering ORA-22053: overflow error with the unmanaged driver. 
See Oracle Database Creating/Mounting Multi-User Data Vaults (CM7ID_460) for installation guidance.

Note: The Oracle Data Provider for .NET, Managed Driver for ODAC 12c Release 4 requires at minimum .NET Framework version 4.0.30319.
7 Additional Software

7.1 NIST Mass Spectral Search Program
The NIST Mass Spectral Search Program is not included in the Chromeleon Setup. If required, for example for the MS Library search, you can install the program manually from the installation medium (Tools folder).

8 Firewall Settings

Note: Chromeleon Setup cannot configure third-party firewalls. These must be configured manually. Third-party firewalls may also cause problems during the installation process. Make sure that third-party firewalls are turned off before you install Chromeleon.

This section describes firewall settings used by Chromeleon.

Tip: The setup will attempt to configure the built-in Windows Firewall. For this, the Windows Firewall Service must be running. If you need to turn off the Windows Firewall for some reason, use the Windows Firewall Control Panel program for that (Control Panel\System and Security\Windows Firewall), but leave the Windows Firewall Service running.
Chromeleon uses the Net.Tcp Port Sharing Service for communication between Chromeleon software components. The Chromeleon Setup therefore starts this service and changes the Startup type to Automatic.

Most Chromeleon software components use the TCP Port 1325 (which is registered with IANA for use by Thermo Fisher Scientific, see http://www.iana.org/assignments/port-numbers). Port 1325 is added to the Exceptions list as Chromeleon 7 Services. 

On the supported Windows operating systems the configuration enables the following:

· Inbound local port 1325 

· Outbound remote port 1325

This is relevant for both public and domain profiles (to be set under the Advanced settings of the Windows Firewall).
The following software components are also added to the Exceptions list:

· Chromeleon components:

· Chromeleon 7 Real Time Kernel (CmDriver.exe)

· Chromeleon 7 Device Driver Host (CmDDKHost.exe)

· SQL Server components:

· SQL Database Service (sqlservr.exe)

· SQL Browser (sqlbrowser.exe)

Depending on the instruments configured, there could be additional firewall exceptions and rules required. Full details are available in the Chromeleon 7 Online Help.

	Windows built-in firewall:

Comment:

	( Enabled 
( Disabled


	Third-party firewall:

Comment:


	Brand: 
____________________    Type: ____________________
Version: 
____________________
( Disabled
( N.A.


9 Power Management Settings

This section describes settings that should be made on Chromeleon stations directly connected to instruments, (workstations and instrument controller stations).
Note: These settings are not required for the Chromeleon data client or remote client stations.
9.1 Disable Windows Power Management

If a computer goes into Standby or Hibernate mode while the Chromeleon 7 Instrument Controller is running, then the USB subsystem will become unavailable. As a result, USB-dependent devices (instruments and the license key) will stop functioning and operation is interrupted.

To disable power management in classic view:

1.
From the Control Panel open the Power Options.

2.
On the Power Schemes tab select Always On.

3.
If not already done, change the Standby and Hibernate options to Never.
	Windows Power Management disabled:  
( Yes 
( No

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


9.2 Disable USB Power Management

To avoid problems during instrument control, USB specific power saving options must be turned off as well.

To disable USB power management:

1.
Locate Device Manager.

2.
Expand the Universal Serial Bus Controller node.

3.
Double-click (one of) the USB Root Hub(s) or Generic USB Hub.

4.
On the Power Management tab clear the Allow the computer to turn off this device to save power option.

5.
Repeat the two steps above for all the root hubs.
	USB Power Management disabled for all root hubs:  
( Yes 
( No

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


10 Approvals

Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
	
	
	


Appendix B: Install Workstations and Instrument Controller Stations
Note: It is not recommended to use virtual machines as workstations or instrument controller stations.
The following instructions are only applicable for installation of workstations or instrument controllers. 

Note: Chromeleon will attempt to upgrade the schema of all mounted data vaults during the installation. 

Note: Check Chapter 2 for any instrument control software requirements that need to be installed prior to proceeding with the installation of Chromeleon.
	Computer name:
	

	Computer model: 

	

	Computer serial number:
	

	Operating System:
	( Windows 7
SP: ____
( 32 Bit
( 64 Bit

Edition:
( Enterprise
( Professional 
( Ultimate
( Windows 8.1

( 64 Bit


Edition:
( Pro
( Enterprise 


( Windows 10

( 64 Bit

Edition:
( Enterprise
( Pro
( Other (not validated):

	Instrument Type and ID:
	( GC ( LC ( IC ( MS    
ID:________________________
( GC ( LC ( IC ( MS  
ID:________________________
( GC ( LC ( IC ( MS 
ID:________________________
( GC ( LC ( IC ( MS
ID:________________________


11 Install Chromeleon 7 Software
Follow the steps below to perform a full installation of Chromeleon 7. This is the recommended procedure. An alternative procedure which suppresses the SQL Server Express and local data vault installation is described in Section 1.3 of Appendix C.

Note: Ensure .NET Framework 3.5 SP1 is installed before commencing.
11.1 Setup Wizard Installation

11.1.1 Start the Installation
27. Insert the installation medium into your PC. The AutoPlay window opens automatically. The AutoPlay window offers links for exploring the installation medium and for launching the Setup program, Figure 3. 

If optical media AutoPlay is off:
Run \Setup.exe. 
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Figure 3: AutoPlay window
28. If .NET Framework 4.6.2 is currently not installed click Accept and Install, Figure 4.
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Figure 4: Chromeleon Setup wizard 
29. The Chromeleon Setup wizard is launched, Figure 5.
[image: image11.png]thermoscientific THERMO CHROMELEON 7.2 SR... -

Welcome

Setup will upgrade the currently installed version of
Thermo Chromeleon 7.2 SR... to version
72...0n this computer.

Please read the Installation Guide first (a PDF viewer
Such as Adobe Reader is required).

Tagres 1o the license.terms.and conditions.

& Install

Advanced options





Figure 5: Chromeleon Setup wizard

30. After reviewing the license terms and conditions, check the select box next to I agree to the license terms and conditions. Then click Install, Figure 5.
Chromeleon 7 is installed in the following folder by default: 

· C:\Program Files\Thermo\Chromeleon (32-bit)

· C:\Program Files (x86)\Thermo\Chromeleon (64-bit)

Note: You can change the installation path under the Advanced options.

Note: The location of any other third-party software package, for example, Microsoft SQL Server, cannot be changed.
31. If the License Setup window appears, select the join a Chromeleon Domain option, Figure 6.
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Figure 6: License setup window
32. Type the name of the Chromeleon domain controller (CMDomainController as specified in CM7ID_150), Figure 7. Enable the Poll for updates every … sec check box.
Note: The recommended setting for Discovery notifications in an enterprise environment is Poll for updates. If a change is made in Discovery Configuration then an automatic test will determine the domain size and if this is greater than 20 computers and push mode is selected, the notification settings will be changed to Poll for updates only. During an upgrade the License Setup might not appear therefore the recommendation is to set the notification to Poll for updates in the Discovery Configuration (located C:\Program Files (x86)\Thermo\Chromeleon\bin\ DiscoverySetup.exe) manually after the installation is complete.  
33. Click Apply. Once the new Chromeleon domain controller is configured, click Close.
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Figure 7: Discovery Configuration
	Chromeleon 7 is successfully installed.

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


	Domain controller assigned:  
( Yes 
( No

Poll for updates option is enabled: ( Yes 
( No 

License assigned:  

( Yes 
( No 
Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


11.2 Software Installation Qualification
As a final step, an Installation Qualification Report of the Chromeleon installation will be created. Check the installation qualification report for errors.
Tip: To read the report later, click Start > All Applications > Thermo Chromeleon 7 > Station IQ > Current IQ Report. The log file opens in your default web browser.

Note: Your browser may display a security warning about ‘active content’ (scripts/ActiveX controls) in the report.  This is caused by scripts in the IQ that allow you to expand and collapse the different sections of the report for your convenience and better overview. These scripts can be safely run, but are not mandatory; all content can be read without enabling the scripts.

The IQ compares current information about the installed files against a reference list supplied by Thermo Fisher Scientific. If there are any differences, a warning, or an error message appears. The message indicates the following:

· Warning: A warning can indicate an obvious problem that can be easily corrected; for example, by providing a valid license file, installing more RAM in the PC, or starting Windows services. A warning can also indicate that a file does not have the expected time stamp or version. Usually, no action is required for minor file discrepancies.
· Error: A vital component is missing or corrupt. In this case try to repair the installation by uninstalling and then repeating the installation procedure.
Tip: You can run the IQ at any time to check if your installation is intact. To start the IQ, click Start > All Applications > Thermo Chromeleon 7 > Station IQ. For more information, press F1 in the Chromeleon IQ window.
Tip: You can easily access all IQ Reports and the installation log files. Click Start > All Applications > Thermo Chromeleon 7 > Station IQ > All IQ Reports. The physical location of the files is: C:\ProgramData\Dionex\Chromeleon\IQ.
	Software Installation Qualification Report

( Contains no additional errors

( Is printed and attached

( Is signed and dated on the first page

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


11.3 Software Operational Qualification

Note: Run the Operational Qualification on a network data vault to ensure functionality of the Replication Framework.

Software Operational Qualification should be performed in accordance with the document Software Operational Qualification (CM7ID_310). After completion of the OQ, copy the OQ sequence to a central location for storage.
	Software OQ performed: 
( CM7ID_310 completed
( OQ sequence copied to central data vault location
- Location:

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report


11.4 Instrument Installation Qualification
The following steps only apply to workstations and instrument controllers, that is, computers with instruments connected.

The Instrument Installation Qualification provides a general function check for all connected instruments.

Refer to the instructions in document Instrument Installation Qualification (CM7ID_710) for each instrument.
	Instrument IQ performed and Instrument IQ Report:

( CM7ID_710 completed
( Instrument IQ sequences copied to central data vault location. 




- Location:
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report


11.5 Instrument Operational Qualification
The following steps only apply to workstations and instrument controllers, i.e. computers with instruments connected and Thermo Scientific instruments.
If Instrument Operational Qualification is required, refer to the instructions in document Instrument Operational Qualification (CM7ID_720) for each instrument.
	Instrument OQ performed and Instrument OQ Report created:

( CM7ID_720 completed
( Instrument OQ sequences copied to central data vault location




- Location:  
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report


11.6 Installing a Maintenance Update

Thermo Fisher periodically releases Maintenance Updates (MU) between Service Releases to provide a greater level of stability for customer environments. Maintenance Updates typically only include bug fixes but do not provide any new functionality. It is always recommended to install Chromeleon MU’s to the latest version to ensure stability of the software.
In order to install a Chromeleon maintenance update, an installed Chromeleon main or service release is required. The maintenance update can only be installed over the respective main or service release it is based on.

If not yet present, install the Chromeleon main or service release as described in this document.

To install the maintenance update:

 LISTNUM  DezimalStandard \l 1 \s 1 
Insert the maintenance update installation medium into your PC. The AutoPlay window opens.

 LISTNUM  DezimalStandard \l 1 
Click Run Setup.exe to start the installation procedure.

 LISTNUM  DezimalStandard \l 1 
Read and accept the Chromeleon license terms and conditions.

 LISTNUM  DezimalStandard \l 1 
Click Install to start the installation. The setup program is executed. Follow the on-screen instructions.
	Chromeleon Maintenance Update installed

Chromeleon MU Version: ____________________________

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


11.7 Transport Security

With Chromeleon 7.2 SR5 new certificates for the communication between different Chromeleon Services and Chromeleon client applications have been introduced in order to enhance transport security.

If you install Chromeleon 7.2 SR5 on server computers, but keep older Chromeleon versions (< 7.2 SR5) on client computers, you must run the outdated certificates in parallel to ensure compatibility. Note that this poses a security risk.

If you enable the Require enhanced connection security check box (Administration Console > Local Machine > Configure Discovery), the Chromeleon Services will communicate via new Windows Communication Foundation (WCF) hosts based on the new certificate.

If you disable the Require enhanced connection security check box, the old legacy hosts will be started additionally and enable clients with Chromeleon versions <7.2 SR5 to connect.

Note: If you install Chromeleon 7.2 SR5 on client computers, but keep older Chromeleon versions (< 7.2 SR5) on server computers, you will receive a connection error.

12 Software for Controlling Specific Instruments

For controlling certain instruments it is necessary to install additional software. Determine which instrument control software packages are required (Resources and IT Infrastructure Plan (CM7ID_150)) and how they will be installed.
Note: Only one mass spectrometry driver can be installed per computer. Once an MS instrument driver is installed via Chromeleon, it is not possible to later change the driver by re-running the Chromeleon setup.
Note: The Packages and Drivers folders of the Chromeleon installation medium contain the tested driver versions that were current at the time of the Chromeleon 7 release.
12.1 Thermo Foundation 

This software is a prerequisite before installing the supported Thermo Scientific mass spectrometers and provides essential tools. The document Foundation30sp2_RelNotes in the \Packages\Thermo Foundation\Documentation folder provides further details in addition to the MS Software Installation Guide in the Documentation folder. You can install Thermo Foundation by selecting one of the mass spectrometry drivers via the Advanced options in the Chromeleon Setup. You cannot select and install Thermo Foundation separately via the Advanced options.
	Thermo Foundation 3.0 SP2.

( Installed via Chromeleon 7 setup Advanced options
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.2 Thermo ISQ 

This software includes the driver and software for the Thermo Scientific ISQ single quadrupole GC-mass spectrometers. The ISQ_3.2_SP1_Release_Notes.pdf in the \Packages\Thermo ISQ Series\Documentation folder provides further installation details in addition to the MS Software Installation Guide in the Documentation folder. 
	Thermo ISQ 3.2 SP1 software.

( Installed via Chromeleon 7 setup Advanced options
( Installed separately

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.3 Thermo TSQ Series

This software includes the driver and software for the Thermo Scientific TSQ 8000 triple quadrupole GC-mass spectrometers. The TSQ_Series_3_2_SP1_Release_Notes.pdf in the \Packages\Thermo TSQ Series\Documentation folder provides further installation details in addition to the MS Software Installation Guide in the Documentation folder.
	Thermo TSQ 3.2 SP1 software.

( Installed via Chromeleon 7 setup Advanced options
( Installed separately

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.4 Thermo TSQ Endura Quantiva

This software includes the driver and software for the Thermo Scientific TSQ Endura/Quantiva triple quadrupole mass spectrometers. The TSQ-Endura-Quantiva_Instal.pdf in the \Packages\Thermo TSQ Endura Quantiva\Documentation folder provides further installation details in addition to MS Software Installation Guide in the Documentation folder.
	Thermo TSQ Endura/Quantiva 1.1 software.

( Installed via Chromeleon 7 setup Advanced options
( Installed separately

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.5 Thermo Exactive

This software includes the driver and software for the Thermo Scientific Exactive Series mass spectrometers. The ReleaseNotes.pdf in the \Packages\Thermo Exactive\Documentation folder provides further installation details in addition to MS Software Installation Guide in the Documentation folder. 
	Thermo Exactive Series 2.5 SP1 software.

( Installed via Chromeleon 7 setup Advanced options
( Installed separately

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.6 Thermo MSQ Plus

This software includes the driver and software for the Thermo Scientific MSQ Plus mass spectrometer. The Release Notes document in the \Drivers\Thermo MSQ Plus\Documentation folder provides further installation details in addition to the MS Software Installation Guide in the Documentation folder.
	Thermo MSQ Plus software installed

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.7 Agilent Instrument Control Framework (ICF) and LC Driver Package 

To control Agilent chromatographs from Chromeleon, you must install the Agilent Instrument Control Framework (ICF) and LC Driver package. The Chromeleon and Agilent ICF - Quick Start Guide in the Documents folder of the installation medium provides further installation details. It explains the basics on how to configure the systems and how to get started. 
	Agilent Instrument Control Framework (ICF) and LC Driver Package.

( Installed via Chromeleon 7 setup Advanced options
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.8 USB Virtual COM Port driver
Note: Install the drivers prior to connecting the devices to the PC.
This software from Future Technology Devices International Limited (FTDI) is necessary to communicate with the following devices over USB:

· Rheodyne MXII Series Valves
· Thermo Scientific AFC-3000 Fraction Collector
· Dostmann P700 Series Thermometer
· Thermo Scientific TRACE 1110 GC

· Thermo Scientific Vanquish Charger
	USB Virtual COM Port driver installed.

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.9 MCP2200 Driver
This software from Microchip is necessary to communicate with the Vanquish Charger over USB:

	MCP2200 driver installed.

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12.10 Waters Driver Pack

To control Waters Acquity UPLC system modules or Waters Alliance modules, you must install the Waters Drivers Pack. The Chromeleon Instrument Configuration Manager Help chapter Installing Third-Party Modules – Waters Acquity UPLC System contains installation instructions. Full installation and configuration details the “dp4_installation_and_configuration_guide” as provided by Waters can be found here: Packages\Waters Driver Pack\Driver Pack.
	Waters Driver Pack.

( Installed via Chromeleon 7 setup Advanced options
( Installed separately

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


13 Enable Automatic Start of the Instrument Controller Service

It is recommended to start the Instrument Controller Service with every computer start on PCs that are physically connected to instruments (Chromeleon workstations and instrument controller stations). This is especially true for PCs controlled remotely from another PC with Chromeleon (a remote client station). 
Tip: If the PC is not connected physically to instruments (Chromeleon data client and remote client stations), you should not follow these steps, which would result in using additional PC resources unnecessarily.

To enable automatic start of the Instrument Controller Service

1.
To open the Services Manager, click the Chromeleon Tray Icon (in the notification area of the taskbar), or click: Start > All Applications > Services Manager.
2.
Select the Start service at system start check box, Figure 8.
[image: image14.png]



Figure 8: Services Manager
3.
Close the Services Manager.
	Start service on system start enabled.

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


14 Approvals

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.
Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.
	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
	
	
	


Appendix C: Upgrade Remote and Data Clients
The following instructions are only applicable for installation of Chromeleon remote and data client stations. 

Note: Chromeleon will attempt to upgrade the schema of all mounted local data vaults during the installation. 

Note: Check Chapter 2 for any instrument control software requirements that need to be installed prior to proceeding with the installation of Chromeleon.
	Computer name:
	

	Computer model: 

	

	Computer serial number:
	

	Operating System:
	( Windows 7
SP: ____
( 32 Bit
( 64 Bit

Edition:
( Enterprise
( Professional 
( Ultimate
( Windows 8.1

( 64 Bit


Edition:
( Pro
( Enterprise 


( Windows 10

( 64 Bit

Edition:
( Enterprise 
( Pro
( Other (not validated):


15 Install Chromeleon 7 Software

Follow the steps below to perform a full installation of Chromeleon 7. This is the recommended procedure. An alternative procedure which suppresses the SQL Server Express and local data vault installation is described in Section 1.3 of Appendix C.

Note: Ensure .NET Framework 3.5 SP1 is installed before commencing.
15.1 Setup Wizard Installation

15.1.1 Start the Installation
34. Insert the installation medium into your PC. The AutoPlay window opens automatically. The AutoPlay window offers links for exploring the installation medium and for launching the Setup program, Figure 9. 

If optical media AutoPlay is off:
· RunSetup.exe. 
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Figure 9: AutoPlay window
35. If .NET Framework 4.6.2 is not currently installed click Accept and Install, Figure 10.
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Figure 10: Chromeleon Setup wizard
36. The Chromeleon Setup wizard is launched, Figure 11.
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Figure 11: Chromeleon Setup wizard

37. After reviewing the license terms and conditions, select the check box next to I agree to the license terms and conditions.Then click Install, Figure 11.

Chromeleon 7 is installed in the following folder by default: 

· C:\Program Files\Thermo\Chromeleon (32-bit)

· C:\Program Files (x86)\Thermo\Chromeleon (64-bit)

Note: You can change the installation path under the Advanced options.

Note: The location of any other third-party software package, for example, Microsoft SQL Server, cannot be changed.
38. If the License setup window appears, select the join a Chromeleon Domain option, Figure 12.
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Figure 12: License setup window
39. Type the name of the Chromeleon domain controller (CMDomainController as specified in CM7ID_150), Figure 13. Enable the Poll for updates every … sec check box.
Note: The recommended setting for Discovery notifications in an enterprise environment is Poll for updates. If a change is made in the Discovery Configuration, an automatic test will determine the domain size. If the domain size is greater than 20 computers and push mode is selected, the notification settings will be changed to Poll for updates only. During an upgrade the License Setup might not appear, therefore the recommendation is to set the notification to Poll for updates in the Discovery Configuration (located C:\Program Files (x86)\Thermo\Chromeleon\bin\ DiscoverySetup.exe) manually after the installation is complete.  
40. Click Apply. Once the new Chromeleon domain controller is configured, click Close.
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Figure 13: Discovery Configuration

	Chromeleon 7 successfully installed.

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


	Domain controller assigned:  
( Yes 
( No

Poll for updates option is enabled: ( Yes 
( No 

License assigned:  

( Yes 
( No 
Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


15.1.2 Installation Qualification
As a final step, an Installation Qualification Report will be created. Check the installation qualification report for errors.
	Chromeleon Installation Qualification Report

( Contains no additional errors.
( Is printed and attached.
( Is signed and dated on the first page.
Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


15.1.3 Software Operational Qualification

Software Operational Qualification of a remote/data client requires a special procedure. Since this Chromeleon installation will never be used for data acquisition it is not relevant to qualify the Instrument Controller or data acquisition parts of the software, only the data client.

To qualify solely the client, you must reprocess an existing Chromeleon Operational Qualification from another Chromeleon station where the Instrument Controller is utilized. This step may therefore require execution at a later date once a suitable Chromeleon station has been installed and configured.
To execute the Software Operational Qualification for the data client:

41. In the Console, select the Data category bar.
42. Right-click on an existing Station Software OQ sequence.
43. Click Print Report, Figure 14. 
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Figure 14: Remote/Data Client Operational Qualification

The resulting report will show the remote/data client as the client computer (which processes the data), Figure 15. An overall test result Passed indicates that the data client of the remote/data client is functioning correctly
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Figure 15: Remote/Data Client Operational Qualification Report

	Chromeleon Operational Qualification performed as described.
( Contains no errors.      ( Is printed and attached.    ( Is signed and dated.
Reprocessed Sequence Name:

Reprocessed Sequence Location:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


15.2 Installing a Maintenance Update

Thermo Fisher periodically releases Maintenance Updates (MU) between Service Releases to provide a greater level of stability for customer environments. Maintenance Updates typically only include bug fixes but do not provide any new functionality. It is always recommended to install Chromeleon MU’s to the latest version to ensure stability of the software.
In order to install a Chromeleon maintenance update, an installed Chromeleon main or service release is required. The maintenance update can only be installed over the respective main or service release it is based on.

If not yet present, install the Chromeleon main or service release as described in this document.

To install the maintenance update:

 LISTNUM  DezimalStandard \l 1 \s 1 
Insert the maintenance update installation medium into your PC. The AutoPlay window opens.

 LISTNUM  DezimalStandard \l 1 
Click Run Setup.exe to start the installation procedure.

 LISTNUM  DezimalStandard \l 1 
Read and accept the Chromeleon license terms and conditions.

 LISTNUM  DezimalStandard \l 1 
Click Install to start the installation. The setup program is executed. Follow the on-screen instructions.
	Chromeleon Maintenance Update installed

Chromeleon MU Version: ____________________________

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


15.3 Transport Security

With Chromeleon 7.2 SR5 new certificates for the communication between different Chromeleon Services and Chromeleon client applications have been introduced in order to enhance transport security.

If you install Chromeleon 7.2 SR5 on server computers, but keep older Chromeleon versions (< 7.2 SR5) on client computers, you must run the outdated certificates in parallel to ensure compatibility. Note that this poses a security risk.

If you enable the Require enhanced connection security check box (Administration Console > Local Machine > Configure Discovery), the Chromeleon Services will communicate via new Windows Communication Foundation (WCF) hosts based on the new certificate.

If you disable the Require enhanced connection security check box, the old legacy hosts will be started additionally and enable clients with Chromeleon versions <7.2 SR5 to connect.

Note: If you install Chromeleon 7.2 SR5 on client computers, but keep older Chromeleon versions (< 7.2 SR5) on server computers, you will receive a connection error.

15.4 Alternative Command-Line Installation For Remote Stations
[image: image22.png]


 Caution: the procedures in the following sections should be performed by qualified administrators only. You perform tasks at your own risk.
Several packages which are automatically installed with Chromeleon are not required on remote stations or servers. In this case an alternative command-line installation, where these packages are suppressed, can be an option.

[image: image23.png]


 Caution: Deactivating default components as part of a command-line installation can result in errors and warnings in the IQ Report as the Installation Qualification requires specific files to be present. Customers should deem whether or not this is acceptable before executing.

15.4.1 Restrictions: Unattended Installation of the Chromeleon USB Driver Package
Note: The following restrictions are only applicable for IPCs. They are also only relevant for customers who use Thermo Fisher USB drivers for IC, LC, A2D and TRACE1110 equipment.

Do not use unattended (silent) mode if you are installing Chromeleon 7 for the first time on a new Windows 7, Windows 8.1 or Windows Server 2008 computer. Doing so will prevent the Chromeleon USB Driver package from being installed. To install the Chromeleon USB Driver package, you must confirm the Windows security prompt by selecting Always trust software from “Thermo Fisher Scientific” and clicking Install. This prompt is only issued during routine installation of Chromeleon 7 using the Chromeleon setup kit.
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Figure 16: Windows Security prompt

Note: The Chromeleon USB Driver package can be installed in unattended mode on Windows 7, Windows 8.1 or Windows Server 2008 in the following cases:


· You are upgrading an existing installation of Chromeleon where the Windows security prompt for the Chromeleon USB Driver package was previously confirmed as described above
· You are using image deployment to install Chromeleon, and installation of the Chromeleon USB Driver package was confirmed on the reference computer before the image file was created
15.4.2 Command-Line Switches and Properties

The Chromeleon setup program (Setup.exe) accepts command-line options and properties. These can be used to trigger an unattended installation and to fine-tune the installation and the configuration process.
Properties

Properties are defined via the command line using the following syntax:

PROPERTY=PropertyValue

The following table shows the available properties.
	Property
	Description

	InstallFolder
	Specifies the installation folder.
The default installation folder (64-bit computers) is C:\Program Files (x86)\Thermo\Chromeleon\.

	LogFilesBackupDir
	Specifies the backup location of the setup log files.
The default location is C:\ProgramData\Dionex\Chromeleon\SetupLogs.

Note: Using a different location will prevent the System Status Report tool from including the setup log files for troubleshooting.

	SuppressTeamViewerInstallation
	Prevents installation of the TeamViewer client application. To actually suppress the installation set the value to something else than 0.

	WaitTimeMinutesForSequenceQueuesIdle
	The Chromeleon Setup will abort the installation if an active instrument queue is detected. Use this property to specify a wait time (minutes) for the instrument queue(s) to become idle.

Chromeleon will check for active queues every minute until the wait time has elapsed:
· If there are still active queues, the installation will be aborted.

· If no active queues can be detected, the installation will be continued.


Note: Property names are case sensitive.
Switches
In addition to properties, the setup program (Setup.exe) also accepts numerous “switches”.

The following table shows the available command-line switches.

	Property
	Description

	/?, /HELP
	Lists all switches supported by Chromeleon.

	<no option>,
/package,
/update
	Installs or configures the product using the default settings.

	/repair
	Repairs the product (or installs if not installed).

	/uninstall
	Uninstalls the product.

	/q, /quiet, 

/s, /silent
	Installs or configures the product in quiet mode without user interaction.

	/promptrestart
	Prompts the user for restart if necessary (default, recommended).

When used with the /q or /s switch, the prompt will be suppressed and the computer will be restarted automatically when needed.

	/forcerestart
	Always restarts the computer after installation.

	/norestart
	Does not restart after the installation is complete. This option is not recommended.

	/ib, 

/ignoreblockers
	Ignores all blockers and forces setup to continue. Not recommended. 

Blockers are circumstances that the setup considers critical and would therefore stop.

	/l <path\file>, /log <path\file>
	Logs the installation events to the specified file/location (default location is the %TEMP% folder.)

	/c:<argument>, /config:<argument>
	Determines the system configuration tasks.

	/sc, /skipconfig
	Skips the System Configuration phase.

	/sq, /skipiq
	Skips the Installation Qualification phase.

	/lc, /listcomponents
	Lists all selectable components. The installation of these components can be enforced or suppressed using a response file.

	/rf:<path\file>, /responsefile:<path\file>
	Specifies the response file to be used.


15.4.3 System Configuration with Command-Line Parameters

In the System Configuration phase the installation process performs several tasks. These can be suppressed using the /config: setup option.

Use True or False to enable/disable an argument. By default all tasks will be executed (True). The following tables list the system configuration tasks to be used as arguments with the /config: option. All system configuration steps can also be defined in a response file.

Data Vault Related Tasks

	Argument
	Description

	CreateChromeleonLocal
	Enables or disables the creation of the Chromeleon Local data vault.

	CreateXVault
	Enables or disables the creation of the standard Xvault.

	DataVaultsConfiguration
	Group Argument:

Enables or disables all data vault related tasks:

· CreateChromeleonLocal

· CreateXVault

· UpdateDataVaults

· UpdateDataVaultSecurity

	UpdateDataVaults
	Enables or disables upgrading the “database schema” of existing local data vaults.

	UpdateDataVaultSecurity
	Runs a security update for the local data vaults.


Service Configuration Tasks

	Argument
	Description

	EnableAndStartSqlServerService
	Enables or disables starting of the SQL Server service.

	EnableAndStartSqlBrowserService
	Enables or disables starting of the SQL Browser service.

	RequireEnhancedConnectionSecurity
	With Chromeleon 7.2 SR5 new certificates for the communication between different Chromeleon Services and Chromeleon client applications have been introduced in order to enhance transport security. 

If you install Chromeleon 7.2 SR5 on your server computers, but keep older Chromeleon versions (<7.2 SR5) on client computers, it is required to run the outdated certificates in parallel to ensure compatibility. Note that this poses a security risk.

RequireEnhancedConnectionSecurity:

· If you enable the argument, the Chromeleon Services will communicate hosts based on the new certificate.

· If you disable the argument, the old legacy hosts will be started additionally and enable clients with Chromeleon versions <7.2 SR5 to connect.

	ServicesConfiguration
	Group Argument:

Enables or disables all service related tasks:

· SQL Server services tasks

· Chromeleon services tasks

	StartCacheService
	Enables or disables starting the Chromeleon Cache Service.

	StartDataVaultService
	Enables or disables starting the Chromeleon Data Vault Service.

	StartDiscoveryService
	Enables or disables starting the Chromeleon Discovery Service.

	StartInstrumentService
	Enables or disables starting the Chromeleon Instrument Controller Service.

	StartLicenseService
	Enables or disables starting the Chromeleon License Service.

	StartSchedulerService
	Enables or disables starting the Chromeleon Scheduler Service.

	StartServicesManager
	Enables or disables starting the Chromeleon Services Manager.

	StartUserService
	Enables or disables starting the Chromeleon User Management Service.


Other Tasks
	Argument
	Description

	AgilentICFApplicationCustomization
	Enables or disables the Agilent ICF application customization.

	DiscoveryUpdatePollingInterval
	Specifies the update polling interval in seconds. Values must be between 1-600 seconds.

	Domain
	Specifies the Chromeleon domain to join. (that is, this specifies the host name of the Chromeleon domain controller)

	EncryptUserDatabase
	Enables or disables encryption of the user database.

	FirewallRulesConfiguration
	Enables or disables the configuration of the Windows firewall by creating rules for the following:

· SQL Browser

· SQL Server

	InheritCurrentDomainSettings
	Can be used together with the Domain switch. Uses the settings of the current Chromeleon domain controller for the new domain controller.

	MigrateSequenceQueues
	Enables or disables the migration of sequence queues from isolated storage.

	OrgUnit
	Specifies the organizational unit of the Chromeleon client. This operation fails if a non-existing organizational unit is specified.

	PollForDiscoveryUpdates
	Specifies whether the Chromeleon client should poll for Chromeleon domain controller updates.

	PurgeChromeleonAddinsDatabase
	Removes an existing Chromeleon Addins database.

	ReceiveDiscoveryPushNotifications
	Specifies whether the Chromeleon client should receive push notifications form the Chromeleon domain controller.

	SetMachineConfigurationTransactionsTimeout
	Enables or disables the setting of the machine configuration transactions timeout.


The example below shows how to use the /config: option for the following:

· Suppressing the upgrade of the database schema

· Defining a Chromeleon domain during a silent installation 

Note: The command must be typed in one line.

setup.exe/s/c:UpdateDataVaults=False;Domain=”MyCMD”

15.4.4 Automate the Installation Using a Response File 

A response file can be used to customize unattended installations. More specifically, use the response file for the following:
· Provide command-line properties/arguments in a structured manner.
· Define which selectable components should be installed.

A response file is an XML document with up to three sections:

· Properties: defines optional setup properties to be used 

· Components: defines the requested install states of the selectable components

· ConfigurationTasks: defines the requested run states of the system configuration tasks
Properties Section

The table in Section 1.3.2 lists the available properties.
Components Section

The default installation behavior when installing Chromeleon is as follows:

· Standard components are always installed.

· Optional components must be expressly activated during installation. Otherwise they will not be installed.

However, you can override the default installation behavior using the response file. This means that you can suppress or enforce installation of standard and optional components.
To always enforce installation of a component:

1. Add the component to the response file.

2. Set the following switch: RequestState="Present"
To always suppress installation of a component:

1. Add the component to the response file.
2. Set the following switch: RequestState="Absent"
Note: For an up-to-date list of selectable components, run the setup with the /lc switch on the command prompt.
Configuration Tasks Section

The previous tables in Section 1.3.3 list the system configuration tasks within the response file.
15.4.5 Install Chromeleon 7 Software without SQL Server Express
If you install Chromeleon on a remote station, you do not require SQL Server Express and with it the possibility to create local data vaults. If you want to suppress the installation of SQL Server Express, follow the steps below to perform the installation of Chromeleon 7 using the command-line option.

Note that if you suppress the SQL Server Express installation, the operation of SQL Server related tasks might be prevented. For instance, the process of creating or mounting a multi-user database on the data vault server can fail. In order to connect to the SQL server, Chromeleon 7 at minimum requires the following:

· SQL Server Native Client library

· SQL Server Management Objects

· The relevant Managed Object Format (MOF) file
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 Caution: Chromeleon 7 is not limited to the options in the following instruction. However, you should carefully consider the circumstances before you use other parameters and consult Thermo Fisher Scientific for assistance.

Customers should conduct their own tests to ensure any changes they make do not impact the operation of Chromeleon 7.

To install Chromeleon 7 without SQL Server Express:

44. Insert the installation medium into your PC. The AutoPlay window opens automatically. The AutoPlay window offers links for exploring the installation medium and for launching the Setup program.
Do not start the installation but instead exit the AutoPlay window.
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Figure 17: Chromeleon AutoPlay window

45. Ensure .NET Framework 3.5 SP1 is installed before commencing.
46. Use a text editor to create a file called CM7RespFile.xml. Copy the following text into the file and save locally. This is known as a response file which contains setup and configuration parameters required to complete installation operations.
<?xml version="1.0"?>

<ResponseFile>

  <Components>
    <Component Name="ChromeleonUSBDriverPackage"
               RequestState="Absent" />

    <Component Name="ThermoAccelaPDABootUtility"

               RequestState="Absent" />

    <Component Name="MicrosoftSQLServer2014Express"

               RequestState="Absent" />
    <Component Name="CTCInstrumentControlsComponents"
               RequestState="Absent" />

  </Components>

  <ConfigurationTasks>

    <Task Name="DataVaultsConfiguration"

          Value="False" />

  </ConfigurationTasks>
</ResponseFile>

47. Open a Windows command prompt. Navigate to the installation medium root which contains the setup.exe.

48. Start the installation using the following command line:

Setup.exe /rf:<ResponseFilePath>\<ResponseFileName>.xml /q /c:Domain=<CM7DomainController>, PollForDiscoveryUpdates=True, ReceiveDiscoveryPushNotifications=False
Replace <ResponseFilePath>\<ResponseFileName> with the file path and name of the xml file created in step 3.
Tip: If you remove the standard command option /q from the command-line, the Chromeleon Setup wizard will be displayed as described previously.
Replace <CM7DomainController> with the name of the Chromeleon 7 domain controller server. The command-line option ‘/c:Domain=<CM7DomainController>’ could also be detailed in the response file as a Task element: 
    <Task Name="Domain"

              Value="<CM7DomainController>" />
Note: The recommended setting for Discovery notifications in an enterprise environment is Poll for updates. The command line options PollForDiscoveryUpdates=True, ReceiveDiscoveryPushNotifications=False are added to set this recommendation during a customized installation. 
Tip: If organizational units are enabled and available the default organizational unit can be set by command-line option during install ‘/c:defaultOrgUnit=“<OrgUnit>”’. It can also be detailed in the response file as a Task element: 
    <Task Name="defaultOrgUnit"

              Value="<OrgUnit>" />
Replace <OrgUnit> with the name of the desired organizational unit name.

This will perform a silent installation of Chromeleon. The silent installation will suppress the installation of MS SQL Server Express and upgrade of local data vaults as part of the setup. In addition it will suppress the installation of the following:

Thermo Accela PDA Boot Utility
Chromeleon 7 is installed in the following folder:
C:\Program Files\Thermo\Chromeleon (32 bit) 
C:\Program Files (x86)\Thermo\Chromeleon (64 bit)

Tip: The Chromeleon 7 setup allows changing the installation path. This can also be defined in the response file as a property and inserted inside the ResponseFile element (<ResponseFile></ResponseFile>) tags:
















  <Properties>

    <Property Name="InstallFolder"

              Value="%<MyLocation>%" />

  </Properties>

Replace %<MyLocation>% with the preferred installation destination.







Tip: The installation is logged by default to %ProgramData%\Dionex\Chromeleon\Log and %ProgramData%\Dionex\Chromeleon\SetupLogs. To change this, use the command-line /l “<Location>\<LogFileName>.txt” where <Location>\<LogFileName> is the preferred log destination.
49. If no license key and license file are present during the installation, the license setup is skipped during the silent process. You must provide a license after the setup has finished, as described in the Chromeleon 7 Installation Guide.
	Chromeleon is installed.

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


	Domain controller assigned:  
( Yes 
( No

License assigned:
  
( Yes 
( No 
Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


15.4.6 Installation Qualification
As a final step, an Installation Qualification Report will be created. The IQ Report will show errors and warnings relating to the absent components (detailed below).
Note: If the command line and response file specified above were used the resulting Installation Qualification Report shows several errors and warnings relating to:

Exception:

File does not exist:

The English language version of Microsoft SQL Server 2014 Express was not found on this computer. A version in a different language might be installed. 

The actual system transaction timeout is less than the recommended 12 hours:

Service not registered:

Error reading Chromeleon license:

Service type is automatic, but the service is not running:

No local datavault could be found: 

No local XVault could be found: 

These errors are expected and customers should deem whether or not it is acceptable to ignore them.
	Chromeleon Installation Qualification Report

( Is complete and contains no errors, except the errors specified.
( Is printed and attached.
( Is signed and dated on the first page.
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


15.4.7 Software Operational Qualification

Software Operational Qualification of a remote/data client requires a special procedure. Since this Chromeleon installation will never be used for data acquisition it is not relevant to qualify the Instrument Controller or data acquisition parts of the software, only the data client.

To qualify solely the client, you must reprocess an existing Chromeleon Operational Qualification from another Chromeleon station where the Instrument Controller is utilized. This step may therefore require execution at a later date once a suitable Chromeleon station has been installed and configured.
To execute the Software Operational Qualification for the data client:

50. In the Console, select the Data category bar.
51. Right-click on an existing Station Software OQ sequence.
52. Click Print Report, (Figure 18). 
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Figure 18: Remote/Data Client Operational Qualification

The resulting report will show the remote/data client as the client computer (which processes the data) (Figure 19). An overall test result Passed indicates that the client of the remote/data client is functioning correctly.
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Figure 19: Remote/Data Client Operational Qualification Report
	Software IQ performed and IQ Report:

( Is incomplete/complete* and contains no errors, except the errors specified.
( Is printed and attached.
( Is signed and dated on the first page.
Comment:
* delete as appropriate
	( OK
( N.A.
( DEV
( FAIL
( D/F Report

	Software OQ performed and OQ Report:
( Contains no errors.
( Is printed and attached.
( Is signed and dated on the first page.
Reprocessed OQ sequence name:
   _______________________________________________
Reprocessed OQ sequence location:  _______________________________________________
Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report


15.5 Post Installation Configuration

The Post Installation Configuration is automatically executed at the end of the Chromeleon setup. Thus it is separated from the core installation of Chromeleon. In case of errors in the Chromeleon configuration, fix the problem and re-run the post installation program.

The Post Installation Configuration includes several configuration tasks, such as:

· Configuring the license

· Connecting to a Chromeleon domain

· Installing standard local data vaults

· Upgrading local data vaults to the current database schema

You can also execute it as a standalone application (PostInstallation.exe) after the Chromeleon installation:

53.  Navigate to C:\Program Files (x86)\Thermo\Chromeleon\bin.
54. Click PostInstallation.exe to execute the Post Installation Configuration application.

If you want to enable or disable tasks run by the Post Installation Configuration, you must use command-line options. 
16 Software for Controlling Specific Instruments

For controlling certain instruments it is necessary to install additional software. Determine which instrument control software packages are required (Resources and IT Infrastructure Plan (CM7ID_150)) and how they will be installed.
Note: Only one mass spectrometry driver can be installed per computer. Once an MS instrument driver is installed via Chromeleon, it is not possible to later change the driver by re-running the Chromeleon setup.
Note: The Packages and Drivers folders of the Chromeleon installation medium contain the tested driver versions that were current at the time of the Chromeleon 7 release.
16.1 Thermo MSQ Plus

Chromeleon includes the driver and software for the Thermo Scientific MSQ Plus mass spectrometer. The Release Notes document in the \Drivers\Thermo MSQ Plus\Documentation folder provides further installation details in addition to the MS Software Installation Guide in the Documentation folder.  
	Thermo MSQ Plus software installed

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


16.2 Agilent Instrument Control Framework (ICF) and LC Driver Package 

To control Agilent chromatographs from Chromeleon, you must install the Agilent Instrument Control Framework (ICF) and LC Driver package. The Chromeleon and Agilent ICF - Quick Start Guide in the Documents folder of the installation medium provides further installation details. It explains the basics on how to configure the systems and how to get started. 
	Agilent Instrument Control Framework (ICF) and LC Driver Package.

( Installed via Chromeleon 7 setup Advanced options
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


16.3 Waters Driver Pack

This software must be installed for controlling Waters Acquity UPLC system modules or Waters Alliance modules. The Chromeleon Instrument Configuration Manager Help chapter “Installing Third-Party Modules – Waters Acquity UPLC System” contains installation instructions. Full installation and configuration details “dp4_installation_and_configuration_guide” as provided by Waters can be found “Packages\Waters Driver Pack\Driver Pack”.
	Waters Driver Pack.

( Installed via Chromeleon 7 setup Advanced options
( Installed separately

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


17 Approvals

Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
	
	
	


[image: image29.bmp]

Page 8 of 8

[image: image30.png][image: image31.png]