	[image: image15.png]thermo
scientific




	Chromeleon 7 Installation Document
	[image: image16.png]




	
	Oracle Database Multi-User Data Vault Upgrade Guide - Networked Chromeleon 7 Installations
	

	
	Doc. Nr: CM7ID_461
	Doc. Ver.: 2.5  DEC-2017
	Document last updated for Chromeleon version: 

7.2 SR5 MUd
	

	
	SW Ver.: Chromeleon 7.2 SR5 Build <Edit Build in the document Properties>
	

	
	Customer: <Edit Customer in the document Properties>
	

	
	Project: <Edit Project in the document Properties>
	



CM7ID_461
Oracle Database Multi-User Data Vault Upgrade Guide
based on Oracle
for Chromeleon 7.2 SR5 Build <Edit Build in the document Properties>
© 2018 Thermo Fisher Scientific Inc, all rights reserved
Table of Contents

21
Introduction


21.1
Scope


21.2
Target Audience


21.3
Related Documents


21.4
Checklist


31.5
Computer Identification


42
Chromeleon Changes Affecting Upgrades


42.1
Schema Upgrades


42.2
Software Upgrade: Installation Order


53
Important Prerequisites


53.1
Windows Administrator Privileges


53.2
Data Vault Server


53.3
Oracle


53.4
Chromeleon 7


54
Upgrade the Oracle Multi-User Data Vault Schema


65
Upgrade the Multi-User Data Vault Schema


65.1
Upgrade Data Vault Steps


65.1.1
Start the Chromeleon 7 Data Vault Manager


75.1.2
Dismount the Data Vault(s)


75.1.3
(Re-)Mount the Data Vault(s) with Administrator Privileges


95.1.4
Upgrade the Database Schema


105.1.5
Grant access to new tables in the schema to the Oracle user with reduced privileges


115.1.6
Dismount and (Re-)Mount the Data Vault(s) with Normal (Read/Write) Privileges


126
Approvals




1 Introduction

1.1 Scope
This document provides the following information:
· Instructions for performing the following operations on Oracle multi-user data vaults 

· Instructions for upgrading the database schema as part of a Chromeleon 7 software upgrade on Oracle multi-user data vaults
1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals

· Thermo Fisher Scientific Service and Support staff who perform the tasks described in the Scope section 

1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

The Resources and IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, etc.) and must be used during a networked Chromeleon installation.

Note: The Chromeleon 7 Installation Guide for stand-alone installations is available on the Chromeleon 7 installation medium in the Documents folder. It provides additional installation details that are also valid for networked installations.

Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
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 Caution: The Requirements Overview (CM7ID_090) describes all the requirements that need to be considered before the installation starts.
1.4 Checklist
This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
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 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


1.5 Computer Identification

Specify the computer (server) on which the upgrade is performed.

	Computer (Server) Identification

	Fill in details identifying the computer (e.g. “Computer name”, domain, brand, SN) as required by the customer.




2 Chromeleon Changes Affecting Upgrades

2.1 Schema Upgrades
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 Caution: Upgrading the database schema to the latest version might take a considerable amount of time (> 10 minutes) and lead to a significant increase in database size.

The increase in database size is dependent on the current setup. For example, a large number of custom variables could increase the database size by ~25%. This may cause a significant unexpected downtime.

Note: There are requests to provide more detailed information on the schema so that third-party software can access the database tables. This approach is not recommended as the schema is designed specifically for Chromeleon. Instead, a high-level interface is provided (the Chromeleon SDK) that allows any third-party software to access the information in the database tables in a secure and robust way.

It is common to make changes to the database schema when a new version is released. The schema is tied into the software functionality and, as new features are added, it is often necessary to modify the schema. The release notes always detail if changes will occur and advise on any issues this may cause (e.g. backward compatibility). 
During the implementation of Chromeleon 7.2 SR5 the database schema was upgraded. Any new database created by Chromeleon 7.2 SR5, will incorporate these changes. Standard data vaults (for example, ChromeleonLocal and the XVault) are automatically upgraded when Chromeleon is installed. Other existing multi-user data vaults can be upgraded via the Data Vault Manager in Chromeleon in accordance with this guide. 

Note that you must upgrade to the latest database schema to get the full feature set. Limitations in software functionality can occur in installation environments with mixed schema versions among different computers.

Note: Refer to the Chromeleon 7 Release Notes to learn more about changes in the database schema and to get advice on any issues these changes may cause.  
2.2 Software Upgrade: Installation Order

In order to upgrade existing software with minimal disruption, it is necessary to adhere to a strict order when updating components: 

1. Install the latest Chromeleon release on the central Chromeleon domain controller. Make sure the Require enhanced connection security check box in the Administration Console (Local Machine > Configure Discovery) is disabled. For more information on connection security, refer to the Server Based Software Upgrade Installation Guide (CM7ID_301).
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 Caution: If your data vault server is hosted on the same server as your Chromeleon domain controller, proceed to step 2.
2. Install the latest Chromeleon release on the data vault server (this may or may not be the same server as the Chromeleon domain controller). If pre-existing multi-user data vaults are already mounted on the central data vault, do not upgrade the data vault schema. This procedure is described in the Server Based Software Upgrade Installation Guide (CM7ID_301).

3. Install the latest Chromeleon release on any remaining servers such as terminal server(s) and on all other Chromeleon stations including workstations, instrument controllers, and remote/data clients (Station Software Upgrade Guide (CM7ID_306) and Server Based Software Upgrade Installation Guide (CM7ID_301)).
4. Upgrade the schema on the central data vault using the Data Vault Manager. Temporarily enhanced database connection privileges are required for this step, see Section 5.1.3.

5. Re-run the Oracle grant command as described in the Oracle Configuration Guide (CM7ID_260) for the database tables added.
6. Run qualification tests (Software IQ, OQ and Instrument IQ) as required. If time allows, PQ should also be run.
Note: The Chromeleon domain controller with central Discovery Service can only provide licenses to clients with a lower Chromeleon version. For example, a domain controller with Chromeleon 7.2 can provide a license to a client computer with Chromeleon 7.1. 
3 Important Prerequisites

3.1 Windows Administrator Privileges
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 Caution: All installation steps must be performed with a local or domain administrator account.

Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for Windows user accounts with administrator privileges.

	Used local/domain administrator account as per Resources and IT Infrastructure Plan.

- Account name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.2 Data Vault Server
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 Caution: All steps must be performed on the master data vault server.

3.3 Oracle
Oracle must have been installed. This is normally performed by the customer’s IT department. If this is not the case, follow the instructions in the Oracle Installation Guide (CM7ID_250).

Oracle must have been configured as described in the Oracle Configuration Guide (CM7ID_260).
3.4 Chromeleon 7

Chromeleon 7 software must have been installed on the data vault server in order to ensure the required services and applications are available as described in Server Based Software Upgrade Installation Guide (CM7ID_301).

4 Upgrade the Oracle Multi-User Data Vault Schema

Complete the upgrade of the database schema as instructed in Chapter 5. Follow these directions for each data vault that must be upgraded.

5 Upgrade the Multi-User Data Vault Schema 

This chapter describes how to upgrade the database schema of Oracle multi-user data vaults to the schema required by the current Chromeleon release.

	Data Vault Name:
	

	Computer name:
	

	Computer model: 


	

	Computer serial number:
	

	Operating System:
	( Windows 7
SP: ____
( 32 Bit
( 64 Bit

Edition:
( Enterprise
( Professional 
( Ultimate

( Windows 8.1
SP: ____
( 64 Bit


Edition:
( Pro
( Enterprise

( Windows 10
SP: ____
( 64 Bit

Edition:
( Enterprise 
( Pro
( Windows Server           Version: ________  SP: _______ 




Edition: ________

( Other (not validated):

	PC Network (LAN) Settings
	 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( FORMCHECKBOX  IP address:
_______________________   

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( Subnet Mask: 
_______________________   

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( Gateway: 
_______________________

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX ( DHCP 
Current Chromeleon database schema: _____________


5.1 Upgrade Data Vault Steps
Chromeleon offers a dedicated tool, the Data Vault Manager for managing data vaults. 
5.1.1 Start the Chromeleon 7 Data Vault Manager
To start the Data Vault Manager:

1.
Click the Windows Start button.

2.
Open the list of applications and select Thermo Chromeleon 7 > Data Vault Manager.

	Started the Data Vault Manager on the master data vault server.

- Computer name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.1.2 Dismount the Data Vault(s)

If the data vault was created in accordance with Oracle Creating/Mounting Multi-User Data Vaults (CM7ID_460), an Oracle login (account) with normal (read/write) privileges has been used for daily operation. To perform the schema upgrade, the data vault(s) must be dismounted (as described in this section) then mounted again with user credentials that have administrator privileges (as described in the following section). 

To dismount a data vault:
1.
Start the Data Vault Manager as described in Section 5.1.1.

2.
In the Data Vault Manager, select the Oracle multi-user data vault to be upgraded.

3.
Click Dismount (Figure 1). The data vault is removed from the list.
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Figure 1: Dismounting a data vault

	Successfully dismounted the Oracle multi-user data vault(s).

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.1.3 (Re-)Mount the Data Vault(s) with Administrator Privileges

To perform the schema upgrade, the data vault(s) must be re-mounted with an Oracle Login (account) with administrator privileges (example in this document: ORACM7_ADMIN). 
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Figure 2: “Mount Data Vault” wizard – “Choose Data Vault Kind” step

To (re-)mount a data vault:
1.
If not open, start the Data Vault Manager as described in Section 5.1.1.

2.
Click Mount…, and select Mount Oracle data vault (Figure 2). The Mount Oracle Data Vault wizard is shown (Figure 3).

Specify Oracle Database and Connection:
3.
Refer to the Resources and IT Infrastructure Plan (CM7ID_150). Enter Oracle database SID and the schema owner into connection settings (Figure 3).
Note: The default connection pooling for Oracle is 100. It is recommended to increase this value which can be set in the Database connection string by adding ;Max Pool Size=<number>. A recommended starting figure to replace <number> is 500 but this should be monitored over time by a database administrator. 

Note: Do not enter a value into the Database schema: field if the SCHEMA has the same name as the USER. 
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Figure 3: Oracle database connection settings
4.
Click Finish. 

The data vault is shown in the Data Vault Manager.
	The data vault(s) were displayed as expected in the Data Vault Manager

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.1.4 Upgrade the Database Schema 

1.
In the Data Vault Manager, select the data vault to be upgraded and click Upgrade schema (Figure 4).
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Figure 4: Upgrading the schema

2.
The database schema is upgraded to version 7.2.5.8.
	Successfully upgraded database schema.

Data Vault name:

Previous database schema:

New database schema:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.1.5 Grant access to new tables in the schema to the Oracle user with reduced privileges

Once the schema of the database has been successfully upgraded, the database schema contains additional tables. Access to these new tables must be granted to the Oracle Login (account) with normal user privileges (example in this document: ORACM7_USER). Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for the relevant account details. The necessary commands should be submitted on the Oracle database server. 
Open SQL*Plus on the Oracle database server …
7. Open a Windows command prompt: Programs > Accessories > Command Prompt. At prompt type sqlplus. (Figure 5).
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C:\Users\Adninistrator>sqlplus





Figure 5: SQL*Plus

8. Enter user-name system and relevant password and verify that the user is connected to the correct version of Oracle (Figure 6).
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C:\Users\Adninistrator>sqlplus
SQLxPlus: Release 11.2.8.1.8 Production on Fri Mar 11 08:32:18 2011
Copyright (o> 1982, 2018, Oracle. ALL rights reserved.

[Enter user-name: system
[Encer password:

[Connected to:
[Oracle Database 11g Enterprise Edition Release 11.2.8.1.8 ~ 64bit Production
iich the Partitioning. OLAP, Data Mining and Real Appiication Testing options

saL> _





Figure 6: Successful login
9. At prompt type ALTER SESSION SET CONTAINER=<PDB NAME>;
Note: Replace <PDB NAME> with the name of the pluggable database.
10. Assign all necessary privileges to the new Chromeleon user by running a script. You can find the script in the Support Files folder under: Support Files/ CM7ID_460--Oracle--Creating Mounting Multi User Data Vaults/SQL script/grant_access_rights_to_user.sql.

Note: An alternative method to the previously mentioned script which contains GRANT statements per table is to execute the following script. This should only be applied if the <ADMINUSER> only owns Chromeleon tables.
BEGIN

   FOR R IN (SELECT owner, table_name FROM all_tables WHERE owner='<ADMINUSER>') LOOP

      EXECUTE IMMEDIATE 'grant select, insert, update, delete on '||R.owner||'.'||R.table_name||' to <USER>';

   END LOOP;

END;

/
	Privileges successfully applied: ( No failures  ( Failures are corrected.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.1.6 Dismount and (Re-)Mount the Data Vault(s) with Normal (Read/Write) Privileges

Once the schema of the database has been successfully upgraded and the necessary privileges have been granted to the normal account, the database connection account should be reset to this normal (read/write) account to ensure the correct levels of database security are maintained. Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for the relevant account details.
To dismount a data vault:
1.
Dismount the database as described in Section 5.1.2.
To (re-)mount a data vault:
2.
Click Mount…, and select Mount Oracle data vault (Figure 2). The Mount OracleData Vault wizard is shown.
Specify Oracle Database and Connection:
3.
Refer to the Resources and IT Infrastructure Plan (CM7ID_150). Enter Oracle database SID, the application user credentials and the database schema into connection settings (Figure 7). 

Note: The default connection pooling for Oracle is 100. It is recommended to increase this value which can be set in the Database connection string by adding ;Max Pool Size=<number>. A recommended starting figure to replace <number> is 500 but this should be monitored over time by a database administrator. 
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Figure 7: Oracle database connection settings
4.
Click Finish. 

The upgraded data vault is shown in the Data Vault Manager.
	Logged onto data vault using CM7 database normal credentials as per Resources and IT Infrastructure Plan.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


6 Approvals
Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
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