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1 Introduction
1.1 Scope
During the project planning phase, use this document to record the IT resources and infrastructure requirements that will be necessary to support the business needs of the laboratory.
· Local resource requirements:

Chromeleon stations
Instruments

Local data vaults

Licenses

· Central resource requirements:

Multi-user data vaults

Terminal servers

· Names and capacity of server computers 

· Operating system and database platform details

· Paths used for storing data

· Windows and database user accounts and passwords

During the installation phase, use this document as a reference for the planned resources and technical details.
Note: This document describes the recommended approach to installing a Chromeleon 7.2 SR5 domain. Thermo Fisher Scientific cannot guarantee that the instructions provided will meet all needs as the installation may differ depending on the security requirements and installation environment of individual customers.
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 Caution: This document should be filled in and signed by the customer before the installation starts.

1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals
· Thermo Fisher Scientific Service and Support staff who perform Chromeleon installations
[image: image2.png]


 Caution: This document contains confidential information. Therefore access to it must be restricted.
1.3 How to Use the Document

You can customize the design of the document for a given project: 

· Ignore/delete sections that are not relevant for the project. 

· Duplicate/extend sections as needed. 

· If you photocopy pages (e.g. during the planning phase), number the copied pages (a, b, c, etc.).

You can fill in the customized document electronically or by hand.

1.4 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and naming
· Information on how the documents are distributed

· Trademark and copyright information

Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
2 Local Resource Requirements: Chromeleon Stations, Instruments, and Local Data Vaults

Use the following pages to record the business requirements for local resources. Duplicate tables for each installed station.

2.1 Workstations

Use: Workstations are directly connected to instruments and also have client licenses.

	Resource
	Name
	Properties
	Comments

	Workstation #
	
	OS:

CPU:

RAM:

HDD Capacity:

Connections as required by 
the connected instruments:
	Location:

	Instrument 1
	
	Brand/System/Modules:

Licenses – Class:

Other:
	Connection type:

	Instrument 2
	
	Brand/System/Modules:

Licenses – Class:

Other:
	Connection type:

	Local DV
	
	Enable versioning and data audit trails: 
( Yes   ( No
Enable privileged actions: 
( Yes   ( No
Read only: 
( Yes   ( No
	Purpose:


2.2 Instrument Controller Stations

Use: Instrument controller stations are directly connected to the instrument, but have no Client licenses. They are controlled remotely from other Chromeleon stations which have the Instrument Operation Client license.
	Resource
	Name
	Properties
	Comments

	Instrument Controller Station #
	
	OS:

CPU:

RAM:

HDD Capacity:

Connections as required by 
the connected Instruments:
	Location:

	Instrument 1
	
	Brand/System/Modules:

Licenses – Class:

Other:
	Connection type:

	Instrument 2
	
	Brand/System/Modules:

Licenses – Class:

Other:
	Connection type:

	Local DV
	
	Enable versioning and data audit trails: 
( Yes   ( No
Enable privileged actions: 
( Yes   ( No
Read only: 
( Yes   ( No
	Purpose:


2.3 Remote Control Clients

Use: Remote control clients are not connected to instruments directly, however, they have the Instrument Operation Client license, so they can control instruments connected to other workstations and instrument controller stations remotely.

	Resource
	Name
	Properties
	Comments

	Remote Client #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

	Local DV
	
	Enable versioning and data audit trails: 
( Yes   ( No
Enable privileged actions: 
( Yes   ( No
Read only: 
( Yes   ( No
	Purpose:


2.4 Data Clients

Use: Data processing clients cannot be used for controlling instruments at all. They can be used for data processing only.
	Resource
	Name
	Properties
	Comments

	Data Client #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

	Local DV
	
	Enable versioning and data audit trails: 
( Yes   ( No
Enable privileged actions: 
( Yes   ( No
Read only: 
( Yes   ( No
	Purpose:


3 Central Resource and IT Requirements

Use this chapter to record the resource and IT requirements for server computers.

3.1 Windows Domain Controller

Use: The Windows domain controller hosts the Active Directory Domain services: This is where Windows user accounts are defined and other objects of the domain.
Requirements: 

· A server version of Windows must be installed on this computer.

For details, refer to the Requirements Overview (CM7ID_090).

Alias (dummy name used in other documents to refer to this computer): WinDomainController.

	Resource
	Name
	Properties
	Comments

	Windows Domain Controller #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

Domain name:


3.2 Chromeleon Domain Controller
Use: The Chromeleon domain controller is a Chromeleon station with a central role. This is where the central Chromeleon services will run, that is, the central Discovery, License, Scheduler and User Management services. Only one Chromeleon domain controller is required.
Requirements:

· Chromeleon must be installed on this computer.

For details, refer to the Requirements Overview (CM7ID_090).

Alias (dummy name used in other documents to refer to this computer): CMDomainController.

	Resource
	Name
	Properties
	Comments

	Chromeleon Domain Controller #
	
	OS:

CPU:

RAM:

HDD Capacity:

Virtualization: ( Yes ( No
	Location:


3.3 Database Server

Use: The database part of the multi-user data vault will be stored on the database server. 
Requirements:

· A database platform such as MS SQL Server or Oracle must be installed on this computer.

For details, refer to the Requirements Overview (CM7ID_090).

Alias (dummy name used in other documents to refer to this computer): DBServer.

	Resource
	Name
	Properties
	Comments

	Database Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

Database platform:


3.4 Data Vault Servers
Use: Data vault servers host multi-user data vaults.

Requirements:

· A server version of Windows must be installed on this computer.

· Chromeleon must be installed on this computer.

· For Oracle databases: The Oracle data provider ODP.NET must be installed.

· For SQL databases: A .NET data provider must be installed.

For details, refer to the Requirements Overview (CM7ID_090).

Alias (dummy name used in other documents to refer to this computer): DVServer.

Instructions: Duplicate lines if several data vault servers are used. Fill in and attach Appendix C for each data vault server.

	Resource
	Name
	Properties
	Master/Load Balancer
	Comments

	Data Vault Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	( Master

( Load balancing
	Location:

	Data Vault Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	( Master

( Load balancing
	

	Data Vault Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	( Master

( Load balancing
	


3.5 Terminal Servers

Use: Terminal servers may be used to host Chromeleon client sessions (instead of installing Chromeleon on local computers). They provide a Shared Application Host for the Chromeleon client.

Requirements: 

· A server version of Windows must be installed on this computer.

· Remote Desktop Services must be installed.

· Chromeleon must be installed on this computer.

For details, refer to the Requirements Overview (CM7ID_090).

Alias (dummy name used in other documents to refer to this computer): TServer.

Instructions: Duplicate lines if several terminal servers are used. 

	Resource
	Name
	Properties
	Comments

	Terminal Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

Terminal Server Platform:

	Terminal Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

Terminal Server Platform:

	Terminal Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

Terminal Server Platform:

	Terminal Server #
	
	OS:

CPU:

RAM:

HDD Capacity:
	Location:

Terminal Server Platform:


3.6 Multi-User Data Vaults
Use this section to record the business requirements for multi-user data vaults.

Use: Multi-user data vaults are optimized for simultaneous access by multiple users over the domain.
	Resource
	Name
	Properties
	Comments

	Data Vault #
	
	Enable versioning and data audit trails: 
( Yes   ( No
Enable privileged actions: 
( Yes   ( No
Read only: 
( Yes   ( No 
Master data vault server: …

Load balancer data vault server(s): …

Database server: …

Database: …

NAS:
	Purpose:

Location:


3.7 Domain Printers

Use: Provide networked printing functionality for all Chromeleon clients.

	Resource
	Name
	Properties
	Comments

	Printer #
	
	
	Location:

	Printer #
	
	
	Location:

	Printer #
	
	
	Location:


4 Windows User (Domain) Accounts

Use: A domain or Windows user account with local administrative privileges and one (or several) Windows domain account(s) will be needed for Chromeleon. The administrative account is required for installation and configuration of Chromeleon on the Chromeleon stations. Thermo Fisher Scientific recommends general user accounts for daily operation.
Instructions: Provide the login name for the accounts.  
Provide the password, or a list of persons who know this password and can assist during the configuration.

4.1 Administrative Accounts

4.1.1 Administrative Account 1 (cmservice)

Used for: ……………………………………………………………………………………………………………………………... 

…………………………………………………………………………………………………………………………………………

	

	Login name:


Password:

	


4.2 User Accounts

4.2.1 User Account 1

Used for: ……………………………………………………………………………………………………………………………... 

…………………………………………………………………………………………………………………………………………

	

	Login name:


Password:

	


4.2.2 User Account 2

Used for: ……………………………………………………………………………………………………………………………... 

…………………………………………………………………………………………………………………………………………

	

	Login name:


Password:

	


4.2.3 User Account 3

Used for: ……………………………………………………………………………………………………………………………... 

…………………………………………………………………………………………………………………………………………

	

	Login name:


Password:

	


5 Other Support/IT Resources

Record any other relevant support/IT resource details here.

6 Approvals
Customer: Approves by his/her signature that the information recorded in this document is correct and complete. Thus, the document can serve as a basis for the planned installation.

Thermo Fisher Scientific Representative: Approves by his/her signature that the information in this document is correct as discussed with the customer. Thus, the document can serve as a basis for the planned installation.

	Title
	Printed Name
	Date
	Signature

	Customer
	
	
	

	Thermo Fisher Scientific Representative
	
	
	


Appendix A: Database Server (MS SQL Server) Details
This section records the following details:

· Details necessary for various installation, configuration, and maintenance steps.

· Details specific to the database server (MS SQL Server).
7 General Details
This section records details that are necessary for installing MS SQL Server in accordance with the SQL Server Installation Guide (CM7ID_200). 

7.1.1 Product Key

Use: During MS SQL Server installation, the setup will ask for the product key (license). 

Instructions: Provide the key or source location. 

	

	

	


7.1.2 Instance Name/ID

Use: This is the name (= ID) of the MS SQL Server Instance that will be used to store Chromeleon 7 data.

Recommendation:  CM7SQLSERVER (i.e. Chromeleon 7 database instance).

	

	

	


7.1.3 Instance Root Directory

Use: This is the path where MS SQL Server files are/will be stored for the given instance.

Recommendation: Keep the default, e.g. C:\Program files\Microsoft SQL Server.

	

	

	


7.1.4 Database Data Directory

Use: This is the path where Chromeleon user database files are stored.
Recommendation: Use a dedicated physical disk, e.g. E:\_dbdata
	

	


7.1.5 Transaction Log Directory

Use: This is the path where Chromeleon database transaction log files are stored.

Recommendation: Use a dedicated physical disk, e.g. F:\_dblogs.

	

	

	


7.1.6 Backup Data Directory

Use: This is the path where backups of Chromeleon user database files are stored.

Recommendation: Use a dedicated physical disk, e.g. D:\_dbbackup
	

	


7.1.7 Firewall Rule – Port

Use: It is necessary to add a firewall inbound rule in the server computer’s firewall, so other computers can contact the MS SQL Server database.
Recommendation: Keep the default TCP Local Port, e.g. 1433. Name: SQL Server CM7 Data Vault.
	

	Port:


Rule Name:



	


8 MS SQL Server Accounts

The items below are necessary for various installation, configuration, and maintenance steps.

8.1 Service Account for SQL Server Database Engine and Server Agent
Used for: 
· Installing MS SQL Server in accordance with the SQL Server Installation Guide (CM7ID_200).
Instructions: Microsoft recommends configuring the SQL Server Database Engine service with a domain account with normal user rights on the server.

Recommendation: name =  <domain>\CM7_DBE.

	

	Login name:


Password:

	


8.2  System Administrator “sa” Account Password

Used for: 
· Configuring MS SQL Server in accordance with the SQL Server Configuration Guide (CM7ID_210).
Instructions:  
Provide the password, or a list of persons who know this password and can assist during the configuration.

	

	

	


9 SQL Server Authenticated Chromeleon Accounts
9.1 CM7 Database Administrator Account
Used for: 
· Configuring MS SQL Server in accordance with the SQL Server Configuration Guide (CM7ID_210).
· Upgrading the database schema for data vaults e.g. when upgrading Chromeleon

Instructions: Provide the login name for the account.  
Provide the password, or a list of persons who know this password and can assist during the configuration.

Recommendation: Login name = CM7DBAdmin 

	

	Login name:


Password:

	


9.2 CM7 Database User Accounts 

Use: These logins (user accounts) will be used for mounting the data vaults for daily use (i.e. with read and write but without administrative privileges) 

The details are used for:

· Configuring MS SQL Server in accordance with the SQL Server Configuration Guide (CM7ID_210).
· Creating/mounting data vaults in accordance with SQL Server Creating/mounting Multi-User Data Vaults (CM7ID_410).

Instructions: Provide the login name for the account.  
Provide the password, or a list of persons who know this password and can assist during the configuration. 

Data Vault 1  (  Database User 1 (Production)

Recommendation:   Login name = CM7ProdUser  

	

	Login name:


Password:

	


Data Vault 2  (  Database User 2 (Archive)

Recommendation:   Login name = CM7ArchiveUser  

	

	Login name:


Password:

	


Data Vault 3  (  Database User 3 (Test)

Recommendation:   Login name = CM7TestUser  

	

	Login name:


Password:

	


10 Data Vault Specific Database Details: Database Name, Database Size, and Log Size
Use:  

· <Database Name> is the name of the MS SQL Server database that will be used to store Chromeleon 7 data.

· During creation of the new database, the initial size and autogrowth details for the database and for the log must be provided.

The details are used for: 
· Configuring MS SQL Server in accordance with the SQL Server Configuration Guide (CM7ID_210).
· Creating/mounting data vaults in accordance with SQL Server Creating/mounting Multi-User Data Vaults (CM7ID_410).
· Details on determining an appropriate database size are provided in CM7 Requirements Overview (CM7ID_90)
Note: You should provide the transaction log portion of your database with its own physical disk. Ideally the disk(s) on which your transaction logs reside should be defragmented before use. Regular transaction log backups should be conducted to clear all transaction log activity. Autogrowth should be monitored to minimize the likelihood of the transaction log becoming internally fragmented.
10.1 Data Vault 1  (  Database 1 (Production)

Recommendation:  Database Name:
CM7ProdDB (i.e. Chromeleon 7 Production Database).

	

	Name:

Database:




Initial Size:


Autogrowth:

Log:





Initial Size:


Autogrowth:

Recovery model: 

	


10.2 Data Vault 2  (  Database 2 (Archive)

Recommendation:  Database Name:
CM7ArchiveDB (i.e. Chromeleon 7 Archive Database).

	

	Name:

Database:




Initial Size:


Autogrowth:

Log:





Initial Size:


Autogrowth:

Recovery model: 

	


10.3 Data Vault 3  (  Database 3 (Test)
Recommendation:  Database Name:
CM7TestDB (i.e. Chromeleon 7 Test Database).

	

	Name:
Database:




Initial Size:


Autogrowth:

Log:





Initial Size:


Autogrowth:

Recovery model: 

	


Appendix B: Database Server (Oracle 12c) Details

This section records the following details:
· Details necessary for various installation, configuration, and maintenance steps.
· Details specific to the database server (Oracle 12c).

11 General Details

This section records details necessary for installing Oracle 12c in accordance with the Oracle Database Installation Guide (CM7ID_250). 

11.1.1 Oracle Base Location
Use: During the Oracle 12c installation the setup will ask for a top level directory location to install Oracle 12c. 

Instructions: Provide the file path or leave as default. 

	

	

	


11.1.2 Software Location
Use: This is the directory location to install Oracle components.

Recommendation: Leave as default.

	

	

	


11.1.3 Storage Type

Use: This is the database storage options.

Recommendation: File System (unless multiple physical disks are used).

	

	

	


11.1.4 Database File Location
Use: This is the path where Oracle 12c files are/will be stored for the given instance.

Recommendation: Leave path as default but specify a different physical disk if available.
	

	

	


11.1.5 Oracle Home User
Use: The Oracle Home User will run the Windows services for the Oracle Home.

Recommendation: For enhanced security, select a standard Windows user account as the Oracle Home User for a database server installation.

	

	User name:

Password:

	


11.1.6 ASMSNMP Password

Use: If the customer requested Automatic Storage Management as Storage Type, specify the password for the ASMSNMP user.

Recommendation: Must contain a combination of alphanumeric characters to meet minimum requirements.

	

	Password:

	


11.1.7 Database Edition

Use: Specify which edition of Oracle 12c to install depending upon requirements.

Recommendation: Standard Edition
	

	

	


11.1.8 Global Database Name
Use: This is the global name (SID) of Oracle 12c installation that will be used by all applications including Chromeleon 7.

Recommendation: CM7ORCL
	

	

	


11.1.9 Pluggable Database Name

Use: This is the name of the pluggable database (PDB) which is stored in the container database (CDB).
Recommendation: PDBCMORCL
	

	

	


11.1.10 Firewall Rule – Port

Use: It is necessary to add a firewall inbound rule in the server computer’s firewall, so other computers can contact Oracle 12c.

Recommendation: Keep the default TCP Local Port, e.g. 1521. Name: Oracle DB CM7.

	

	Port:


Rule Name:

	


11.1.11 Pluggable Database – HTTPS Port
Use: It is necessary to configure an HTTPS port to access Enterprise Manager Database Express for PDB. 

Recommendation: Port number 5501.

	

	Port:




	


12  Oracle 12c Accounts
The items below are necessary for various installation, configuration, and maintenance steps.

12.1 Oracle Database Account for Oracle 12c
Used for: 
· Installing Oracle 12c in accordance with the Oracle Database Installation Guide (CM7ID_250).
Instructions: Password must contain a combination of alphanumeric characters to meet minimum requirements.

	

	User name: 

Password:

	


12.2 SYS account
Used for: 
· Configuring Oracle 12c.

Instructions:  
Provide the password, or enter a list of persons who know this password and can assist during the configuration.

	

	Password:

	


12.3 SYSTEM account

Used for: 

· Configuring Oracle 12c in accordance with the Oracle Database Configuration Guide (CM7ID_260).
Instructions:  
Provide the password, or enter a list of persons who know this password and can assist during the configuration.

	

	Password:

	


13  Oracle 12c Chromeleon 7 User Accounts

13.1 CM7 Schema Administrator Account
Used for: 
· Configuring Oracle 12c in accordance with the Oracle Database Configuration Guide (CM7ID_260).
· Upgrading the database schema for data vaults e.g. when upgrading Chromeleon

Instructions: Provide the login name for the account.  
Provide the password, or a list of persons who know this password and can assist during the configuration.

Recommendation: Login name = ORA12CCM7_ADMIN 

	

	Login name:


Password:

	


13.2 CM7 Schema User Accounts
Use: These logins (user accounts) will be used for mounting the data vaults for daily use (i.e. with read and write but without administrative privileges) 

The details are used for:

· Configuring Oracle 12c in accordance with the Oracle Database Configuration Guide (CM7ID_260).

· Creating/mounting data vaults in accordance with the Oracle Database Creating/Mounting Multi-User Data Vaults (CM7ID_460).

Instructions: Provide the login name for the account.  
Provide the password, or a list of persons who know this password and can assist during the configuration. 

13.2.1 Data Vault 1  (  Schema User 1 (Production)
Recommendation: Login name = ORA12CCM7_USER 

	

	Login name:


Password:

	


13.2.2 Data Vault 2  (  Schema User 2 (Archive)

Recommendation: Login name = ORA12CCM7_ARCHIVE  

	

	Login name:


Password:

	


13.2.3 Data Vault 3  (  Schema User 3 (Test)

Recommendation: Login name = ORA12CCM7_TEST  

	

	Login name:


Password:

	


14 Data Vault Specific Tablespace Details: Tablespace Name, Tablespace File Directory, and Storage Increments
Use:  

· Tablespace Name is the name of the Oracle 12c tablespace that will be used to store Chromeleon 7 data.

· During creation of the new tablespace, directory file location and storage incremental growth details must be provided.

The details are used for:
· Configuring Oracle 12c in accordance with the Oracle Database Configuration Guide (CM7ID_260).

· Creating/mounting data vaults in accordance with the Oracle Database Creating/Mounting Multi-User Data Vaults (CM7ID_460).
Recommendation for size details (for all data vaults): 

Tablespace:
Automatically extend datafile.

Storage Increments >= 100 MB



14.1 Data Vault 1  (  Tablespace 1 (Production)

Recommendation: Tablespace Name:
:ORA12CCM7ProdDB (i.e. Chromeleon 7 Production Tablespace).

	

	Name:

Tablespace:




Initial Size:


Increments:

	


14.2 Data Vault 2  (  Tablespace 2 (Archive)

Recommendation: Tablespace Name:
:ORA12CCM7ArchiveDB (i.e. Chromeleon 7 Archive Tablespace).

	

	Name:

Tablespace:




Initial Size:


Increments:

	


14.3 Data Vault 3  (  Tablespace 3 (Test)

Recommendation: Tablespace Name:
:ORA12CM7TestDB (i.e. Chromeleon 7 Test Tablespace).

	

	Name:

Tablespace:




Initial Size:


Increments:

	


Appendix C: Data Vault Server Details

Use: This section lists details that are necessary for:
- Creating new multi-user data vaults in accordance with the Oracle Database Creating/Mounting Multi-User Data Vaults (CM7ID_460) and SQL Server Creating/Mounting Multi-User Data Vaults (CM7ID_410).
15 Data Vault Specific Data Vault Server Details: Raw File Paths
Instructions: 
Provide the raw file path where the file part of the data vault will be stored. 



Name the data vault the same as the corresponding tablespace or database.
15.1 Data Vault 1  (  Raw File Path 1 (Production)
Example Local Drive: D:\DataVaults\<DV name>
Example Share: \\<Fileserver Name>\DataVaults\<DV name>
	

	Raw file path:



	


15.2 Data Vault 2  (  Raw File Path 2 (Archive)
Example Local Drive: D:\DataVaults\<DV name>
Example Share: \\<Fileserver Name>\DataVaults\<DV name>
	

	Raw file path:



	


15.3 Data Vault 3  (  Raw File Path 3 (Test)

Example Local Drive: D:\DataVaults\<DV name>
Example Share: \\<Fileserver Name>\DataVaults\<DV name>
	

	Raw file path:
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