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1 Introduction
1.1 Scope

This guide describes how to create a multi-user data vault that is based on Oracle 12c.
The key steps include the following:

· Creating a new data vault using an account with a database administrator role
· Re-mounting the data vault with defined user account
Note: This guide provides basic steps for connecting to Oracle 12c. Oracle database administrators should be consulted where possible.

1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals

· Thermo Fisher Scientific Service and Support staff who perform the tasks described in the Scope section 
1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

The Resources And IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, etc.) and must be used during a networked Chromeleon installation.
Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
1.4 Checklist

This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
[image: image1.png]


 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


1.5 Computer Identification

Specify the computer (server) on which the installation is performed.

	Computer (Server) Identification

	Fill in details identifying the computer (e.g. “Computer name”, domain, brand, S/N) as required by the customer.




 
2 Important Prerequisites

2.1 Administrator Privileges
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 Caution: All installation steps must be performed with a local administrator account.

Refer to the Resources And IT Infrastructure Plan (CM7ID_150) for Windows user accounts with administrator privileges.

	Used local administrator account as per Resources And IT Infrastructure Plan.

- Account name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.2 Data Vault Server

[image: image3.png]


 Caution: All configuration steps must be performed on the master data vault server.

	Hardware requirements as described in the Requirements Overview (CM7ID_090) are fulfilled.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.3 Oracle 12c
Oracle 12c must have been installed. This is normally performed by the customer’s IT department. 
If this is not the case, follow the instructions in the Oracle Database Installation Guide (CM7ID_250).

Oracle 12c must have been configured as described in the Oracle Database Configuration Guide (CM7ID_260).
	Oracle 12c:  ( was present  ( was installed as described in CM7ID_250.

               ( was configured as described in CM7ID_260.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.4 Chromeleon 7

Chromeleon 7 software must have been installed on the data vault server in order to ensure the required services and applications are available. Refer to CM7ID_300 for installation instructions.
3 Installation/Configuration Steps
Note: Installation and configuration instructions refer to the data vault server.

Chromeleon offers a dedicated tool, the Data Vault Manager for managing data vaults. This tool is also used to create the Oracle data vault. 

There are three main steps for creating a new Oracle multi-user data vault:

1. Install Oracle Data Provider for .NET.

2. The new data vault is created using a user with roles that provide administrator rights to Oracle 12c.

3. The data vault is reconnected with a user with privileges that provides the user the ability to read and write to objects.
3.1 Oracle Data Provider for .Net
Note: In order to create an Oracle data vault, the Oracle Data Provider for .NET must be installed. Thermo Fisher Scientific recommends the installation of the 32-bit Oracle Data Provider for .NET, Managed Driver for ODAC 12c Release 4 utilising xcopy deployment. 
Note: The ODP for .NET is also included in the 32-bit Oracle 12c Client and although Chromeleon supports both the unmanaged and managed ODP.Net, Thermo Fisher Scientific strongly recommends the use of Oracle 12c ODP.Net, Managed Driver. At the time of publishing this document there is a possibility of encountering ORA-22053: overflow error with the unmanaged driver.
Note: ODP.Net Managed ODAC Oracle version 12c is not compatible with Chromeleon versions released prior to 7.2 SR5. Consideration must therefore be given to upgrade situations in which you will not be able to connect to a Data Vault, from a system using the previously recommended Oracle 11g ODP.Net unmanaged driver, if the Oracle 12c managed provider is specified in the data vault configuration i.e. if you use the ODP.Net, Managed Driver to mount the Data Vault. This means that until all existing Chromeleon stations have been upgraded to Chromeleon 7.2 SR5 and the migration from unmanaged to managed ODP.NET has been completed, the Data Vault server should use the previously recommended 32-bit ODP.Net, Unmanaged Driver.

4. Unzip the files of ODP.Net Managed ODAC Oracle 12c Release 4, xcopy version. Note that it is recommended to store the files locally, not on a network share.
5. Open a Windows command prompt under the “Run as Administrator” context. Execute install_odpm.bat to install and configure Oracle Data Provider for .NET, Managed Drive using command: install_odpm.bat c:\oracle x86 true (Figure 1).
Note: The files must not be installed on top of an existing Oracle Universal Installer (OUI) based the Oracle Home Installation.
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\Users\adninistrator.CM?>cd C:\ODP.NET_Managed_ODAC12cR4
:\ODP.NET_Managed_ODAC12cR4>install odpn.bat ciloracle x86 true_





Figure 1: Running batch file

6. Ensure that for the various elements they are reported as successfully completed (Figure 2). Close Command Prompt.

Note: c:\oracle is the oracle_home_path. 
x86 relates to the required platform argument.

The machine_wide_configuration argument must be set as true, which places the ODP.Net assemblies into the GAC, and configures  machine.config.
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:\Users\adninistrator.CM?>cd C:\ODP.NET_Managed_ODAC12cR4
:\ODP.NET_Managed_ODAC12cR4>install odpn.bat c:\oracle x86 true

OraProvCEy saction:iconfig /product:odpn /Frameworkversion:vd.8.38319 /providerpal
hs e :\orac Le\odp.net\managed\xB6X. . \connon\Orac le . ManagedDataceess 11" /setrs
£6ings\TNS_ADHIN: "c : \orac leNodp.net\nanaged \xB6- N -\ - \netuorkNadnin

[INFO: The following section has been added.

8, Culturé<neutral, PublicKeyToken-89h483F429c47342" />

INFO: Coracle.manageddataccess.client> section has heen added/modif]

ficd

OraProuCfy /actionigac /providerpath:’c:\oracleNodp.net\nanaged\x86\. .\connon O]
acle . HanagedDatafccess .d11"
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ac_sproviderpath:“c:\oracleNodp.net\nanaged\x86\. .\Publisher|
olicy\d\Policy_ 4.121.0racle.ManagedDatafccess.dll”
[INFO: o :\oraclelodp.nét\nanaged\xB6\. - \publisherpolicy\dpolicy.4.121 .oracle .man|

geddataaccess.d11 is registered [successFully |in GAC.

reg add_HKEY_LOCAL_MACHINENSYSTEM\CurrentControlSet\Services\EventLog\Applicatil
on\Oracle Data Provider for .NET, Managed Driver sy EventMessageFile /t REG_EXP]
AND_SZ /d_C:\Windows\Microsoft.NET\Franework\v4.8.30319\EventLogessages .d11 /£

he operation conploted
breg query HKEY_LOCAL_MACHINENSOFTUARE\Wou6432Node\Microsof ¢\ .NETFraneworkivd .0.3]
0319\AssenblyFoldersExodp.net .nanageds

freg add VHKEY_LOCAL_MACHINENSOFTUAREWou6432Node\Microsof ¢\ . NETFranevorku4. 8. 30)
B19\Assenb1yFoldersEx\Oracle HanagedDataficcess” Jve /t REG_SZ /d ciNoracleNodp.n
t\nanaged\x86\. . \connon /£
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reg add "HKEY_LOCAL_MACHINENSOFTUAREWou6432NodeMicrosof t\.NETFranework\u4. 8. 30)
19\Assenb1yFoldersEx\Oracle HanagedDataiccess - EntityFrancuorké” /ve /t REG SZ /]

£\ODP.NET_Managed_ODAC12cR4>_





Figure 2: Command output
	Oracle ODP.Net, Managed Driver installed successfully.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.2 Oracle Names

Before a connection can be made to the Oracle database the Oracle naming methods must be specified. Two files named; sqlnet.ora and tnsnames.ora must be stored in the %ORACLE_HOME%\Network\Admin directory location. 

Note: The TNS_ADMIN variable is set by default in the machine.config by the ODP.Net managed driver installer If you want to put the files somewhere else you can either update the details in the machine.config or, create an environment variable, TNS_ADMIN, pointing to the path of the files.

Note: If the Oracle 12c installation was performed in accordance with the Oracle Installation Guide (CM7ID_250), the sqlnet.ora and tnsnames.ora files are available on the server hosting the Oracle database in the %ORACLE_HOME%\Network\Admin directory. If the files are not available, refer to the Oracle Configuration Guide (CM7ID_260) for details how to create new files.

7. Figure 3 shows an example tnsnames.ora file.

[image: image6.png]Ele Edit Format View Help
[t tnsnames.ora Network Configuration File: C:\app\CMORA12C\product\12.1.8\dbhome_1\network\admin\tnsnames.ora

# Generated by Oracle configuration tools.

ORACLR_CONNECTTON_DATA =
(DESCRIPTION -
(ADDRESS_LTST =
(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))
)
(CONNECT_DATA -
(SID = CLRExtProc)
(PRESENTATION = RO)
)
)

ORCL =

(DESCRIPTION
(ADDRESS = (PROTOCOL = TCP)(HOST = WIN2k8-ORA.CM7.SAQ) (PORT = 1521))

(CONNECT_DATA -
(SERVER = DEDICATED)
(SERVICE_NAME = orcl)
)
)
PDBCMORCL =
(DESCRIPTION
(ADDRESS = (PROTOCOL = TCP)(HOST = WIN-ORA.CM?.SAQ) (PORT = 1521))
(CONNECT_DATA -
(SERVER = DEDICATED)
(SERVICE_NAME = pdbcmorcl. cn7. saq)

)
)





Figure 3: example tnsnames.ora file
8. Figure 4 shows an example sqlnet.ora file.
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# sqlnet.ora Network Configuration File: C:\app\cmoral2c\product\12.1.@\dbhome_1\network\admin\sqlnet.ora
# Generated by Oracle configuration tools.

# This file is actually generated by netca. But if customers choose to
# install "Software Only”, this file wont exist and without the native
# authentication, they will not be able to connect to the database on NT.

‘SQLNET. AUTHENTICATION_SERVICES= (NTS)

NAMES.DIRECTORY_PATH= (TNSNAMES, EZCONNECT)





Figure 4: example sqlnet.ora file

	Tnsnames.ora and sqlnet .ora copied/created.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.3 Start the Chromeleon 7 Data Vault Manager
Note: If not already completed, install Chromeleon software as described in CM7ID_300 and related documents.
Note: Creation of the new data vault must be started on the designated master data vault server. 

To start the Data Vault Manager:

1.
Click the Windows Start button.

2.
Open the list of applications and select Thermo Chromeleon 7 > Data Vault Manager.

	Started the Data Vault Manager on the master data vault server.

- Computer name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.4 Create a New Oracle Data Vault
For creating the data vault, an Oracle user with the database administrator role is recommended. This ensures that the database tables can be created in full.
Tip: This section should be repeated for all data vaults to be created.

To create a new network data vault:
9. In the Data Vault Manager click Create… (Figure 5). The Create Data Vault wizard opens.

10. In the Choose Data Vault Kind step, choose Create an Oracle data vault and click Next.

[image: image8.jpg]Choose Data Vault Kind
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- Raw data will be stored on this computer.
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reside on a different computer. It must be created and administered by a

comesponding administrator.





Figure 5: Create Data Vault dialog

	Selected Create an Oracle data vault.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


Specify Oracle Database and Connection:
11. Refer to the Resources And IT Infrastructure Plan (CM7ID_150) when entering the Data source (pluggable database service) and authentication details (Admin CM user) (Figure 6). 

Note: The default connection pooling for Oracle is 100. It is recommended to increase this value which can be set in the Database connection string by adding ;Max Pool Size=<number>. A recommended starting figure to replace <number> is 500 but this should be monitored over time by a database administrator. 
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Figure 6: Specify Oracle Connection dialog

	Oracle connection completed successfully.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


12. Refer to the Resources And IT Infrastructure Plan (CM7ID_150) when entering the Name of the data vault (Figure 7).

13. Refer to the Resources And IT Infrastructure Plan (CM7ID_150) whether to select the Enable versioning and data audit trails and Enable privileged actions options (Figure 7).

14. Refer to the Resources And IT Infrastructure Plan (CM7ID_150) to enter the Raw file path (Figure 7).

Note: Domain and UNC paths are supported but the relevant permissions must be granted to domain users or computer accounts depending on the storage resource in use. The Data Vault Service account settings can be changed via the Data Vault Manager.
Local file paths cannot be used if load balancing is desired for the Data Vault Service. A UNC path is required instead. For more information refer to Chapter 4.

Note: If enabled, a default organizational unit can be defined for the data vault. Data vaults created in the Global organizational unit can be viewed by all members of all organizational units. Data vaults associated with any other organizational unit can only be viewed by Chromeleon domain system administrators and members of the organizational unit it belongs to.

15. Click Finish.
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Figure 7: Choose Data Vault Options dialog

16. The Create Oracle Data Vault wizard is closed (Figure 8).
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Figure 8: Data Vault Manager

	Oracle data vault is created.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.5 Define a Chromeleon User and Privileges

To define a Chromeleon user and privileges, do the following on the Oracle database server:

17. In Desktop mode, right-click Start and select Command Prompt. At prompt type sqlplus. (Figure 9).

[image: image12.png]icrosoft Windous LUersion 6.3.96081
[c> 2813 Microsoft Corporation. A1l rights reserved.

Users\adninistrator.CHZ>sqlplus





Figure 9: SQL*Plus
18. Enter user-name system and relevant password and verify that user is connected to the correct version of Oracle (Figure 10).
[image: image13.png][c> 2813 Microsoft Corporation. A1l rights reserved.

\Users\adninistrator.CH?>sqlplus

bsQLxPlus: Release 12.1.9.2.8 Production on Tue Apr 26 12:55:47 2016

opyright Cc) 1982, 2614, Oracle. ALl rights reserved.

fEnter user-nane: system

fEncer password:
fLast Successful login time: Tue Apr 26 2016 12:56:02 +01:00





Figure 10: Successful login

19. At prompt type ALTER SESSION SET CONTAINER=<PDB NAME>; (Figure 11). 

Note: Replace <PDB NAME> with the name of the pluggable database.

[image: image14.png][c> 2813 Microsoft Corporation. A1l rights reserved.

\Users\adninistrator.CH?>sqlplus
bsQLPlus: Release 12.1.9.2.8 Production on Tue Apr 26 12:59:16 2016

opyright Cc) 1982, 2614, Oracle. ALl rights reserved.

fEnter user-nane: system

fEncer password:
fLast Successful login time: Tue Apr 26 2016 12:56:02 +01:00

Oracle Database 12¢ Standard Edition Release 12.1.8.2.0 - 64bit Production

I50L> alter session set container=pdborclon?;





Figure 11: Alter Pluggable Database

20. Assign all necessary privileges to the new Chromeleon user by running a script. You can find the script in the Support Files folder under: Support Files/CM7ID_460--Oracle--Configuration-Guide/SQL script/grant_access_rights_to_user.sql. 

Note: An alternative method to the previously mentioned script which contains GRANT statements per table is to execute the following script. This should only be applied if the <ADMINUSER> only owns Chromeleon tables.

BEGIN

   FOR R IN (SELECT owner, table_name FROM all_tables WHERE owner='<ADMINUSER>') LOOP

      EXECUTE IMMEDIATE 'grant select, insert, update, delete on '||R.owner||'.'||R.table_name||' to <USER>';

   END LOOP;

END;

/

	Privileges successfully applied.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.6 Dismount the Recently Created Data Vault

For creating the data vault, an Oracle user account with administrator rights has been used. To increase security, the data vault must be dismounted (as described in this section) then mounted again by a different user with reduced privileges (as described in the following section). 

To dismount a data vault:
1.
If not open, start the Data Vault Manager as described in Section 3.3.

2.
In the Data Vault Manager, select the recently created data vault.

3.
Click Dismount. The data vault is removed from the list.
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Figure 12: Dismount the data vault

	Oracle data vault is dismounted.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.7 (Re-)Mount the Data Vault using a “Chromeleon” specific account 
For creating the data vault, an Oracle account with administrator rights has been used. To increase security, the data vault can be re-mounted by a different user with normal (read/write) privileges. 

Note: Before proceeding with re-mount, ensure that the Oracle 12c Chromeleon 7 User account has had its privileges granted as defined in Oracle Configuration Guide (CM7ID_260).

To (re-)mount a data vault:

21. If not already open, start the Data Vault Manager as described in Section 3.3.

22. Click Mount…. The Mount Data Vault wizard is shown (Figure 13).
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Figure 13: Mount Data Vault wizard

23. Select Mount Oracle data vault, click Next.
24. Refer to the Resources And IT Infrastructure Plan (CM7ID_150) for the relevant details.
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Figure 14: Oracle database connection settings
Note: The default connection pooling for Oracle is 100. It is recommended to increase this value which can be set in the Database connection string by adding ;Max Pool Size=<number>. A recommended starting figure to replace <number> is 500 but this should be monitored over time by a database administrator. 

Note: Database schema requires the Oracle user that owns the tablespace of the data vault to be mounted. The schema should be entered in the same case as was used in Oracle.
25. Click Finish. The Oracle data vault is shown in the Data Vault Manager.
	Oracle data vault is re-mounted using a restricted account.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4 Load Balancing

Load balancing is a computer networking method for distributing workloads across multiple computing resources. Load balancing aims to optimize resource use, maximize throughput, minimize response time, and avoid overload of any single resource. The use of multiple resources with load balancing can increase reliability and availability through redundancy, and provide failover.

In an enterprise Chromeleon domain installation, it typically makes sense to load balance a data vault across multiple data vault servers.

Note: A data vault server is a computer that runs the Chromeleon 7 Data Vault Service. The Data Vault Service is a Chromeleon service that manages data vault access and raw file access.
Note: For load balancing, the raw files for a dedicated data vault should be stored in a location that provides redundancy, such as a Network-attached Storage (NAS). The raw files should not be stored on a data vault server or a database computer, because this produces a single point of failure.

4.1 Chromeleon Data Vault Service

In a Chromeleon domain, data vault servers can potentially experience significant loads. Due to the critical nature of their role, Chromeleon enables you to load balance a data vault across multiple data vault servers.

The data vault server that manages a particular data vault is called the master data vault server. The data vault configuration is stored and managed on this master server. Load balancing can be used to distribute the raw data workload of the master data vault server to other data vault servers (slave data vault servers) available within the Chromeleon domain. In this case, the master data vault server and each slave data vault server are called load balancers.

Chromeleon uses a client-side random load balancing approach, as illustrated in Figure 15. When load balancing is configured, the master data vault server’s data vault configuration file contains a list of addresses of all data vault servers assigned as load balancers. This list includes the address of the master data vault server and the addresses of all slave data vault servers. The master data vault server sends its configuration to the Chromeleon Domain Controller, which deploys the configuration to all Chromeleon stations.
Each time a Chromeleon station attempts to connect to a load balanced data vault, a load balancer is selected for connection at random based on the configuration provided by the Chromeleon Domain Controller. If the selected load balancer is unavailable, the Chromeleon station will try to connect to another load balancer.

Note: If the master data vault server is unavailable, pessimistic locking is unavailable and data vaults cannot be configured (e.g. you cannot mount or dismount data vaults).

You can configure load balancing across multiple data vault servers using the two-stage process described in the following Section 4.1.1 and Section 4.1.2.
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Figure 15: Load balancing data vault servers in a Chromeleon domain

4.1.1 Configure Data Vault Servers as Load Balancers
In the first configuration stage, described in this section, you must configure the data vault servers that you want to use as load balancers. This involves making these data vault servers available for load balancing. 

Perform the following steps on all data vault servers to be used for load balancing in your Chromeleon domain. This includes the master data vault server and all slave data vault servers.

Tip: Configure the slave data vault servers first, so that you finish on the master data vault server, ready for the second stage of the configuration (described in Section 4.1.2).

Note: For load balancing, a raw file path that is accessible by all load balancing data vault servers must have been defined when the data vault was created (for example, a UNC path). See Section 3.4.

1. Start the Data Vault Manager (click Start > All Applications > Thermo Chromeleon 7 > Data Vault Manager).

2. In the Data Vault Manager, click Service Settings (Figure 16).

Note: The Service Settings apply to the whole data vault server and not a specific data vault selected in the Data Vault Manager.
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Figure 16: Data Vault Manager

3. Specify the account to run the local Data Vault Service (Figure 17). At a minimum, the account must have modify permissions to access the raw file store and the DataVault.xml located at C:\ProgramData\Dionex\Chromeleon\DataVaults. Typically a user account that is a member of the Administrators group is required.
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Figure 17: Data Vault Service Settings

Note: Chromeleon services make use of a shared TCP port and therefore have a dependency on the Net.TCP Port Sharing service. By default, permission to make use of the port sharing service is granted to system accounts (LocalService, LocalSystem, and NetworkService) and members of the Administrators group. Therefore, the user account for the Data Vault Service ideally needs to be a member of Administrators. 
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 Caution: Another identity, such as a normal user domain account, could be used for the Data Vault Service Settings. To connect to the port sharing service, the appropriate SID for the user must be specified in the <allowAccounts> section of the SMSvcHost.exe.config file of the respective .NET Framework. 

Care should be taken when modifying the contents of the SMSvcHost.exe.config file, because any configuration settings specified in this file affect all of the services on a computer that uses the Net.TCP Port Sharing Service. This is provided for information only and Thermo Fisher Scientific will not undertake this task.

4. Select The service can be used for load balancing check box (Figure 17).

	Enabled load balancing for the following data vault servers:

Data Vault Server Name:







Account Used:








Data Vault Server Name:







Account Used:








Data Vault Server Name:







Account Used:








Data Vault Server Name:







Account Used:








Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 

	
	


4.1.2 Configure the Data Vault

In the second configuration stage, described in this section, you must assign one or more available load balancers (the slave data vault servers that you configured as load balancers in the previous Section 4.1.1) to the data vault that you want to load balance. 

Perform the following steps on the master data vault server that manages this data vault: 

1.
Start the Data Vault Manager (click Start > All Applications > Thermo Chromeleon 7 > Data Vault Manager).

2.
In the Data Vault Manager, select the data vault that you want to load balance. Click Configure (Figure 18).
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Figure 18: Data Vault Manager

3.
Click Add to add one or more available load balancers (Figure 19).
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Figure 19: Configure Multi-User Data Vault

Note: The Organizational unit setting shown in Figure 19 relates to the data vault and is not relevant for load balancing. This setting is available only if organizational units have been enabled in the Administration Console.

4.
Select the check box(es) next to the names of the additional load balancer(s) that you want to add (Figure 20).
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Figure 20: Add Load Balancer(s)

	Load Balanced Data Vault Name: 





Master Data Vault Server Name:





Added the following additional load balancer(s):

Slave Data Vault Server Name:





Slave Data Vault Server Name:





Slave Data Vault Server Name:





Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5 Approvals
Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed the operational qualification as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed operational qualification as they were performed and documented.

	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
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