	[image: image43.png]thermo
scientific




	Chromeleon 7 Installation Document
	[image: image44.png]




	
	Oracle 12c - Configuration Guide
	

	
	Doc. Nr: CM7ID_260
	Doc. Ver.: 2.4  2017-03
	Document last updated for Chromeleon version: 

7.2 SR5 MUd
	

	
	SW Ver.: Chromeleon 7.2 SR5 Build <Edit Build in the document Properties>
	

	
	Customer: <Edit Customer in the document Properties> 
	

	
	Project: <Edit Project in the document Properties> 
	



CM7ID_260
Oracle 12c
Configuration Guide
on Windows Server 2012 R2
for Chromeleon 7.2 SR5 Build <Edit Build in the document Properties>
© 2017 Thermo Fisher Scientific Inc, all rights reserved.
Table of Contents

21
Introduction


21.1
Scope


21.2
Target Audience


21.3
Related Documents


31.4
Checklist


31.5
Computer Identification


42
Important Prerequisites


42.1
Administrator Privileges


42.2
PC Hardware Requirements


42.3
Oracle 12c


43
Configuration Steps


43.1
Alter the Database Availability


53.2
Configure the HTTPS port for the PDB


63.3
Create a Tablespace


123.4
Create Users for Chromeleon 7 Data Vault(s)


203.5
Net Configuration Assistant


254
Approvals


11
Appendix A: Oracle Net Files


11.1
Example tnsnames.ora


11.2
Example sqlnet.ora




1 Introduction

1.1 Scope
This document provides the following information:
· Instructions on how to create a tablespace
· Instructions on how to create dedicated database users for Chromeleon 7
Tip: The screenshots are based on the Windows Server 2012 R2 (Standard) operating system.

Note: This installation guide provides basic steps for configuring Oracle 12c. Oracle database administrators should be consulted where possible.
1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7 domain, including system owners, quality managers, and IT professionals
· Thermo Fisher Scientific service and support staff who perform the tasks described in the Scope section 

Note: A representative of the customer’s IT department should be present during the tasks described in the Scope section above. This ensures that: 

(i) Thermo Fisher Scientific staff receive the necessary assistance when needed, e.g. when using/creating accounts with administrator privileges.

(ii) The customer’s IT staff gain an understanding of the infrastructure behind the Chromeleon installation.

1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

The Resources and IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, data vault names, Chromeleon user roles, etc.) and must be used during a networked Chromeleon installation.

Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
1.4 Checklist
This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
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 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


1.5 Computer Identification

Identify the computer (server) on which the installation was performed.

	Computer (Server) Identification

	Fill in details that identifies the computer (e.g. “Computer name”, domain, brand, SN) as required.



2 Important Prerequisites

2.1 Administrator Privileges
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 Caution: All installation steps must be performed with a local administrator account.

Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for Windows user accounts with administrator privileges.

	Local administrator account is used as per Resources and IT Infrastructure Plan.

Account name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.2 PC Hardware Requirements 

The Requirements Overview (CM7ID_090) describes the hardware requirements.

	Hardware requirements are fulfilled.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.3 Oracle 12c
Oracle 12c must be installed. This is normally performed by the IT department of the customer. If this is not the case, follow the instructions in the Oracle Database Installation Guide (CM7ID_250).

	Oracle 12c:  ( was present  ( was installed as described in CM7ID_250.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3 Configuration Steps
3.1 Alter the Database Availability

If not otherwise specified, perform the below steps on the database server. 

Whenever a container database is restarted, all the pluggable databases associated with the container database remain in MOUNT state. To ensure an open pluggable database (PDB) during container startup, execute the following steps which will also save the PDB state for future.
1. Open the Windows Command Prompt. 

2. Type sqlplus. Enter sys as sysdba for the user-name and a relevant password (Figure 1). 

3. Type ALTER PLUGGABLE DATABASE <PDB NAME> OPEN READ WRITE;. 

Note: Replace <PDB NAME> with the name of the pluggable database.

4. Type ALTER PLUGGABLE DATABASE <PDB NAME> SAVE STATE;. 

Note: Replace <PDB NAME> with the name of the pluggable database.
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Figure 1: Alter Pluggable Database Availability
3.2 Configure the HTTPS port for the PDB

In order to access Enterprise Manager Database Express for the PDB, configure an HTTPS port using the dynamic protocol registration method: 
5. Open the Windows Command Prompt. 

6. Type sqlplus. Enter sys as sysdba for the user-name and a relevant password (Figure 2). 

7. Type ALTER SESSION SET CONTAINER=<PDB NAME>;. 

Note: Replace <PDB NAME> with the name of the pluggable database.

8. Type EXEC DBMS_XDB_CONFIG.SETHTTPSPORT(<PORT>);.
Note: Replace <PORT> with the number as defined in Resources and IT Infrastructure Plan (CM7ID_150).
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Figure 2: Configuring HTTPS Port
3.3 Create a Tablespace
A tablespace is a logical group of data files in a database. Within the database, the tablespace plays a role similar to that of a folder on the hard drive of a computer.

Tip: To run Oracle EM Express 12c, you need to enable the Desktop Experience feature on Windows Server 2012.

To start the Oracle Enterprise Manager Database Express 12c:
9. Open the Internet Explorer and enter the URL which is of the format https://<hostname>:<port>/em (Figure 3).

Notes: 
A warning may be issued due to an invalid https certificate. This warning can be ignored.

Replace <hostname> with the FQDN name of the host server and <port> with the port number specified in Section 3.2.
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Figure 3: Oracle EM Express 12c
To create a tablespace do the following:
10. Login using the SYSTEM account. 

11. Go to Storage > Tablespaces (Figure 4).
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Figure 4: Database Home - Oracle EM Express 12c
12. Click Create (Figure 5).
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Figure 5: Tablespaces - Oracle EM Express 12c

13. Enter a Name (Figure 6) for the new tablespace. Refer to the Resources and IT Infrastructure Plan (CM7ID_150).
14. Select Permanent as Tablespace Type.
15. Select Bigfile for Bigfile. 
16. Select Online for Status. 
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Figure 6: Create Tablespace General Settings.
17. Click the arrow to proceed.
18. In the Datafiles field, enter a File Name (Figure 7). 

19. Click the + sign.
20. Enter an initial File Size. For details refer to the Requirements Overview (CM7ID_090).
21. Select the Auto Extend check box.
22. Enter an Increment value. The file size should auto extend by this value. Refer to the Resources and IT Infrastructure Plan (CM7ID_150).
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Figure 7: Add Datafiles Settings.

23. The settings for Space, Logging and Segments can be left as default. Click OK.
24. Click OK (Figure 8).
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Figure 8: Create Tablespace Confirmation.
25. The new tablespace is listed on the Tablespaces page, (Figure 9).
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Figure 9: List of tablespaces
	Tablespace successfully created. 

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.4 Create Users for Chromeleon 7 Data Vault(s)
To create an administrative user using Oracle EM Express, do the following:
26. Go to Security > Users (Figure 10).
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Figure 10: Creating a New User
27. Click Create User, (Figure 11).
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Figure 11: List of Users
28. Enter Name (Figure 12) and Password (Figure 12) in accordance with the Resources and IT Infrastructure Plan (CM7ID_150).
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Figure 12: Create User - User Account settings
29. Click the right arrow to proceed.

30. Set tablespace as created in Section 3.3 as Default Tablespace (Figure 13) for this user.
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SI_INFORMTN_SCHEMA oa v Wed Jul 1, 2015 1:47:31PM  SYSAUX TEMP DEFAULT Wed Ju 1, 2015 1:47:31PM |





Figure 13: Create User Tablespaces settings
31. Click the right arrow to proceed.

32. Add DBA to list of Selected Roles, (Figure 14).
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Figure 14: Create User - Privilege settings
33. Click OK.
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Figure 15: Create User
34. Click OK. The new user is added to the list, Figure 16.
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Figure 16: List of users
Note: If you do not want to assign the DBA role, the minimum privileges required to create the tables for Chromeleon are the system privileges CREATE SESSION and CREATE TABLE. The user will also require an UNLIMITED tablespace quota.

	User successfully created. 

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


To create a Chromeleon user using the Oracle EM Express, do the following:
35. Select Security > Users (Figure 17).
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Figure 17: Creating a New User

36. Click Create User, (Figure 18).
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Figure 18: List of Users

37. Enter Name (Figure 19) and Password (Figure 19) in accordance with the Resources and IT Infrastructure Plan (CM7ID_150).
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Figure 19: Create User - User Account settings

38. Click the right arrow to proceed.

39. Set the tablespace created in Section 3.3 as Default Tablespace (Figure 20) for this user.
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ORA12CCM7_ADMIN v Tue Oct 18, 2016 5:43:08P1 ORAL2CCMT TEMP DEFAULT Thu Apr 21, 2016 5:43:08 Pl
ORACLE_OCM oa v Wed Jul 1, 2015 12:58:34P1 USERS. TEWP DEFAULT Wed Jul 1, 2015 12:58:34 PIpe)
ORDDATA e):) v Wed Jul 1, 2015 1:47:31PM  SYSAUX TEMP DEFAULT Wed 1l 1, 2015 1:47:31PM
ORDPLUGINS oA v Wed Jul 1, 2015 1:47:31PM  SYSAUX TEMP DEFAULT Wed 3l 1, 2015 1:47:31PM
ORDSYS oA v Wed Jul 1, 2015 1:47:31PM  SYSAUX TEWP DEFAULT Wed Jul 1, 2015 1:47:31PM
ounn oa v Wed Jul 1, 2015 12:37:07P1 SYSTEM TEMP DEFAULT Wed 1l 1, 2015 12:37:07P
PDBADMIN v Tue Oct 18, 2016 3:45:52P1 USERS. TEMP DEFAULT Wed 3l 1, 2015 3:20:02PM
oM [e):) Thu Apr 21, 2016 3:45:52P1. EXAMPLE L= DEFALLT Wed 2 1, 2015 3:22:07PM
scotr e):) Thu Apr 21, 2016 3:45:52P1 USERS. TEMP DEFAULT Wed 1l 1, 2015 3:28:54PM

s [e):) Th Apr 21, 2016 3:45:52P1 EXAMPLE TEMP DEFAULT Wed 3 1, 2015 3:23:19 M |





Figure 20: Create User - Tablespaces settings

40. Click the right arrow to proceed.

41. Add CREATE SESSION privilege to list of Selected Privileges, (Figure 21).
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Figure 21: Create User - Privilege settings

42. Click OK.
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ORDSYS e):) v Wed Jul 1, 2015 1:47:31PM  SYSAUX TEMP DEFAULT Wed 1l 1, 2015 1:47:31PM
ounn oA v Wed Jul 1, 2015 12:37:07P1 SYSTEM TEMP DEFAULT Wed 3l 1, 2015 12:37:07P1
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Figure 22: Create User

43. Click OK. The new user is added to the list, Figure 23.
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ORACLE_OCM of v Wed Jul 1, 2015 12:58:34P1 USERS TEWP DEFAULT Wed Jul 1, 2015 12:58:34P1
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PM o8 Thu Apr 21, 2016 3:45:52P1 EXAMPLE TEMP. DEFAULT Wed Jul 1, 2015 3:22:07PM
scotT of Thu Apr 21, 2016 3:45:52P1 USERS TEMP DEFAULT Wed Jul 1, 2015 3:28:54PM [

Logout O





Figure 23: List of users 

	User successfully created. 

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.5 Net Configuration Assistant
Note: If the Oracle 12c installation was performed in accordance with the Oracle Database Installation Guide (CM7ID_250) the Local Net Service Name needs to be configured for the pluggable database. This guidance is also provided for pre-installed Oracle installations without a configured database for Chromeleon 7.

To start the Oracle Net Configuration Assistant do the following:
44. Click Start screen > All Applications > Net Configuration Assistant.
To configure tnsnames and sqlnet files do the following:
45. Select Local Net Service Name Configuration and click Next, (Figure 24).
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Figure 24: Oracle Net Configuration Assistant Welcome dialog
46. Select Reconfigure and click Next (Figure 25).
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Figure 25: Net Service Name Configuration dialog
47. Select the name of the net service, (Figure 26).
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Figure 26: Select Net Service Name dialog
48. Enter the relevant service name for the pluggable database in accordance with the Resources and IT Infrastructure Plan (CM7ID_150), (Figure 27).
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Figure 27: Database Service Name dialog
49. Select TCP protocol, (Figure 28).
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Figure 28: Select Protocols dialog
50. Enter the Hostname and ensure Use the standard port number of 1521 is selected, Figure 29.

[image: image31.png]|/ Oracle Net Configuration Assistant: Net Service Name Configuration, TCP/IP Pr. 20!

To communicate with the database using the TCPIP protocol, the.
database computers host name is required. Enter the host name.
forthe computer where the database is located

Hostname; [Winz2k12-0RA

ATCPIIP port number is also required. In most cases the
‘standard port number should be used

® Use the standard port number of 1521

€ Use another port number: [1521

Gancsl | by < Bk





Figure 29: TCP/IP Protocol dialog
51. Select Yes, perform a test and click Next, (Figure 30).
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Figure 30: Test dialog
52. If the test is unsuccessful, click Change Login, (Figure 31). 
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Figure 31: Connecting dialog

53. Enter Username and Password as described in the Resources and IT Infrastructure Plan (CM7ID_150), (Figure 32). 
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Figure 32: Change Login dialog
54. When the test is successful, click Next, (Figure 33). 
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Figure 33: Connecting dialog
55. Change Net Service Name to match the pluggable database service name as per Resources and IT Infrastructure Plan (CM7ID_150), (Figure 34). Click Next. 
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Figure 34: Net Service Name dialog

56. Select No, (Figure 35). 

57. Click Next.
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Figure 35: Another Net Service Name dialog
58. Click Next, (Figure 36).
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Figure 36: Net Service Name Configuration complete dialog
59. Click Finish, (Figure 37).
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Figure 37: Oracle Net Configuration Assistant Welcome dialog
60. Verify that tnsnames.ora and sqlnet.ora files are successfully created in the %ORACLE_HOME%\Network\Admin directory.

Note: Example tnsnames and sqlnet files are displayed in Appendix A: Oracle Net Files.

	Tnsnames.ora and sqlnet.ora files successfully created.
Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4 Approvals
Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

	Title
	Printed Name
	ISO Date (YYYY-MM-DD)
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
	
	
	


5 Appendix A: Oracle Net Files

5.1 Example tnsnames.ora

Figure 38 shows an example tnsnames.ora file.
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# tnsnames.ora Network Configuration File: C:\app\cmoral2c\product\12.1.8\dbhome_1\network\admin\tnsnames.ora

# Generated by Oracle configuration tools.

ORACLR_CONNECTTON_DATA =
(DESCRIPTION -
(ADDRESS_LTST =
(ADDRESS = (PROTOCOL = IPC)(KEY = EXTPROC1521))
)
(CONNECT_DATA -
(SID = CLRExtProc)
(PRESENTATION = RO)
)
)

PDBORCLCH7 =
(DESCRIPTION =

(ADDRESS_LTST =
(ADDRESS = (PROTOCOL = TCP)(HOST = WIN2k12-ORA.CM7.5AQ) (PORT = 1521))

)
(CONNECT_DATA
(SERVICE_NAME - PDBORCLCM?)





Figure 38: Example tnsnames.ora file

5.2 Example sqlnet.ora

Figure 39 shows an example sqlnet.ora file.
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# sqlnet.ora Network Configuration File: C:\app\cmoral2c\product\12.1.@\dbhome_1\network\admin\sqlnet.ora
# Generated by Oracle configuration tools.

# This file is actually generated by netca. But if customers choose to
# install "Software Only”, this file wont exist and without the native
# authentication, they will not be able to connect to the database on NT.

‘SQLNET. AUTHENTICATION_SERVICES= (NTS)

NAMES.DIRECTORY_PATH= (TNSNAMES, EZCONNECT)





Figure 39: Example sqlnet.ora file
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