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1 Introduction

1.1 Scope

This guide describes how to configure MS SQL Server 2014 SP2 software to be used as a database platform for Chromeleon 7.2. 
The key steps include:

· Creating a dedicated database
· Creating dedicated SQL-Server-authenticated database users for Chromeleon 7 

The screenshots are based on the Windows 2012 R2 Server operating system and MS SQL Server 2014 SP2.

Note: There are many different ways of configuring SQL Server. This document describes steps to create a new database with access to SQL-Server-authenticated users. Thermo Fisher Scientific cannot guarantee that this will meet the needs of all customers.
1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals

· Thermo Fisher Scientific Service and Support staff who perform the tasks described in the Scope section 
Note: A representative of the customer’s IT department should be present during the tasks described in the Scope section above. This ensures that: 
· Thermo Fisher Scientific staff receive the necessary assistance when needed, e.g. when using/creating accounts with administrator privileges.

· The customer’s IT staff gain an understanding of the infrastructure behind the Chromeleon installation.

1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

The Resources and IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, etc.) and must be used during a networked Chromeleon installation.

Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
1.4 Checklist

This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
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 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


1.5 Computer Identification

Identify the computer (server) on which the installation is performed.

	Computer (Server) Identification

	Fill in details identifying the computer (e.g. “Computer name”, domain, brand, S/N) as required by the customer.




2 Important Prerequisites

2.1 Administrator Privileges
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 Caution: All installation steps must be performed with a local or domain administrator account.

Windows user accounts with administrator privileges for your installation are defined in the Resources and IT Infrastructure Plan (CM7ID_150).

	Used a local/domain administrator account as per the Resources and IT Infrastructure Plan (CM7ID_150).

- Account name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.2 PC Hardware Requirements 

The Requirements Overview (CM7ID_090) describes the hardware requirements.

	Hardware requirements are fulfilled.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.3 MS SQL Server 2014 SP2
MS SQL Server 2014 SP2 must be installed. This is normally performed by the customer’s IT department. 

If this is not the case, follow the instructions in the MS SQL Server Installation Guide (CM7ID_200).

	MS SQL Server 2014 SP2:  ( was present  ( was installed as described in CM7ID_200.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3 Configuration Steps
3.1 Connect to a Server
Note: All steps in this document are performed in the SQL Server Management Studio.

1. Click the Windows Start button.

2. Open the list of applications and select Microsoft SQL Server 2014 > SQL Server 2014 Management Studio. 

User settings are loaded and the Connect to Server prompt is displayed. 
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Figure 1: Starting SQL Server Management Studio

3. Select the server type Database Engine.

4. Select the relevant server name.

5. Select SQL Server Authentication.
6. Enter the sa account credentials. 
Details are provided in the Resources and IT Infrastructure Plan (CM7ID_150). 

7. Click Connect.
	Successfully connected to the server described in the Resources and IT Infrastructure Plan (CM7ID_150) using:
- Authentication = SQL Server Authentication 
- Login user = 
Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.2 Server Instance Configuration

The settings configured for the server instance are applicable for all databases created on that instance.

3.2.1 Memory Settings
8. Right-click on the server name and click Properties.
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Figure 2: Memory Settings

9. In the Server Properties, set Minimum server memory (in MB) to a value > 0. Example: 1000 MB.

10. Assign the remaining memory to the SQL Server Maximum server memory (in MB).
Note: Reserve memory for the operating system. This should be approx. 25% of the total RAM, but not more than 4 GB. Also consider other applications running on the server when allocating RAM. The following general rule applies:

Maximum server memory = total memory –  required for OS – required for other apps
3.2.2 Database Settings
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Figure 3: Database Settings

Select Compress backup so that new backups are compressed by default.
	- Compress backup selected
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.3 Create New Database(s) for Chromeleon 7 Data Vault(s)
3.3.1 Overview

Chromeleon 7 data vaults require a database where tables and indices can be stored.

Tip: Repeat the steps in this section for each database that is required in accordance with the Resources and IT Infrastructure Plan (CM7ID_150).

3.3.2 Transaction Isolation
By default, SQL Server uses locks instead of row versioning to ensure transaction isolation. 

Using locks means that a reading connection needs a read lock for the read data. If these locks conflict with any write lock, the reading connection is blocked and can timeout. In addition, if one connection writes (inserts, updates or deletes) a large number of rows, SQL Server will lock the whole table instead of maintaining a large number of row locks. SQL Server locks can therefore potentially cause a read operation failure in Chromeleon when a large sequence is copied or deleted at the same time. 

In order to prevent this occurring, enabling row versioning as shown in Figure 7: Options (additional) is recommended on all SQL Server multi-user data vaults. 

Row versioning means that the reading connection is not blocked, but receives the committed version of the data, even if the same data are currently changed in a different connection. 

Note: On new standard data vaults and XVaults created using Chromeleon 7.2, row versioning is enabled by default. It is also automatically enabled when existing standard data vaults and XVaults are upgraded to 7.2.

3.3.3 Initial Steps
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Figure 4: Creating a new database
1. In the Object Explorer, click on the relevant database instance to expand it.

2. Right-click the Databases node and select New Database.

The New Database dialog opens.

	Started creation of a new database 
- Instance:

Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.3.4 General Settings
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Figure 5: General settings
1. In the New Database dialog, click General in the Select a page area.

2. Enter the relevant Database name as defined in the Resources and IT Infrastructure Plan (CM7ID_150).
Note: Add a corresponding suffix to each database name to reflect the database purpose. The suggested naming convention is as follows:
- Production: _Prod
- Archive: _Arch
- Test: _Test 

3. Set the Initial Size and the Autogrowth value for the database and the log file as defined in the Resources and IT Infrastructure Plan (CM7ID_150).
Note: You should provide the transaction log portion of your database with its own physical disk. Ideally the disk(s) on which your transaction logs reside should be defragmented before use. Regular transaction log backups should be conducted to clear all transaction log activity. Autogrowth should be monitored to minimize the likelihood of the transaction log becoming internally fragmented.  

	Configured “General” settings for the new database(s) as per the Resources and IT Infrastructure Plan (CM7ID_150).

Database name(s):

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.3.5 Options
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Figure 6: Options (basic)
1. In the New Database dialog, click Options in the Select a page area.

2. Set the Collation for the database to Latin1_General_CI_AS. 

3. The default Recovery model is simple.

Note: When you use the simple recovery model, there is a risk of data loss. In order to establish an appropriate backup schedule using a full recovery model, contact your IT administrator.
4. In the Other options list, scroll down to the option Is Read Committed Snapshot as shown in Figure 7: Options (additional).
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Figure 7: Options (additional)

5. Set Is Read Committed Snapshot to True to facilitate transaction isolation based on row versioning (see Section 3.3.2).

6. Click OK.
	Configured “Options” for the new database(s) as described above.

- Collation (must be Case Insensitive):

- Recovery model = Simple

- Is Read Committed Snapshot set to True (enables transaction isolation based on row versioning)
Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


View the newly-created database under Object Explorer > Databases:
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Figure 8: Object Explorer
	The new database(s) has/have been successfully created.

Database name(s):

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.4 Create SQL Server Authenticated Logins
3.4.1 Overview

Two new logins must be created with different security levels: 

· The admin login (e.g. CM7DBAdmin) will be the database owner.
· The user login (e.g. CM7DBUser) has only read/write access to the data.
3.4.2 Initial Steps
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Figure 9: Start creating a new Login
1. In the Object Explorer, click on the relevant database instance to expand it.

2. On the Security node, right-click Logins and select New Login….

The Login - New dialog opens (see Figure 10).

Note: Information on completing the creation of an admin and a user login is provided in Section 3.4.3 and 3.4.4 respectively.
	Started creation of a new login.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.4.3 Administrator Login for CM7 Database
Begin by creating a Login as described in Section 3.3.3. Then, in the Login - New dialog, proceed with the steps described below.
Note: The necessary login name and password are provided in the Resources and IT Infrastructure Plan (CM7ID_150).
General Settings
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Figure 10: General settings
1. In the Login - New dialog, click General in the Select a page area.
2. Enter the Login name for the CM7 Database Administrator.
3. Choose SQL Server Authentication.
4. Enter the Password for the CM7 Database Administrator.
5. Clear the Enforce password expiration checkbox.
6. Select the database you have just created (see Section 3.3) as the Default database.
	“General” settings for the administrator login configured as per the Resources and IT Infrastructure Plan (CM7ID_150).

- Used “SQL Server Authentication”.

- Cleared “Enforce password expiration”.

- Default database:

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


User Mapping

Tip: The administrator login can be mapped to all databases to simplify data vault creation.
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Figure 11: User Mapping
1. In the Login - New dialog, click User Mapping in the Select a page area.

2. Activate the Map check box for the relevant Chromeleon database administrator and database.

3. Set dbo as the default schema.

4. Set the Database role membership for the database to db_owner.

	Configured “User Mapping” for the administrator login as described above.

- Mapped database name(s):

- Database role membership = db_owner

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


Status
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Figure 12: Status
1. In the Login - New dialog, click Status in the Select a page area.

2. Grant the user Permission to connect to database engine. 
3. Set Login to Enabled.

4. Click OK.
	Configured “Status” for the administrator login.

- Permission to connect to database engine = Grant

- Login = Enabled

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


	Successfully created the administrator login.
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.4.4 User Login for CM7 Database

Begin by creating a Login as described in Section 3.3.3. Then, in the Login - New dialog, proceed with the steps described below.

Tip: Each database requires a separate user login name and password as specified in the Resources and IT Infrastructure Plan (CM7ID_150).

General Settings
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Figure 13: General settings
1. In the Login - New dialog, click General in the Select a page area.

2. Enter the Login name for the CM7 Database User.

3. Select SQL Server Authentication.

4. Enter the Password for the CM7 Database User.

5. Clear the Enforce password expiration checkbox.

6. Select the database you have just created (see Section 3.3) as the Default database.

	Configured “General” settings for the user login(s) as per the Resources and IT Infrastructure Plan (CM7ID_150).

- User login name(s):
- Default database(s):

- Used “SQL Server Authentication”.

- Cleared “Enforce password expiration”.

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


User Mapping

Tip: Each user login should be mapped to only one database to simplify data vault re-connection.
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Figure 14: User Mapping

1. In the Login - New dialog, click User Mapping in the Select a page area.

2. Activate the Map check box for the relevant Chromeleon database user and database.

3. Set dbo as the default schema.

4. Set the Database role membership for the database to db_datareader and db_datawriter.
	Configured “User Mapping” for the user login(s) as described above.

- Database role membership =  db_datareader,  db_datawriter

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


Status
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Figure 15: Status
1. In the Login - New dialog, click Status in the Select a page area.

2. Grant the user Permission to connect to database engine. 

3. Set Login to Enabled.

4. Click OK.
	Configured “Status” for the user login(s).
- Permission to connect to database engine = Grant

- Login = Enabled

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


	Successfully created the user login(s).
Comment:

	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


Note: If Windows authentication mode is selected, access to the SQL Server instance must be granted to machine accounts in addition to designated domain users. This is because Chromeleon services run under the LocalSystem account, so when domain access is required, the LocalSystem uses the machine account (i.e. <DOMAIN\MACHINE$>).

4 Approvals

Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
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