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1 Introduction
1.1 Scope

This guide describes how to configure the user management for Chromeleon 7.2 SR5.
1.2 Target Audience
This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals

· Thermo Fisher Scientific Service and Support staff who perform Chromeleon installations
1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

The Resources And IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, etc.) and must be used during a networked Chromeleon installation.

The User and License Management Plan (CM7ID_130) is a project-specific document that serves as a single point of reference for specific requirements for the Chromeleon user database and license configuration (such as user database policies, user names, user roles, etc.) and must be used during a Chromeleon domain installation.
Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
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 Caution: The Requirements Overview (CM7ID_090) describes all the requirements that need to be considered before the installation starts.
1.4 Checklist

This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
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 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


2 Configure User Management
The Chromeleon 7.2 SR5 domain controller hosts the user database and distributes user information to all Chromeleon stations. Before configuring user management, the user mode must be enabled.

2.1 Enable User Management
To enable the user mode:
1. Start the Administration Console (Start > All Applications > Administration Console).
2. In the left pane, click Global Policies (Figure 1). 
3. In the List of policies, click User Mode and select the Enable User Mode check box.

4. In the Confirm Enable User Mode dialog, enter the credentials of a Chromeleon user that has the privilege to Manage Global Policies. For the default credentials, see the note below.
5. Click Save Policies.
Note: The default User Name and Password are cmadmin and admin, respectively. Do not delete the cmadmin user. Keep the Full Access role assigned to to the cmadmin user. You will be forced to change the password during the first attempt to login. The new password should be written down and stored in a safe location. You can then use this account for emergency situations, such as when ordinary administrators forget their passwords or lock themselves out from certain areas.
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Figure 1: Enabling User Mode
	User mode enabled.

Comment:
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( DEV
( FAIL
( D/F Report 


2.2 Enable Organizational Units

An organizational unit is a resource group within a Chromeleon domain. Organizational units permit system administrators to define group-based permissions and rights for users and to assign resources to the respective organizational units (groups) within the Chromeleon domain.
To enable organizational units:
6. Start the Administration Console (Start > All Applications > Administration Console) on the Chromeleon domain controller.
7. In the left pane, click Global Policies (Figure 2). 
8. In the List of policies, click Enable User Mode and select the Enable Organizational Units check box.
Note: The Enable Organizational Units check box must remain enabled.

9. Click Save Policies.
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Figure 2: Enabling Organizational Units

The navigation pane nodes of the Administration Console update, with the inclusion of organizational units and the reorganization of Global Policies and User Database as sub nodes of the <Global> organizational unit.

Note: The previously described view of the Administration Console navigation is only visible to Chromeleon domain administrators who are members of the <Global> organizational unit.
	Organizational units enabled.

Comment:


	( OK
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( DEV
( FAIL
( D/F Report 


10. The <Global> organizational unit (Figure 3) is the default group created when organizational units are enabled. To create additional organizational unit groups, click Organizational Units. 
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Figure 3: Updated Administration Console Nodes
11. Click Create New Org. Unit. The dialog Create New Organizational Unit opens, Figure 4.

12. Enter the Organizational Unit Name as specified in the User and License Management Plan (CM7ID_130).

13. Enter the Description as specified in the User and License Management Plan (CM7ID_130).
14. Click OK.
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Figure 4: Create New Organizational Unit
Tip: Organizational units can also be configured using a command-line option (OrgUnit). For more information refer to the Chromeleon 7 Installation Guide.
	All organizational units created as described above with settings in accordance with the User and License Management Plan.

Comment:
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( D/F Report 


2.3 Global Policies

Follow the instructions below to configure the global policies as specified in the User and License Management Plan (CM7ID_130).

Note: If organizational units are enabled, you will find the Global Policies node within every organizational unit grouping. Independent policy settings can be defined for each organizational unit if desired.
To define global policies:
15. In the left pane (Organizational Units -> <Global>), click Global Policies, Figure 5.
16. In the List of policies, click a policy and configure the settings in accordance with the User and License Management Plan (CM7ID_130).
17. Click Save Policies. 
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Figure 5: Global Policies
	Global policies configured as described above with settings in accordance with the User and License Management Plan.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.4 User Database Policies

Follow the instructions below to configure the user database policies as specified in the User and License Management Plan (CM7ID_130).

Tip: For more information on the user management, refer to the Chromeleon 7 Online Help.

Note: If organizational units are enabled, you will find the User Database node within every organizational unit grouping. If desired, define independent policy settings for each organizational unit.
To define User Database policies:
18. In the left pane of the Administration Console (Organizational Units -> <Global>), click User Database, Figure 6.
19. In the List of Policies, click a policy and configure settings in accordance with the User and License Management Plan (CM7ID_130).
20. Click Save Policies. 
[image: image8.jpg]3 Chromeleon Administration Console

T3 License Manager focahost)

G Scheduer

¢ Orgarizatonal s

A
7 Gibal Poles

53, User Databsse
elordow Tags
Auce Tl

@ Domain Resources

& Local Machine

J SavePolices (7] Report B Audit Tri

Organizational Unit: ~ <Global>
List of polces:

% ClentLocking
PSS
T LDAP Logon
Passuord Character Sets
Viniml Passuucrd Length
Passuord Atempis
Passuord History
Elecroric Signsture
Signsture Programs

oo o Y B

Administrator Password Recovery.

]

Logon User Name

.ﬂ E] Alow separate policy setingsfor Orgarizziional Uiz

“The box or the user name is lark for sach
Bark logon.
“The box or the user name cortains the User

Most Recert User name of the recenty logged on user.

“The box or the user name cortains the User
name of the curently logged on Windons
user. Butthe user name may be changed.

Windows User Name

“The box or the user name cortains the User
name of the curently logged on Windons
user. This ser name cannot be changed.

Foroe Windows User Name





Figure 6: User Database Policies
	User database policies configured as described above with settings in accordance with the User and License Management Plan.

Comment:
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2.5 Create Access Groups

Follow the instructions below for each of the Access Groups specified in the User and License Management Plan (CM7ID_130).

Note: Access groups can be created by all system administrators. Access groups created by Chromeleon domain system administrators in the <Global> organizational unit can be selected by all system administrators of all organizational units. If system administrators of an organizational unit create access groups, these acces groups can only be selected within that same organizational unit. You must not use the same access group names in multiple organizational units. 

To create an access group:

21. Expand the User Database node and click Access Groups, Figure 7.
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Figure 7: Create Access Groups

22. Click Create New Access Group. The dialog Create New Access Group opens, Figure 8.
23. Enter the Access Group Name.

24. Enter the Access Group Description. 

25. Click OK. 
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Figure 8: Create New Access Group dialog

	All access groups created as described above with settings in accordance with the User and License Management Plan.

Comment:
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( D/F Report 


2.6 Create Roles

Follow the instructions below for each of the Roles specified in the User and License Management Plan (CM7ID_130).

Note: Roles can be created by all system administrators. Roles created by Chromeleon domain system administrators in the <Global> organizational unit can be selected by all system administrators of all organizational units. Roles created by system administrators of an organizational unit can only be selected within the organizational unit within which they were created. It is not possible to have the same role name in multiple organizational units. 

To create a role:
26. In the left pane, expand the User Database node and click Roles, Figure 9.
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Figure 9: Create New Role
27. Click Create New Role, Figure 9. The Create New Role dialog opens, Figure 10.
28. Enter the Role Name. 

29. Enter the Role Description.

30. Enable/disable all Privileges as specified for the role in the User and License Management Plan (CM7ID_130): Expand each privilege group and click the check boxes to enable/disable privileges, Figure 10.
31. Click OK.
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Figure 10: Create New Role dialog
32. Assign licenses to the role as specified in the User and License Management Plan (CM7ID_130): Expand the Roles node and select the new role, Figure 11.

33. On the Licenses tab check all licenses to be assigned to this role.

34. Click Save Role.
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Figure 11: Assign licenses to a role
2.6.1 Logon Roles

A role can be marked as a Logon Role therefore determining whether or not role members can select the role when logging on. A set of access group can also be defined for logon roles which replace the access groups of the user at logon.
To define a Logon Role:
35. Once you have selected a role (Figure 12), click the Logon tab.
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Figure 12: Define Logon Role
36. Select the Logon Role check box. 
37. Select the Use special set of access groups check box. 

38. Select all Access Groups as required.

39. Click Save Role.
	All roles created as described above with settings in accordance with the User and License Management Plan.

Comment:
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2.7 Create Users

Follow the instructions below for each of the Users specified in the User and License Management Plan (CM7ID_130). Note that the instructions are based on enabled organizational units.
Note: Users can be created by all system administrators. Chromeleon domain system administrators in the <Global> organizational unit have the rights to create users in all organizational units. Organizational unit system administrators can only view and create users in the organizational unit within which they operate. User IDs must be unique throughout the Chromeleon domain and therefore cannot be duplicated across organizational units. 

To create a user:
40. Expand the User Database node for the required organizational unit and click Chromeleon Users, Figure 13.
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Figure 13: Create Users
41. Click Create New User to start the Create User Account wizard, Figure 14. 
Tip: If you want to use LDAP authentication, refer to the Chromeleon 7 Online Help for information.

42. Enter the User Name.

43. Enter the Full Name. 

44. Enter the Job Title.
45. If applicable, select the respective Organizational Unit.
46.  Click Next.
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Figure 14: Create User Account wizard
47. Define the initial password, Figure 15. If not specified in the User and License Management Plan (CM7ID_130), click Generate to create a random password and note the password in the User and License Management Plan (CM7ID_130) for later reference.

Define all other account settings as specified in the User and License Management Plan (CM7ID_130).
48. Click Next.
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Figure 15: Create User Account wizard, Password page
49. If applicable, define settings for the electronic signature:

Enable the Set the signature password check box and enter the specified password, Figure 16.

If not specified in the User and License Management Plan (CM7ID_130) click Generate to create a random password and note in the User and License Management Plan (CM7ID_130) for later reference.


Define all other signature password settings as specified in the User and License Management Plan (CM7ID_130).
50. Click Next.
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Figure 16: Create User Account wizard, Signature page
51. Use the check boxes to add the user to the relevant Access Groups as specified in the User and License Management Plan (CM7ID_130), Figure 17.

52. Click Next.
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Figure 17: Create User Account wizard, Access Groups page
53. Use the check boxes to assign the relevant Roles to the user and select a default logon role as specified in the User and License Management Plan (CM7ID_130), Figure 18.
Tip: The default logon role will be preselected for every logon, even if the last logon was with a different role. Changes to the logon role of a user will be recorded in the user management audit trail.

54. Click Finish.
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Figure 18: Create User Account wizard, Roles page
	All users created as described above with settings in accordance with the User and License Management Plan.

Comment:


	( OK
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( DEV
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( D/F Report 

	Initial passwords set as specified in the User and License Management Plan, or noted in the User and License Management Plan respectively.
Comment:


	( OK
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( FAIL
( D/F Report 


3 Approvals

Thermo Fisher Scientific Representative: Approves by his/her signature that he/she performed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

	Title
	Printed Name
	Date
	Signature

	Thermo Fisher Scientific Representative
	
	
	

	Customer
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