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1 Introduction
1.1 Scope
During the project planning phase, use this document to record the license and user management requirements (the needs of the laboratory): 

· User management requirements: 
Roles

Access groups
User accounts

Organizational units
· License requirements:

Client licenses
Licenses specific for certain roles and people

During the installation phase, use this document as a reference for the planned resources.

1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals
· Thermo Fisher Scientific Service and Support staff who perform Chromeleon installations

1.3 How to Use the Document

You can customize the design of the document for a given project: 

· Ignore/delete sections that are not relevant for the project. 

· Duplicate/extend sections as needed. 

· If you photocopy pages (e.g. during the planning phase), number the copied pages (a, b, c, etc.).

The customized document can be filled in electronically or by hand.

1.4 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and naming
· Information on how the documents are distributed

· Trademark and copyright information

Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
2 Global Policies
Note: To enable the option Allow separate policy settings for Organizational Units, you must have selected the Enable Organizational Units check box. Save any policy changes in order to enable settings.
Tip: Changes to Global Policies settings are logged in the Global Policies audit trail. 
	Policies
	
Settings
	Notes

	User Mode
	( Enable User Mode

( Enable Organizational Units
	Select the Enable User Mode check box to activate user mode. The user database can be modified. Users must log on to Chromeleon.

Select Enable Organizational Units to define group-based permissions and rights for users and to assign resources to the respective organizational units (groups) within a Chromeleon domain.

	Host Name Resolution
	( Allow separate policy settings for Organizational Units

	
	( Use names provided by workstations (default)

( Always use NetBIOS names. Check this if your network does not fully support DNS. 

( Always use Fully Qualified Domain names. Check this if your network only resolves FQDNs.
	By default, Chromeleon uses the host name provided by the workstation.

Select this option to convert any fully-qualified domain names in resource addresses to NetBIOS names before attempting communication with the resource. This can prevent communication problems caused by networks that use WINS (Windows Internet Name Service) instead of DNS (Domain Name System) to resolve names.
Note: Users whose Chromeleon domain spans multiple Windows domains should not use this option, as it would prevent communication across domains.
If the Always use Fully Qualified Domain names check box is selected, Chromeleon will convert any NetBIOS names of resource addresses to fully qualified domain names before attempting to communicate with the resource. This solves network communication problems where the host name resolution is based on fully qualified domain names. The usage of short domain names could cause name resolution conflicts. 

	Multi-User Logon
	( Allow separate policy settings for Organizational Units

	
	( Allow multiple users to logon within the same Windows session concurrently

( When a user logs on, lock all other client sessions
	Select the Allow multiple users to log on within the same Windows session concurrently check box to allow concurrent access by multiple users to the same Windows session.

If you select the When a user logs on, lock all other client sessions check box, client sessions of all other users are locked as soon as a user logs on.

	Injection Locking
	( Allow separate policy settings for Organizational Units

	
	( Enable locking of single injections
	Select this check box to allow locking and/or unlocking of injections in the Console or Chromatography Studio.
Note: In order to make use of this feature, versioning must be enabled for a given data vault. By default, versioning is disabled for new Chromeleon 7 data vaults.

	Remote Data Vaults
	( Allow separate policy settings for Organizational Units

	
	( Show local Data Vaults of remote systems
	Select this check box to display the local data vaults of a remote system. They appear in the global data vault list in the Chromeleon Console in addition to the data vaults of the user's local system. 

Clear the check box if you only want the data vaults of the local system, data vaults marked favorite and network data vaults to be displayed in the data vault list in the Console.

	Instrument Audit Trails
	( Allow separate policy settings for Organizational Units

	
	( Automatically archive instrument audit trails to ____________


	Select this check box if you want to automatically save daily instrument audit trails to a central data vault. The automatic archiving is done nightly by each instrument controller, at around 1 a.m. local system time. If an instrument controller PC is shut down at this time, the audit trails are archived when the instrument controller is restarted. If an error occurs, for example, because the specified archive location is unavailable, Chromeleon will retry archiving every half hour. 

	
	( Automatically delete instrument audit trails older than ___________


	Select this check box if you want to automatically delete daily instrument audit trails from the specified location after a defined period of time. Specify the time period of 1 to several days, weeks, months, or years under older than. Instrument audit trails older than the specified time range will be deleted.

	Detection Algorithm Version
	( Allow separate policy settings for Organizational Units

	
	( Offer option for existing processing methods to update to the latest detection algorithm version
	Select this check box if it is desirable to allow users an upgrade option for existing processing methods during use.

	
	Create sequence from worklist
	( Keep currently used
	Choose how to handle a stored detection algorithm version in a processing method for each of the specific creation actions. 

	
	
	( Update to latest
	

	
	Create sequence via “Save As…”
	( Keep currently used
	

	
	
	( Update to latest
	

	
	Create sequence via eWorkflow
	( Keep currently used
	

	
	
	( Update to latest
	

	
	Create sequence via wizard
	( Keep currently used
	

	
	
	( Update to latest
	

	User Templates Location
	( Allow separate policy settings for Organizational Units

	
	Report Templates:




Report Tables:



Plots:




Result Charts:



	Browse for user-specified locations that can store user-created reporting object templates which can then be listed as categories.

	Watermark
	( Allow separate policy settings for Organizational Units

	
	( Print with Watermark
	Select the check box to print a Chromeleon watermark on any reports printed from Chromeleon.

	UI Customizations
	( Allow separate policy settings for Organizational Units

	
	( Display “QC Sample” for injections of type “Check Standard”
	Select the check box to display QC Sample as the injection type in all areas of the user interface in which Check Standard is displayed.


	Privileged Actions
	( Allow separate policy settings for Organizational Units


Standard Comments tab page
	Comment
	A list of defined standard comments for all privileged actions. You can add custom comments or modify existing entries in this list. On the Settings tab page, you can select one standard comment as the default comment (Default Comment)

	Add
	Click to append a blank row for a new comment.

	Delete
	Click to remove a selected comment.


List 1: Default Comments. Enter the default comments to be used in your organization. Add more rows as needed.

	Comment No.
	Default Comment 

	C1
	Example:

	C2
	

	C3
	

	C4
	

	C5
	

	C6
	

	C7
	

	C8
	

	C9
	

	C10
	

	…
	

	…
	

	…
	

	…
	


Settings tab page
List 2: Password authorization and comments requirements.

1. Select the respective check box to specify whether password authorization and/or comments are required.

2. Select check boxes C1-C10 of the corresponding default comment to be used (see List 1 above for list of default comments). 

3. If you want to provide more than 10 default comments, copy List 2 to specify settings for the additional comments.

Note: All Requires Comment check boxes marked as ( are the existing Chromeleon default behavior.
	Privileged Action
	
	Default Comment C1-C10

	
	
	C1
	C2
	C3
	C4
	C5
	C6
	C7
	C8
	C9
	C10

	Instrument Configuration – Modify
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Create
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Modify
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Remove
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Method – Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Audit Trail - Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Audit Trail - Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Audit Trail - Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Audit Trail - Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Audit Trail - Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Instrument Audit Trail - Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault - Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault - Mount
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Mount Chromeleon 6
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault - Dismount
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – DismountChromeleon 6
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Rename
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Modify Versioning Mode
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Modify Security Settings
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Modify Custom Variables
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Modify Custom Formulas
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Upgrade Schema
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault - Configure
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Configure Organizational Unit
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Data Vault – Service Settings
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder – Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder - Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder – Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder - Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder – Make Read-Only
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder – Remove Read-Only
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Folder – Modify Security Settings
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Query – Create
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Query – Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Query – Modify
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Query – Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Query – Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Query – Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Create via Wizard
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Create via eWorkflow
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Create via Save As
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Create via Save As with Raw Data
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Create from Injection Query Results
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Create from Worklist
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Modify
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Rename with Raw Data
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence - Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence - Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence - Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Delete Read-Only Sequence
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Make Read-Only
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Sequence – Remove Read-Only
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Injection – Modify Finished or Interrupted
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Injection – Delete Finished 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Injection – Lock
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Injection – Unlock
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Modify Peaks
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Delete Peak Modifications
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	eWorkflow – Create
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	eWorkflow- Modify
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	eWorkflow – Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	eWorkflow - Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	eWorkflow  - Send to File
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	eWorkflow  - Import from File
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Processing Method – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Processing Method - Delete 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Processing Method - Modify 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Processing Method - Copy 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Processing Method - Move 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Processing Method - Rename 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Spectral Library – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Spectral Library - Delete 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Spectral Library - Modify 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Spectral Library - Copy 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Spectral Library – Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Spectral Library - Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Report Template – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Report Template  - Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Report Template - Modify 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Report Template - Rename 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Report Template  - Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Report Template - Move 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Electronic Report – Create
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Electronic Report - Delete 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Electronic Report – Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Electronic Report - Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	View Settings – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	View Settings – Delete
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	View Settings – Modify
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	View Settings - Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	View Settings – Copy
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	View Settings - Move
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Attachment – Add
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Attachment – Rename
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Attachment -Delete 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Attachment -Copy 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Attachment - Move 
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – User Mode
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Host Name Resolution
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Multi-User Logon
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Injection Locking
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Remote Data Vaults
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Instrument Audit Trails
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Detection Algorithm Version
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – User Templates Location
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies - Watermark
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – UI Customization
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Privileged Actions
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Email Configuration
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Station Audit
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Global Policies – Raw Data
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Client Locking
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Logon User Name 
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – LDAP Logon 
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Password Character Sets
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Minimal Password Length
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Password Attempts
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Password History
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Electronic Signature
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Signature Programs
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Policies – Password Recovery
	Requires Authorization (
	Requires Comment ((
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Users – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Users - Delete
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Users - Retire
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Users - Reactivate
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Users - Modify
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Access Groups - Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Access Groups – Delete
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Access Groups - Modify
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Roles – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Roles - Delete
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration User Roles - Modify
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration eWorkflow Tags – Create
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration eWorkflow Tags - Delete
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Domain Resources – Remove Data Vault Service 
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Domain Resources - Remove Data Vault 
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Domain Resources – Remove Instrument Controller
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Domain Resources – Remove Instrument
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Administration Domain Resources – Remove Chromeleon Console
	Requires Authorization (
	Requires Comment (
	(
	(
	(
	(
	(
	(
	(
	(
	(
	(

	Select All
	Click to require authorization and comments for all actions. (

	None
	Click to remove authorization and comments for all actions. (


	Email Configuration
	( Allow separate policy settings for Organizational Units

	
	Recipient(s):



	Select one or more recipients to be notified by email when a user account is locked. To separate email addresses, use a semi-colon (;).

	
	Sender:




	Enter the email address of the sender.

	
	Mail Server Address:


	Enter the mail server address. (for example, SMTPServer@org.com)

	
	( Enable TLS/SSL connection
	Click this check box to use TSL/SSL when connecting to the mail server.

	
	Port Number:



	Enter the port number of the mail server you want to connect to.

	
	( Authenticate on SMTP Server using logged on User credentials
	Enable the check box to use the credentials of the currently logged on user for sender authentication on the mail server. 

Disable the check box if you want to use a different user than the currently logged on Windows user for sender authentication. Enter the email address of the Authentication User and the Authentication Password.

	
	( Test Configuration
	If you want to test the configured email notification, click the Test Configuration button. A test email is sent to the recipient(s):

· Email subject: "Email Configuration Test"

· Message body: "This is an Email Configuration Test email."

	Station Audit
	( Allow separate policy settings for Organizational Units

	
	( Enable Station Audit Trail logging
	Select to enable recording of system events, for example, failure of central resources like the Chromeleon domain controller or the data vault.

	Raw Data
	( Enable raw data verification
	Select the check box to enable raw data verification. Any raw data acquired whilst the check box is selected undergoes full integrity checking when the data is accessed in Chromeleon.

	Comments:

 








      ( N.A.




2.1 Global Policies of Organizational Units

Use the following table to define the global policies for your organization units (specified in Chapter 4). If you want to provide global policies for more than three organizational units, copy the table to add the required number of organizational units.
	
	Organizational Unit (OU)

	Policies
	Enter name or ID of OU
	Enter name or ID of OU
	Enter name or ID of OU

	User Mode
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Enable User Mode
( Enable Organizational Units
	( Enable User Mode
( Enable Organizational Units
	( Enable User Mode
( Enable Organizational Units

	Host Name Resolution
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Use names provided by workstations (default)

( Always use NetBIOS names. Check this if your network does not fully support DNS. 

( Always use Fully Qualified Domain names. Check this if your network only resolves FQDNs.
	( Use names provided by workstations (default)

( Always use NetBIOS names. Check this if your network does not fully support DNS. 

( Always use Fully Qualified Domain names. Check this if your network only resolves FQDNs.
	( Use names provided by workstations (default)

( Always use NetBIOS names. Check this if your network does not fully support DNS. 

( Always use Fully Qualified Domain names. Check this if your network only resolves FQDNs.

	Multi-User Logon
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Allow multiple users to logon within the same Windows session concurrently

( When a user logs on, lock all other client sessions
	( Allow multiple users to logon within the same Windows session concurrently

( When a user logs on, lock all other client sessions
	( Allow multiple users to logon within the same Windows session concurrently

( When a user logs on, lock all other client sessions

	Injection Locking
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Enable locking of single injection
	( Enable locking of single injection
	( Enable locking of single injection

	Remote Data Vaults
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Show local Data Vaults of remote systems
	( Show local Data Vaults of remote systems
	( Show local Data Vaults of remote systems

	Instrument Audit Trails
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Automatically archive instrument audit trails to __________


	( Automatically archive instrument audit trails to __________


	( Automatically archive instrument audit trails to ___________



	
	( Automatically delete instrument audit trails older than

Specify retention period: _________
	( Automatically delete instrument audit trails older than

Specify retention period: _________
	( Automatically delete instrument audit trails older than

Specify retention period: _________

	Detection Algorithm Version
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Offer option for existing processing methods to update to the latest detection algorithm version.
	( Offer option for existing processing methods to update to the latest detection algorithm version.
	( Offer option for existing processing methods to update to the latest detection algorithm version.

	
	Create sequence from worklist
	( Keep currently used
	Create sequence from worklist
	( Keep currently used
	Create sequence from worklist
	( Keep currently used

	
	
	( Update to latest
	
	( Update to latest
	
	( Update to latest

	
	Create sequence via “Save As…”
	( Keep currently used
	Create sequence via “Save As…”
	( Keep currently used
	Create sequence via “Save As…”
	( Keep currently used

	
	
	( Update to latest
	
	( Update to latest
	
	( Update to latest

	
	Create sequence via eWorkflow
	( Keep currently used
	Create sequence via eWorkflow
	( Keep currently used
	Create sequence via eWorkflow
	( Keep currently used

	
	
	( Update to latest
	
	( Update to latest
	
	( Update to latest

	
	Create sequence via wizard
	( Keep currently used
	Create sequence via wizard
	( Keep currently used
	Create sequence via wizard
	( Keep currently used

	
	
	( Update to latest
	
	( Update to latest
	
	( Update to latest

	User Templates Location
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Report Templates:




Report Tables:



Plots:




Result Charts:



	Report Templates:




Report Tables:



Plots:




Result Charts:



	Report Templates:




Report Tables:



Plots:




Result Charts:




	Watermark
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Print with Watermark
	( Print with Watermark
	( Print with Watermark

	UI Customizations
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Display “QC Sample” for injections of type “Check Standard”
	( Display “QC Sample” for injections of type “Check Standard”
	( Display “QC Sample” for injections of type “Check Standard”

	Privileged Actions
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Requires Authorization:


	Requires Authorization


	Requires Authorization



	
	Instrument Configuration – 
Modify (
	Instrument Configuration – 
Modify (
	Instrument Configuration – 
Modify (

	
	Instrument Method – Create (
Instrument Method – Delete (
	Instrument Method – Create (
Instrument Method – Delete (
	Instrument Method – Create (
Instrument Method – Delete (

	
	Instrument Method – Modify (
	Instrument Method – Modify (
	Instrument Method – Modify (

	
	Instrument Method – Copy (
	Instrument Method – Copy (
	Instrument Method – Copy (

	
	Instrument Method – Move (
	Instrument Method – Move (
	Instrument Method – Move (

	
	Instrument Method – Rename (
	Instrument Method – Rename (
	Instrument Method – Rename (

	
	Instrument Audit Trail – Copy (
	Instrument Audit Trail – Copy (
	Instrument Audit Trail – Copy (

	
	Instrument Audit Trail – Move (
	Instrument Audit Trail – Move (
	Instrument Audit Trail – Move (

	
	Instrument Audit Trail – Delete (
	Instrument Audit Trail – Delete (
	Instrument Audit Trail – Delete (

	
	Instrument Audit Trail – Rename(
	Instrument Audit Trail – Rename(
	Instrument Audit Trail – Rename(

	
	Data Vault – Create (
	Data Vault – Create (
	Data Vault – Create (

	
	Data Vault – Mount (
	Data Vault – Mount (
	Data Vault – Mount (

	
	Data Vault – 

Mount Chromeleon 6 (
	Data Vault – 
Mount Chromeleon 6 (
	Data Vault – 
Mount Chromeleon 6 (

	
	Data Vault – Dismount (
	Data Vault – Dismount (
	Data Vault – Dismount (

	
	Data Vault – Dismount Chromeleon 6 (
	Data Vault – Dismount Chromeleon 6 (
	Data Vault – Dismount Chromeleon 6 (

	
	Data Vault – Rename (
	Data Vault – Rename (
	Data Vault – Rename (

	
	Data Vault – Modify Versioning Mode (
	Data Vault – Modify Versioning Mode (
	Data Vault – Modify Versioning Mode (

	
	Data Vault – Modify Security Settings (
	Data Vault – Modify Security Settings (
	Data Vault – Modify Security Settings (

	
	Data Vault – Modify Custom Variables (
	Data Vault – Modify Custom Variables (
	Data Vault – Modify Custom Variables (

	
	Data Vault – Modify Custom Formulas (
	Data Vault – Modify Custom Formulas (
	Data Vault – Modify Custom Formulas (

	
	Data Vault – Upgrade Schema (
	Data Vault – Upgrade Schema (
	Data Vault – Upgrade Schema (

	
	Data Vault – Configure (
	Data Vault – Configure (
	Data Vault – Configure (

	
	Data Vault – Configure Organizational Unit (
	Data Vault – Configure Organizational Unit (
	Data Vault – Configure Organizational Unit (

	
	Data Vault – Service Settings (
	Data Vault – Service Settings (
	Data Vault – Service Settings (

	
	Folder – Create (
	Folder – Create (
	Folder – Create (

	
	Folder – Delete (
	Folder – Delete (
	Folder – Delete (

	
	Folder – Rename (
	Folder – Rename (
	Folder – Rename (

	
	Folder – Copy (
	Folder – Copy (
	Folder – Copy (

	
	Folder – Move (
	Folder – Move (
	Folder – Move (

	
	Folder – Make Read-Only (
	Folder – Make Read-Only (
	Folder – Make Read-Only (

	
	Folder – Remove Read-Only (
	Folder – Remove Read-Only (
	Folder – Remove Read-Only (

	
	Folder – Modify Security Settings (
	Folder – Modify Security Settings (
	Folder – Modify Security Settings (

	
	Query – Create (
	Query – Create (
	Query – Create (

	
	Query – Delete (
	Query – Delete (
	Query – Delete (

	
	Query – Modify (
	Query – Modify (
	Query – Modify (

	
	Query – Copy (
	Query – Copy (
	Query – Copy (

	
	Query – Move (
	Query – Move (
	Query – Move (

	
	Query – Rename (
	Query – Rename (
	Query – Rename (

	
	Sequence – Create via Wizard (
	Sequence – Create via Wizard (
	Sequence – Create via Wizard (

	
	Sequence – Create via eWorkflow (
	Sequence – Create via eWorkflow (
	Sequence – Create via eWorkflow (

	
	Sequence – Create via Save As (
	Sequence – Create via Save As (
	Sequence – Create via Save As (

	
	Sequence – Create via Save As with Raw Data (
	Sequence – Create via Save As with Raw Data (
	Sequence – Create via Save As with Raw Data (

	
	Sequence – Create from Injection Query Results (
	Sequence – Create from Injection Query Results (
	Sequence – Create from Injection Query Results (

	
	Sequence–Create from Worklist (
	Sequence–Create from Worklist (
	Sequence–Create from Worklist (

	
	Sequence – Modify (
	Sequence – Modify (
	Sequence – Modify (

	
	Sequence – Rename (
	Sequence – Rename (
	Sequence – Rename (

	
	Sequence – Rename with Raw Data (
	Sequence – Rename with Raw Data (
	Sequence – Rename with Raw Data (

	
	Sequence – Copy (
	Sequence – Copy (
	Sequence – Copy (

	
	Sequence – Move (
	Sequence – Move (
	Sequence – Move (

	
	Sequence – Delete (
	Sequence – Delete (
	Sequence – Delete (

	
	Sequence – Delete Read-Only Sequence (
	Sequence – Delete Read-Only Sequence (
	Sequence – Delete Read-Only Sequence (

	
	Sequence – Make Read-Only (
	Sequence – Make Read-Only (
	Sequence – Make Read-Only (

	
	Sequence –Remove Read-Only (
	Sequence –Remove Read-Only (
	Sequence –Remove Read-Only (

	
	Injection – Modify Finished or Interrupted (
	Injection – Modify Finished or Interrupted (
	Injection – Modify Finished or Interrupted (

	
	Injection – Delete Finished  (
	Injection – Delete Finished  (
	Injection – Delete Finished  (

	
	Injection – Lock (
	Injection – Lock (
	Injection – Lock (

	
	Injection – Unlock (
Manual Data Processing – Modify Peaks

Manual Data Processing – Delete Peak Modifications
	Injection – Unlock (
Manual Data Processing – Modify Peaks

Manual Data Processing – Delete Peak Modifications
	Injection – Unlock (
Manual Data Processing – Modify Peaks

Manual Data Processing – Delete Peak Modifications

	
	eWorkflow – Create (
	eWorkflow – Create (
	eWorkflow – Create (

	
	eWorkflow – Modify (
	eWorkflow – Modify (
	eWorkflow – Modify (

	
	eWorkflow – Rename (
	eWorkflow – Rename (
	eWorkflow – Rename (

	
	eWorkflow – Delete (
	eWorkflow – Delete (
	eWorkflow – Delete (

	
	eWorkflow – Send to File (
	eWorkflow – Send to File (
	eWorkflow – Send to File (

	
	eWorkflow – Import from File (
	eWorkflow – Import from File (
	eWorkflow – Import from File (

	
	Processing Method – Create (
	Processing Method – Create (
	Processing Method – Create (

	
	Processing Method – Delete (
	Processing Method – Delete (
	Processing Method – Delete (

	
	Processing Method – Modify (
	Processing Method – Modify (
	Processing Method – Modify (

	
	Processing Method – Copy (
	Processing Method – Copy (
	Processing Method – Copy (

	
	Processing Method – Move (
	Processing Method – Move (
	Processing Method – Move (

	
	Processing Method – Rename (
	Processing Method – Rename (
	Processing Method – Rename (

	
	Spectral Library – Create (
	Spectral Library – Create (
	Spectral Library – Create (

	
	Spectral Library – Delete (
	Spectral Library – Delete (
	Spectral Library – Delete (

	
	Spectral Library – Modify (
	Spectral Library – Modify (
	Spectral Library – Modify (

	
	Spectral Library – Copy (
	Spectral Library – Copy (
	Spectral Library – Copy (

	
	Spectral Library – Move (
	Spectral Library – Move (
	Spectral Library – Move (

	
	Spectral Library – Rename (
	Spectral Library – Rename (
	Spectral Library – Rename (

	
	Report Template – Create (
	Report Template – Create (
	Report Template – Create (

	
	Report Template – Delete (
	Report Template – Delete (
	Report Template – Delete (

	
	Report Template – Modify (
	Report Template – Modify (
	Report Template – Modify (

	
	Report Template – Rename (
	Report Template – Rename (
	Report Template – Rename (

	
	Report Template – Copy (
	Report Template – Copy (
	Report Template – Copy (

	
	Report Template – Move (
	Report Template – Move (
	Report Template – Move (

	
	Electronic Report – Create (
	Electronic Report – Create (
	Electronic Report – Create (

	
	Electronic Report – Delete (
	Electronic Report – Delete (
	Electronic Report – Delete (

	
	Electronic Report – Copy (
	Electronic Report – Copy (
	Electronic Report – Copy (

	
	Electronic Report – Move (
	Electronic Report – Move (
	Electronic Report – Move (

	
	View Settings – Create (
	View Settings – Create (
	View Settings – Create (

	
	View Settings – Delete (
	View Settings – Delete (
	View Settings – Delete (

	
	View Settings – Modify (
	View Settings – Modify (
	View Settings – Modify (

	
	View Settings – Rename (
	View Settings – Rename (
	View Settings – Rename (

	
	View Settings – Copy (
	View Settings – Copy (
	View Settings – Copy (

	
	View Settings – Move (
	View Settings – Move (
	View Settings – Move (

	
	Attachment – Add (
	Attachment – Add (
	Attachment – Add (

	
	Attachment – Rename (
	Attachment – Rename (
	Attachment – Rename (

	
	Attachment – Delete (
	Attachment – Delete (
	Attachment – Delete (

	
	Attachment – Copy (
	Attachment – Copy (
	Attachment – Copy (

	
	Attachment – Move  (
	Attachment – Move  (
	Attachment – Move  (

	
	Administration Global Policies – User Mode (
	Administration Global Policies – User Mode (
	Administration Global Policies – User Mode (

	
	Administration Global Policies – Host Name Resolution (
	Administration Global Policies – Host Name Resolution (
	Administration Global Policies – Host Name Resolution (

	
	Administration Global Policies – Multi-User Logon (
	Administration Global Policies – Multi-User Logon (
	Administration Global Policies – Multi-User Logon (

	
	Administration Global Policies – Injection Locking (
	Administration Global Policies – Injection Locking (
	Administration Global Policies – Injection Locking (

	
	Administration Global Policies – Remote Data Vaults (
	Administration Global Policies – Remote Data Vaults (
	Administration Global Policies – Remote Data Vaults (

	
	Administration Global Policies – Instrument Audit Trails (
	Administration Global Policies – Instrument Audit Trails (
	Administration Global Policies – Instrument Audit Trails (

	
	Administration Global Policies – Detection Algorithm Version (
	Administration Global Policies – Detection Algorithm Version (
	Administration Global Policies – Detection Algorithm Version (

	
	Administration Global Policies – User Templates Location (
	Administration Global Policies – User Templates Location (
	Administration Global Policies – User Templates Location (

	
	Administration Global Policies – Watermark (
	Administration Global Policies – Watermark (
	Administration Global Policies – Watermark (

	
	Administration Global Policies – UI Customization (
	Administration Global Policies – UI Customization (
	Administration Global Policies – UI Customization (

	
	Administration Global Policies – Privileged Actions (
	Administration Global Policies – Privileged Actions (
	Administration Global Policies – Privileged Actions (

	
	Administration Global Policies – Email Configuration (
	Administration Global Policies – Email Configuration (
	Administration Global Policies – Email Configuration (

	
	Administration Global Policies – Station Audit (
	Administration Global Policies – Station Audit (
	Administration Global Policies – Station Audit (

	
	Administration Global Policies – Raw Data (
	Administration Global Policies – Raw Data (
	Administration Global Policies – Raw Data (

	
	Administration User Policies – Client Locking (
	Administration User Policies – Client Locking (
	Administration User Policies – Client Locking (

	
	Administration User Policies – Logon User Name (
	Administration User Policies – Logon User Name (
	Administration User Policies – Logon User Name (

	
	Administration User Policies – LDAP Logon (
	Administration User Policies – LDAP Logon (
	Administration User Policies – LDAP Logon (

	
	Administration User Policies – Password Character Sets (
	Administration User Policies – Password Character Sets (
	Administration User Policies – Password Character Sets (

	
	Administration User Policies – Minimal Password Length (
	Administration User Policies – Minimal Password Length (
	Administration User Policies – Minimal Password Length (

	
	Administration User Policies – Password Attempts (
	Administration User Policies – Password Attempts (
	Administration User Policies – Password Attempts (

	
	Administration User Policies – Password History (
	Administration User Policies – Password History (
	Administration User Policies – Password History (

	
	Administration User Policies – Electronic Signature (
	Administration User Policies – Electronic Signature (
	Administration User Policies – Electronic Signature (

	
	Administration User Policies – Signature Programs (
Administration User Policies – Password Recovery (
	Administration User Policies – Signature Programs (
Administration User Policies – Password Recovery (
	Administration User Policies – Signature Programs (
Administration User Policies – Password Recovery (

	
	Administration Users – Create (
	Administration Users – Create (
	Administration Users – Create (

	
	Administration Users – Delete (
	Administration Users – Delete (
	Administration Users – Delete (

	
	Administration Users – Retire (
	Administration Users – Retire (
	Administration Users – Retire (

	
	Administration Users – Reactivate (
	Administration Users – Reactivate (
	Administration Users – Reactivate (

	
	Administration Users – Modify (
	Administration Users – Modify (
	Administration Users – Modify (

	
	Administration User Access Groups – Create (
	Administration User Access Groups – Create (
	Administration User Access Groups – Create (

	
	Administration User Access Groups – Delete (
	Administration User Access Groups – Delete (
	Administration User Access Groups – Delete (

	
	Administration User Access Groups – Modify (
	Administration User Access Groups – Modify (
	Administration User Access Groups – Modify (

	
	Administration User Roles – Create (
	Administration User Roles – Create (
	Administration User Roles – Create (

	
	Administration User Roles – Delete (
	Administration User Roles – Delete (
	Administration User Roles – Delete (

	
	Administration User Roles – Modify (
	Administration User Roles – Modify (
	Administration User Roles – Modify (

	
	Administration eWorkflow Tags – Create (
	Administration eWorkflow Tags – Create (
	Administration eWorkflow Tags – Create (

	
	Administration eWorkflow Tags – Delete (
	Administration eWorkflow Tags – Delete (
	Administration eWorkflow Tags – Delete (

	
	Administration Domain Resources – Remove Data Vault Service (
	Administration Domain Resources – Remove Data Vault Service (
	Administration Domain Resources – Remove Data Vault Service (

	
	Administration Domain Resources – Remove Data Vault (
	Administration Domain Resources – Remove Data Vault (
	Administration Domain Resources – Remove Data Vault (

	
	Administration Domain Resources – Remove Instrument Controller (
	Administration Domain Resources – Remove Instrument Controller (
	Administration Domain Resources – Remove Instrument Controller (

	
	Administration Domain Resources – Remove Instrument (
	Administration Domain Resources – Remove Instrument (
	Administration Domain Resources – Remove Instrument (

	
	Administration Domain Resources – Remove Chromeleon Console (
	Administration Domain Resources – Remove Chromeleon Console (
	Administration Domain Resources – Remove Chromeleon Console (

	
	Requires Comment:
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	Instrument Audit Trail – Rename(
	Instrument Audit Trail – Rename(
	Instrument Audit Trail – Rename(
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	Data Vault – Rename (
	Data Vault – Rename (
	Data Vault – Rename (
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	Data Vault – Modify Security Settings (
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	Data Vault – Modify Custom Variables (
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	Data Vault – Configure (
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	Folder – Delete (

	
	Folder – Rename (
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	Folder – Remove Read-Only (
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	Query – Create (
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	Sequence – Create via Wizard (
	Sequence – Create via Wizard (
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	Sequence – Create via eWorkflow (
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	Sequence – Create via Save As (
	Sequence – Create via Save As (
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	Sequence – Create via Save As with Raw Data (
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	Sequence – Delete Read-Only Sequence (
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	Sequence – Make Read-Only (
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	Sequence – Remove Read-Only(
	Sequence – Remove Read-Only(
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	Injection – Modify Finished or Interrupted (
	Injection – Modify Finished or Interrupted (
	Injection – Modify Finished or Interrupted (

	
	Injection – Delete Finished (
	Injection – Delete Finished (
	Injection – Delete Finished (
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	Injection – Lock (
	Injection – Lock (

	
	Injection – Unlock (
Manual Data Processing – Modify Peaks

Manual Data Processing – Delete Peak Modifications
	Injection – Unlock (
Manual Data Processing – Modify Peaks

Manual Data Processing – Delete Peak Modifications
	Injection – Unlock (
Manual Data Processing – Modify Peaks

Manual Data Processing – Delete Peak Modifications

	
	eWorkflow – Create (
	eWorkflow – Create (
	eWorkflow – Create (

	
	eWorkflow – Modify (
	eWorkflow – Modify (
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	eWorkflow – Rename (
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	eWorkflow – Send to File (
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	Processing Method – Create (
	Processing Method – Create (
	Processing Method – Create (
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	Spectral Library – Rename (
	Spectral Library – Rename (
	Spectral Library – Rename (
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	Report Template – Delete (
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	Electronic Report – Create (
	Electronic Report – Create (
	Electronic Report – Create (
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	Electronic Report – Delete (
	Electronic Report – Delete (

	
	Electronic Report – Copy (
	Electronic Report – Copy (
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	View Settings – Create (
	View Settings – Create (
	View Settings – Create (
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	View Settings – Rename (
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	Attachment – Copy (
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	Administration Global Policies – User Mode (
	Administration Global Policies – User Mode (
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	Administration Global Policies – Instrument Audit Trails (
	Administration Global Policies – Instrument Audit Trails (

	
	Administration Global Policies – Detection Algorithm Version (
	Administration Global Policies – Detection Algorithm Version (
	Administration Global Policies – Detection Algorithm Version (

	
	Administration Global Policies – User Templates Location (
	Administration Global Policies – User Templates Location (
	Administration Global Policies – User Templates Location (

	
	Administration Global Policies – Watermark (
	Administration Global Policies – Watermark (
	Administration Global Policies – Watermark (

	
	Administration Global Policies – UI Customization (
	Administration Global Policies – UI Customization (
	Administration Global Policies – UI Customization (

	
	Administration Global Policies – Privileged Actions (
	Administration Global Policies – Privileged Actions (
	Administration Global Policies – Privileged Actions (

	
	Administration Global Policies – Email Configuration (
	Administration Global Policies – Email Configuration (
	Administration Global Policies – Email Configuration (

	
	Administration Global Policies – Station Audit (
	Administration Global Policies – Station Audit (
	Administration Global Policies – Station Audit (

	
	Administration Global Policies – Raw Data (
	Administration Global Policies – Raw Data (
	Administration Global Policies – Raw Data (
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	Administration User Policies – Logon User Name (
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	Administration User Roles – Create (
	Administration User Roles – Create (
	Administration User Roles – Create (
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	Default Comment:

(optional) Type a default comment or click the arrow to select a default comment for each privileged action.

Action

Default Comment


	Default Comment:

(optional) Type a default comment or click the arrow to select a default comment for each privileged action.

Action

Default Comment


	Default Comment:

(optional) Type a default comment or click the arrow to select a default comment for each privileged action.

Action

Default Comment



	
	Select All:

Click to require authorization and comments for all actions. (
	Select All:

Click to require authorization and comments for all actions. (
	Select All:

Click to require authorization and comments for all actions. (

	
	None:

Click to remove authorization and comments for all actions. (
	None:

Click to remove authorization and comments for all actions. (
	None:

Click to remove authorization and comments for all actions. (

	Email Configuration
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Select one or more recipients to be notified by email when a user account is locked. To separate email addresses, use a semi-colon (;).
Recipient(s):


	Select one or more recipients to be notified by email when a user account is locked. To separate email addresses, use a semi-colon (;).
Recipient(s):


	Select one or more recipients to be notified by email when a user account is locked. To separate email addresses, use a semi-colon (;).
Recipient(s):



	
	Enter the email address of the sender.
Sender:



	Enter the email address of the sender.
Sender:



	Enter the email address of the sender.
Sender:




	
	Enter the mail server address.

Mail Server Address:

	Enter the mail server address.

Mail Server Address:

	Enter the mail server address.

Mail Server Address:


	
	Click this check box to use TSL/SSL when connecting to the mail server.
( Enable TLS/SSL connection
	Click this check box to use TSL/SSL when connecting to the mail server.
( Enable TLS/SSL connection
	Click this check box to use TSL/SSL when connecting to the mail server.
( Enable TLS/SSL connection

	
	Enter the port number of the mail server you want to connect to.
Port Number:


	Enter the port number of the mail server you want to connect to.
Port Number:


	Enter the port number of the mail server you want to connect to.
Port Number:



	
	Enable the check box to use the credentials of the currently logged on user for sender authentication on the mail server. 

Disable the check box if you want to use a different user than the currently logged on Windows user for sender authentication. Enter the email address of the Authentication User and the Authentication Password.

( Authenticate on SMTP Server using logged on User credentials
	Enable the check box to use the credentials of the currently logged on user for sender authentication on the mail server. 

Disable the check box if you want to use a different user than the currently logged on Windows user for sender authentication. Enter the email address of the Authentication User and the Authentication Password.

( Authenticate on SMTP Server using logged on User credentials
	Enable the check box to use the credentials of the currently logged on user for sender authentication on the mail server. 

Disable the check box if you want to use a different user than the currently logged on Windows user for sender authentication. Enter the email address of the Authentication User and the Authentication Password.

( Authenticate on SMTP Server using logged on User credentials

	
	If you want to test the configured email notification, click the Test Configuration button. A test email is sent to the recipient(s):

· Email subject: "Email Configuration Test"

· Message body: "This is an Email Configuration Test email."

( Test Configuration
	If you want to test the configured email notification, click the Test Configuration button. A test email is sent to the recipient(s):

· Email subject: "Email Configuration Test"

· Message body: "This is an Email Configuration Test email."

( Test Configuration
	If you want to test the configured email notification, click the Test Configuration button. A test email is sent to the recipient(s):

· Email subject: "Email Configuration Test"

· Message body: "This is an Email Configuration Test email."

( Test Configuration

	Station Audit
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Enable Station Audit
	( Enable Station Audit
	( Enable Station Audit

	Raw Data
	( Enable Raw Data Verification
	( Enable Raw Data Verification
	( Enable Raw Data Verification

	Comments:

 








      ( N.A.




3 User Database Policies

Specify the user database policies required for this project. 
Tip: Changes to the user management are logged in the User Management audit trail. 
Note: To enable the option Allow separate policy settings for Organizational Units, you must have selected the Enable Organizational Units check box. Save any policy changes in order to enable settings.
	Policies
	Settings
	Notes

	Client Locking


	( Allow separate policy settings for Organizational Units

	
	Inactivity timeout:

( Lock any client station that waits for ________ minutes without receiving user input.
	Select this option to automatically lock the Chromeleon client if there has been no user input (for example, the mouse is not used and no keys are pressed) for a specified time. Locking the client prevents user input, but does not affect automated operations.

Type or select the number of minutes of inactivity allowed before the client is locked in the box.

When the specified time has elapsed, the client is locked and the Unlock Client dialog box is displayed. The dialog box remains on-screen until the client is unlocked, using the dialog box controls.

	Logon User Name


	( Allow separate policy settings for Organizational Units

	
	( Blank
	The box for the user name is blank for each logon.

	
	( Most recent user
	The box for the user name contains the user name of the last logged on user

	
	( Windows user name
	The box for the user name contains the user name of the currently logged on Windows user but the user name may be changed

	
	( Force Windows user name
	The box for the user name contains the user name of the currently logged on Windows user and the user name cannot be changed

	LDAP Logon


	( Allow separate policy settings for Organizational Units

	
	LDAP logon settings

( Delegate logon password verification to the operating system

Domain/Domain Controller:


















( Allow silent logon with current Windows user name and password.
	You may enter multiple domains or domain controllers separated by a semicolon or new line.

When passing the logon and signature password verification to the operating system, it is not possible to change the passwords in Chromeleon. Further, the password expiry times are not controlled by Chromeleon User Management and the “user must change password on next logon” settings are ignored.
If the check box is selected, the user who is logged on to the Windows operating system is automatically logged on to Chromeleon (no separate logon is required). The prerequisite is that the user must be found in the Chromeleon user database.
Note: Silent logon only works for computers that are part of the same Windows domain. Users who are not part of the same Windows domain must log on separately. 

	
	Exclude users from LDAP authentication
( Exclude users
	A mixed environment of LDAP and non-LDAP users is possible. Click the Exclude users button to exclude users from LDAP authentication. If LDAP logon is enabled, excluded users will use a separate Chromeleon logon and signature password.

	Password Character Sets


	( Allow separate policy settings for Organizational Units

	
	Enforce at least: ________ of the following character sets for new passwords:

( Lower case letters (a…z)

( Numbers (0…9)

( Upper case letters (A…Z)

( Other characters
	Set a minimum length for passwords. Type or select the minimum number of characters in the box.

Determine the number of unique recent passwords a user must use before an old password can be reused. It can be set between 0 and 20; if set to 0, then enforce password history is disabled.

Set requirement for passwords to contain a defined number of characters (ranging from 0 to 4) from categories.

	Minimal Password Length


	( Allow separate policy settings for Organizational Units

	
	Minimum password length: ________
	Set a minimum length for passwords. Type or select the minimum number of characters in the box.

	Password Attempts


	( Allow separate policy settings for Organizational Units

	
	( Lock user’s account or signature permission, if corresponding password is not entered correctly

Maximum password attempts allowed: ________


	Sets a limit for logon and signature retries. If this check box is selected, the user's account or signature permission will be locked if the number of times a wrong password or wrong signature password was entered equals the retry limit. Specify the number of allowed logon attempts in the Maximum password attempts allowed box.

	
	( Send email notification when a user account is locked.
	Select this check box to notify the administrator by email if a user account is locked.

	
	( Send email notification when a user signature password is locked
	Select this check box to notify the administrator by email if the signature password of a user account is locked.

	Password History


	( Allow separate policy settings for Organizational Units

	
	Number of recent passwords, that cannot be used again: ________
	Determine the number of unique recent passwords a user must use before an old password can be reused. It can be set between 0 and 20; if set to 0, enforce password history is disabled.

	Electronic Signature


	( Allow separate policy settings for Organizational Units

	
	( Submitter and Reviewer must be different
	The person who reviews the electronic report must not be the same person who submitted the electronic report.

	
	( Submitter and Approver must be different
	The person who approves the electronic report must not be the same person who submitted the electronic report.

	
	( Reviewer and Approver must be different
	The person who approves the electronic report must not be the same person who reviewed the electronic report

	
	( Removing a signature requires the signature password
	Users are prompted to enter their password before they can undo a submit, review, or approval operation.

	Signature Programs
	( Allow separate policy settings for Organizational Units

	
	Submit

Program file:




Parameter:



	For each signature action in Chromeleon a program file can be associated that will be executed by the console, after all other actions of a signature action have been successfully finished. At this stage parameters can also be defined that will be evaluated in the context of the sequence. The parameters may contain report variables associated with Sequence, General and Global Functions categories.

	
	Review

Program file:




Parameter:



	

	
	Approve

Program file:




Parameter:



	

	
	Remove Signature

Program file:




Parameter:



	

	Administrator Password Recovery

	Only available for the <Global> organizational unit.

	
	( Enable
	

	
	( Disable
	

	
	( Disable permanently
	


3.1 User Database Policies of Organizational Units

Use the following table to define the User Database policies for your organization units (specified in Chapter 4). If you want to provide User Database policies for more than three organizational units, copy the table to add the required number of organizational units.

	
	Organizational Unit (OU)

	Policies
	Enter name or ID of OU
	Enter name or ID of OU
	Enter name or ID of OU

	Further Authentication
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Enforce authentication for the following commands:

( Lock Injection(s)

( Unlock Injection(s)
	Enforce authentication for the following commands:

( Lock Injection(s)

( Unlock Injection(s)
	Enforce authentication for the following commands:

( Lock Injection(s)

( Unlock Injection(s)

	Client Locking


	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Inactivity timeout:

( Lock any client station that waits for ________ minutes without receiving user input.
	Inactivity timeout:

( Lock any client station that waits for ________ minutes without receiving user input.
	Inactivity timeout:

( Lock any client station that waits for ________ minutes without receiving user input.

	Logon User Name


	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Blank
	( Blank
	( Blank

	
	( Most recent user
	( Most recent user
	( Most recent user

	
	( Windows user name
	( Windows user name
	( Windows user name

	
	( Force Windows user name
	( Force Windows user name
	( Force Windows user name

	LDAP Logon


	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	LDAP logon settings

( Delegate logon password verification to the operating system

Domain/Domain Controller(s) to be used:

( Allow silent logon with current Windows user name and password.
	LDAP logon settings

( Delegate logon password verification to the operating system

Domain(s) to be used:

( Allow silent logon with current Windows user name and password.
	LDAP logon settings

( Delegate logon password verification to the operating system

Domain(s) to be used:

( Allow silent logon with current Windows user name and password.

	Password Character Sets

Password Attempts

Password History


	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Enforce at least: ________ of the following character sets for new passwords:

( Lower case letters (a…z)

( Numbers (0…9)

( Upper case letters (A…Z)

( Other characters
	Enforce at least: ________ of the following character sets for new passwords:

( Lower case letters (a…z)

( Numbers (0…9)

( Upper case letters (A…Z)

( Other characters
	Enforce at least: ________ of the following character sets for new passwords:

( Lower case letters (a…z)

( Numbers (0…9)

( Upper case letters (A…Z)

( Other characters

	Minimal Password Length


	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Report Templates:




Report Tables:



Plots:




Result Charts:



	Report Templates:




Report Tables:



Plots:




Result Charts:



	Report Templates:




Report Tables:



Plots:




Result Charts:




	Password Attempts
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Lock user’s account or signature permission, if corresponding password is not entered correctly

Maximum password attempts allowed: ________
	( Lock user’s account or signature permission, if corresponding password is not entered correctly

Maximum password attempts allowed: ________
	( Lock user’s account or signature permission, if corresponding password is not entered correctly

Maximum password attempts allowed: ________

	Password History
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Number of recent passwords, that cannot be used again: ________
	Number of recent passwords, that cannot be used again: ________
	Number of recent passwords, that cannot be used again: ________

	
	Select this check box to notify the administrator by email if a user account is locked.
( Send email notification when a User account is locked
	Select this check box to notify the administrator by email if a user account is locked.
( Send email notification when a User account is locked
	Select this check box to notify the administrator by email if a user account is locked.
( Send email notification when a User account is locked

	
	Select this check box to notify the administrator by email if the signature password of a user account is locked.
( Send email notification when a User signature password is locked
	Select this check box to notify the administrator by email if the signature password of a user account is locked.
( Send email notification when a User signature password is locked
	Select this check box to notify the administrator by email if the signature password of a user account is locked.
( Send email notification when a User signature password is locked

	Electronic Signature
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	( Submitter and Reviewer must be different
	( Submitter and Reviewer must be different
	( Submitter and Reviewer must be different

	
	( Submitter and Approver must be different
	( Submitter and Approver must be different
	( Submitter and Approver must be different

	
	( Reviewer and Approver must be different
	( Reviewer and Approver must be different
	( Reviewer and Approver must be different

	
	( Removing a signature requires the signature password
	( Removing a signature requires the signature password
	( Removing a signature requires the signature password

	Signature Programs
	( Use <Global> settings
	( Use <Global> settings
	( Use <Global> settings

	
	Submit

Program file:



Parameter:


	Submit

Program file:



Parameter:


	Submit

Program file:



Parameter:



	
	Review

Program file:



Parameter:


	Review

Program file:



Parameter:


	Review

Program file:



Parameter:



	
	Approve

Program file:



Parameter:


	Approve

Program file:



Parameter:


	Approve

Program file:



Parameter:



	
	Remove Signature

Program file:



Parameter:


	Remove Signature

Program file:



Parameter:


	Remove Signature

Program file:



Parameter:



	Comments:

 








      ( N.A.




4 Organizational Units

Tip: Changes to the following settings are logged in the Organizational Unit Summary audit trail.

- User management

- Global policies 

- eWorkflow tags

- Logon events

- Instrument configuration

- Data vault management

- Station

An organizational unit is a resource group within a Chromeleon domain. Data objects, such as instrument controllers, data vaults, or users can be grouped into units to make their management easier. In the Chromeleon Administration Console, administrators can create organizational units to which they can add Chromeleon users, access groups, and roles.

Specify the organizational units required for this project.
	ID
	Organizational Unit Name
	Comments

	OU0
	Global

	Default Super Administrator organizational unit

	OU1
	
	

	OU2
	
	

	OU3
	
	

	OU4
	
	

	OU5
	
	

	OU6
	
	

	OU7
	
	

	OU8
	
	

	OU9
	
	

	OU10
	
	


5 eWorkflow Tags

Tip: Changes to eWorkflow tags settings are logged in the eWorkflow Tags audit trail. 
Specify the eWorkflow tags required for this project. The eWorkflow tags facilitate easy access to eWorkflows or filter/group the list of eWorkflows.

	ID
	Tag Name
	Comments

	EWF1
	
	

	EWF2
	
	

	EWF3
	
	

	EWF4
	
	

	EWF5
	
	

	EWF6
	
	

	EWF7
	
	

	EWF8
	
	

	EWF9
	
	

	EWF10
	
	


6 Roles
Specify the roles required for this project. A role is a collection of user privileges. Users can be a member of several roles. Also specify any associated organizational units, whether a role is selectable when logging in and any association with special access groups.
	ID
	Role Name
	Logon Role
	Special Access Groups
	Organizational Units
	Comments

	R1
	
	(
	
	
	

	R2
	
	(
	
	
	

	R3
	
	(
	
	
	

	R4
	
	(
	
	
	

	R5
	
	(
	
	
	

	R6
	
	(
	
	
	

	R7
	
	(
	
	
	

	R8
	
	(
	
	
	

	R9
	
	(
	
	
	

	R10
	
	(
	
	
	


6.1 Privileges

Specify privileges for each role as required for this project.

6.1.1 Instrument Configuration

	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Modify Instrument Controller Security Settings:
Modify security settings of an instrument controller.
	
	
	
	
	
	
	
	
	
	

	Modify Instrument Security Settings:
Modify security settings of an instrument.
	
	
	
	
	
	
	
	
	
	

	Modify Instrument Configuration:
Add, remove and configure devices of an instrument.
	
	
	
	
	
	
	
	
	
	


6.1.2 ePanel

	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create ePanel:
Create new ePanels and save existing ePanels under new names.
	
	
	
	
	
	
	
	
	
	

	Delete ePanel:
Delete or overwrite ePanels.
	
	
	
	
	
	
	
	
	
	

	Design ePanel:
Design ePanels.
	
	
	
	
	
	
	
	
	
	

	Add ePanel:
Add an ePanel to the ePanel set.
	
	
	
	
	
	
	
	
	
	

	Export ePanel:
Export an ePanel to an ePanel file.
	
	
	
	
	
	
	
	
	
	

	Import ePanel:
Import an ePanel from an ePanel file.
	
	
	
	
	
	
	
	
	
	


6.1.3 Instrument Method
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Instrument Method:
Create new Instrument Methods and save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Delete Instrument Method:
Delete or overwrite Instrument Methods.
	
	
	
	
	
	
	
	
	
	

	Modify Instrument Method:
Modify Instrument Methods (device views).
	
	
	
	
	
	
	
	
	
	

	Modify Instrument Method Script:
Use Instrument Method script editor.
	
	
	
	
	
	
	
	
	
	

	Copy Instrument Method:
Copy Instrument Methods
	
	
	
	
	
	
	
	
	
	

	Move Instrument Method:
Move Instrument Methods
	
	
	
	
	
	
	
	
	
	

	Rename Instrument Method:
Rename Instrument Methods.
	
	
	
	
	
	
	
	
	
	


6.1.4 Daily Instrument Audit Trails
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Copy Instrument Audit Trail:
Copy daily instrument audit trails.
	
	
	
	
	
	
	
	
	
	

	Move Instrument Audit Trail:
Move daily instrument audit trails.
	
	
	
	
	
	
	
	
	
	

	Delete Instrument Audit Trail:
Delete or overwrite daily instrument audit trails.
	
	
	
	
	
	
	
	
	
	

	Rename Instrument Audit Trail:
Rename daily instrument audit trails.
	
	
	
	
	
	
	
	
	
	


6.1.5 Instrument Control
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Control Instrument:
Execute control commands for direct control of instruments.
	
	
	
	
	
	
	
	
	
	

	Take Over Instrument Control:
Enforce taking over control of an instrument that is currently controlled by another user.
	
	
	
	
	
	
	
	
	
	

	Control Queue:
Modify the queue (add, move or remove sequences), start or stop the queue.
	
	
	
	
	
	
	
	
	
	

	Control Instrument While Queue Is Running:
Execute control commands for direct control of instruments while queue is running.
	
	
	
	
	
	
	
	
	
	

	Change Performance Limit:
Change warning limits and absolute limits for device/module counters.
	
	
	
	
	
	
	
	
	
	

	Change Qualification Interval:
Change warning limits and absolute limits for qualification intervals.
	
	
	
	
	
	
	
	
	
	

	Override Qualification:
Ignore limits for qualification to continue operation of the device/module when qualification is due.
	
	
	
	
	
	
	
	
	
	

	Approve Qualification:
Approve qualification.
	
	
	
	
	
	
	
	
	
	

	Ad-hoc Injections: 

Injections outside a sequence, e.g. by ePanel command.
	
	
	
	
	
	
	
	
	
	


6.1.6 Data Vault Basics
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Data Vault:
Create new Data Vaults.
	
	
	
	
	
	
	
	
	
	

	Mount/Dismount Data Vault:
Mount or dismount existing Data Vaults.
	
	
	
	
	
	
	
	
	
	

	Rename Data Vault: 

Rename Data Vaults.
	
	
	
	
	
	
	
	
	
	

	Modify Versioning Mode:
Enable or disable versioning, data audit trail and privilege.
	
	
	
	
	
	
	
	
	
	

	Modify Security Settings:
Modify the access and privileges for the Data Vault.
	
	
	
	
	
	
	
	
	
	

	Modify List of Custom Variables: 

Modify custom variables of the Data Vault.
	
	
	
	
	
	
	
	
	
	

	Restore Versions:
Restore previous versions of data items.
	
	
	
	
	
	
	
	
	
	

	Modify List of Custom Formulas:

Modify custom formula templates of the Data Vault.
	
	
	
	
	
	
	
	
	
	


6.1.7 Folders
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Folder:
Create Folders.
	
	
	
	
	
	
	
	
	
	

	Delete Folder:
Delete Folders.
	
	
	
	
	
	
	
	
	
	

	Rename Folder:
Rename Folders.
	
	
	
	
	
	
	
	
	
	

	Copy Folder:
Copy Folders.
	
	
	
	
	
	
	
	
	
	

	Move Folder:
Move Folders.
	
	
	
	
	
	
	
	
	
	

	Make Folder Read-Only:
Make folders Read-Only (including the data vault root folder).
	
	
	
	
	
	
	
	
	
	

	Remove Folder Read-Only:
Remove folders Read-Only (including the data vault root folder).
	
	
	
	
	
	
	
	
	
	

	Modify Folder Security Settings:
Modify the access and privileges for a folder.
	
	
	
	
	
	
	
	
	
	


6.1.8 Queries
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Query:
Create new queries and save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Delete Query:
Delete or overwrite queries.
	
	
	
	
	
	
	
	
	
	

	Modify Query:
Modify queries.
	
	
	
	
	
	
	
	
	
	

	Copy Query:
Copy queries.
	
	
	
	
	
	
	
	
	
	

	Move Query:
Move queries.
	
	
	
	
	
	
	
	
	
	

	Execute Query:
Execute queries.
	
	
	
	
	
	
	
	
	
	

	Rename Query:
Rename queries.
	
	
	
	
	
	
	
	
	
	


6.1.9 Sequences
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Sequence:
Create sequences and save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Create Sequence via Wizard:
Create new sequences using the wizard.
	
	
	
	
	
	
	
	
	
	

	Create Sequence via eWorkflows:
Create new sequences using eWorkflows.
	
	
	
	
	
	
	
	
	
	

	Create Sequence via Save As

Create new seqeuences using Save As.
	
	
	
	
	
	
	
	
	
	

	Create Sequence via Save As with Raw Data

Create new sequences using Save As, including Raw Data.
	
	
	
	
	
	
	
	
	
	

	Create Sequence from Worklist:
Create new sequences by importing LIMS worklists.
	
	
	
	
	
	
	
	
	
	

	Modify Sequence:
Modify existing sequences (but not rename them).
	
	
	
	
	
	
	
	
	
	

	Rename Sequence:
Rename existing sequences.
	
	
	
	
	
	
	
	
	
	

	Rename Sequence with Raw Data:
Rename existing sequences that contain raw data.
	
	
	
	
	
	
	
	
	
	

	Copy Sequence:
Copy sequences.
	
	
	
	
	
	
	
	
	
	

	Move Sequence:
Move sequences.
	
	
	
	
	
	
	
	
	
	

	Delete Sequence:
Delete or overwrite sequences, including the respective raw data and audit trails.
	
	
	
	
	
	
	
	
	
	

	Delete Read-Only Sequence:
Delete Read-Only sequences.
	
	
	
	
	
	
	
	
	
	

	Make Sequence Read-Only:
Make sequences Read-Only.
	
	
	
	
	
	
	
	
	
	

	Remove Sequence Read-Only:
Remove sequences Read-Only.
	
	
	
	
	
	
	
	
	
	

	Manage Sequence Variables:
Change the column assignment in the sequence and/or define Sequence Report Columns or add new ones (also font, decimal places, etc.). Includes custom variables.
	
	
	
	
	
	
	
	
	
	


6.1.10 Injections
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Copy Injection:
Copy individual injections including data.
	
	
	
	
	
	
	
	
	
	

	Add New Injection:
Add new injections to a sequence at the end or between injections that have not run yet.
	
	
	
	
	
	
	
	
	
	

	Insert New Injection Between Finished Or Interrupted Injections:
Insert new injections into a sequence between finished or interrupted injections.
	
	
	
	
	
	
	
	
	
	

	Modify Finished Or Interrupted Injections:
Modify fields of finished or interrupted injections.
	
	
	
	
	
	
	
	
	
	

	Modify Status of Already Finished Or Interrupted Injections:
Modify status of finished or interrupted injections back to idle.

[image: image1.png]


 Caution: Resetting the status back to idle will delete any existing raw data.
	
	
	
	
	
	
	
	
	
	

	Delete Finished Or Interrupted Injections:
Delete finished or interrupted injections including the respective raw data and audit trails.
	
	
	
	
	
	
	
	
	
	

	Delete Individual Channel/Audit Trail:
Delete or overwrite raw data channel/audit trails for all injections of a complete sequence.
	
	
	
	
	
	
	
	
	
	

	Lock Injections:
Lock injections.
	
	
	
	
	
	
	
	
	
	

	Unlock Injections:
Unlock injections.
	
	
	
	
	
	
	
	
	
	


6.1.11 eWorkflow
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create eWorkflow: 
Create new eWorkflow or save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Modify eWorkflow:
Modify eWorkflows.
	
	
	
	
	
	
	
	
	
	

	Rename eWorkflow:
Rename eWorkflows.
	
	
	
	
	
	
	
	
	
	

	Delete eWorkflow:
Delete eWorkflows.
	
	
	
	
	
	
	
	
	
	

	Run eWorkflow ‘Approved’:

Start an eWorkflow in state ‘Approved’.
	
	
	
	
	
	
	
	
	
	

	Run eWorkflow ‘In Development’:

Start an eWorkflow in state ‘In Development’.
	
	
	
	
	
	
	
	
	
	

	Run eWorkflow ‘Ready’:

Start an eWorkflow in state ‘Ready’.
	
	
	
	
	
	
	
	
	
	

	Run eWorkflow ‘Retired’:
Start an eWorkflow in state ‘Retired’.
	
	
	
	
	
	
	
	
	
	

	Send eWorkflow To File:
Send an eWorkflow to a file.
	
	
	
	
	
	
	
	
	
	

	Import eWorkflow From File:
Import an eWorkflow from a file.
	
	
	
	
	
	
	
	
	
	

	Override Access Control:

Override access control when running an eWorkflow.
	
	
	
	
	
	
	
	
	
	


6.1.12 Manual Data Processing
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Modify Peaks:
Manually modify the peak integration and identification.
	
	
	
	
	
	
	
	
	
	

	Delete Peak Modifications:
Delete manual peak integration and identification.
	
	
	
	
	
	
	
	
	
	


6.1.13 Processing Methods
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Processing Method:
Create new Processing Methods and save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Delete Processing Method:
Delete or overwrite Processing Methods.
	
	
	
	
	
	
	
	
	
	

	Modify Processing Method:
Modify Processing Methods.
	
	
	
	
	
	
	
	
	
	

	Copy Processing Method:
Copy Processing Methods.
	
	
	
	
	
	
	
	
	
	

	Move Processing Method:
Move Processing Methods.
	
	
	
	
	
	
	
	
	
	

	Rename Processing Method:
Rename Processing Methods.
	
	
	
	
	
	
	
	
	
	

	Manage Component Variables:
Manage component variables and column layout of different tables within Processing Methods.
	
	
	
	
	
	
	
	
	
	

	Update Detection Algorithm Version:

Update detection algorithm version.
	
	
	
	
	
	
	
	
	
	


6.1.14 Spectral Libraries
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Spectral Library:
Create new spectral libraries and save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Delete Spectral Library:
Delete or overwrite spectral libraries.
	
	
	
	
	
	
	
	
	
	

	Modify Spectral Library:
Modify spectral libraries.
	
	
	
	
	
	
	
	
	
	

	Copy Spectral Library:
Copy spectral libraries.
	
	
	
	
	
	
	
	
	
	

	Move Spectral Library:
Move spectral libraries.
	
	
	
	
	
	
	
	
	
	

	Rename Spectral Library:
Rename spectral libraries.
	
	
	
	
	
	
	
	
	
	

	Add Spectrum:
Add spectra to spectral libraries.
	
	
	
	
	
	
	
	
	
	

	Delete Spectrum:
Delete spectra from spectral libraries.
	
	
	
	
	
	
	
	
	
	


6.1.15 Report Templates
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Report Template:
Create new report templates and save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Delete Report Template:
Delete or overwrite report templates.
	
	
	
	
	
	
	
	
	
	

	Modify Report Template:
Modify report templates.
	
	
	
	
	
	
	
	
	
	

	Rename Report Template:
Rename report templates.
	
	
	
	
	
	
	
	
	
	

	Copy Report Template:
Copy report templates.
	
	
	
	
	
	
	
	
	
	

	Move Report Template:
Move report templates.
	
	
	
	
	
	
	
	
	
	

	Protect Report Template: 

Lock areas/sheets in report templates.
	
	
	
	
	
	
	
	
	
	

	Unprotect Report Template:
Unlock areas/sheets in report templates.
	
	
	
	
	
	
	
	
	
	


6.1.16 Electronic Report
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create Electronic Report:

Create Electronic Reports. 
	
	
	
	
	
	
	
	
	
	

	Delete Electronic Report:

Delete Electronic Reports.
	
	
	
	
	
	
	
	
	
	

	Copy Electronic Report:

Copy Electronic Reports.
	
	
	
	
	
	
	
	
	
	

	Move Electronic Report:

Move Electronic Reports.
	
	
	
	
	
	
	
	
	
	

	Print Electronic Report:

Print Electronic Reports.
	
	
	
	
	
	
	
	
	
	

	Export Electronic Report:

Export Electronic Reports.
	
	
	
	
	
	
	
	
	
	


6.1.17 Reporting
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Print Results:
Print results based on report templates.
	
	
	
	
	
	
	
	
	
	

	Export PDF:
Export to PDF format.
	
	
	
	
	
	
	
	
	
	

	Export XLS:
Export to Excel format.
	
	
	
	
	
	
	
	
	
	

	Export Text:
Export to text format.
	
	
	
	
	
	
	
	
	
	

	Export AnDI:

Export to Analytical Data Interchange (AnDI) format.
	
	
	
	
	
	
	
	
	
	

	Export GAML:

Export to GAML format.
	
	
	
	
	
	
	
	
	
	

	Export Raw File:

Export to raw file format.
	
	
	
	
	
	
	
	
	
	

	Print or Export Unsaved Data:
Print or export unsaved data. Without this privilege, all changes must be saved prior to printing or exporting. The privilege allows for printing or importing results that have no associated data audit trail.
	
	
	
	
	
	
	
	
	
	

	Call External Program:
Call external program after print or export.
	
	
	
	
	
	
	
	
	
	

	Modify Default Print Settings:
Modify print settings in report templates.
	
	
	
	
	
	
	
	
	
	

	Modify Default Export Settings:
Modify export settings in report templates.
	
	
	
	
	
	
	
	
	
	

	Allow Formula Customization:

Allow customization of formulas.
	
	
	
	
	
	
	
	
	
	

	Modify Custom Formulas:

Modify custom formula instances.
	
	
	
	
	
	
	
	
	
	


6.1.18 View Settings
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Create View Settings:
Create new view settings and save existing ones under new names.
	
	
	
	
	
	
	
	
	
	

	Delete View Settings:
Delete or overwrite view settings.
	
	
	
	
	
	
	
	
	
	

	Modify View Settings:
Modify view settings.
	
	
	
	
	
	
	
	
	
	

	Rename View Settings:
Rename view settings.
	
	
	
	
	
	
	
	
	
	

	Copy View Settings:
Copy view settings.
	
	
	
	
	
	
	
	
	
	

	Move View Settings:
Move view settings.
	
	
	
	
	
	
	
	
	
	


6.1.19 Electronic Signature
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Sign as Submitter:
Submit results.
	
	
	
	
	
	
	
	
	
	

	Sign as Reviewer:

Review results.
	
	
	
	
	
	
	
	
	
	

	Sign as Approver:

Approve results.
	
	
	
	
	
	
	
	
	
	

	Remove Signature when Submitted:
Remove electronic signature of submitted results.
	
	
	
	
	
	
	
	
	
	

	Remove Signature when Reviewed:

Remove electronic signature of reviewed results.
	
	
	
	
	
	
	
	
	
	

	Remove Signature when Approved:

Remove electronic signature of approved results.
	
	
	
	
	
	
	
	
	
	

	Modify Signature Requirements:

Modify the signature requirements of sequences.
	
	
	
	
	
	
	
	
	
	


6.1.20 Archive
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Import Chromeleon Data:
Import Chromeleon data from Chromeleon 7 archive.
	
	
	
	
	
	
	
	
	
	

	Send to File:
Send data to a Chromeleon 7 archive.
	
	
	
	
	
	
	
	
	
	

	Import Non-Chromeleon Data:

Import Non-Chromeleon data into Chromeleon.
	
	
	
	
	
	
	
	
	
	


6.1.21 Administration
	
	Role

	Privilege
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Manage User Database:
Logon to the user manager.
	
	
	
	
	
	
	
	
	
	

	Manage Licenses:
Manage licenses in the administration console.
	
	
	
	
	
	
	
	
	
	

	Manage Global Policies:
Allow modifications to the global policies.
	
	
	
	
	
	
	
	
	
	

	Manage Scheduler:
Manage scheduler tasks and configuration.
	
	
	
	
	
	
	
	
	
	

	Manage eWokflow Tags:

Allow modifications to the list of eWorkflow tags.
	
	
	
	
	
	
	
	
	
	

	Manage Privileged Actions

Allow modifications to the privileged actions.
	
	
	
	
	
	
	
	
	
	

	Overwrite Default Comment

When performing a privileged action, the user can write his own comment instead of the standard one.
	
	
	
	
	
	
	
	
	
	

	Modify Global Security Settings:
Modify security settings even if logon user is not member of any access group in the object.
	
	
	
	
	
	
	
	
	
	

	Close Locked Clients:
Close locked Chromeleon client sessions.
	
	
	
	
	
	
	
	
	
	

	Revoke Data Transaction Lock

Revoke lock of data items that are in modification by other users.
	
	
	
	
	
	
	
	
	
	

	Manage Maintenance Window

Manage Maintenance Window settings.
	
	
	
	
	
	
	
	
	
	


6.2 Client Licenses per Role

	
	Role

	License
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	Data Client:
The basic license required to use the Chromeleon Console and the Chromatography Studio.
	
	
	
	
	
	
	
	
	
	

	Instrument Operation:
Enables access to a local or remote instrument controller. This is required for control of the instruments connected to this instrument controller.
	
	
	
	
	
	
	
	
	
	

	Compliance Tools:
Enables user management, client locking, versioning of data objects, and data audit trails.
	
	
	
	
	
	
	
	
	
	

	Report Designer Pro:
Enables custom spreadsheet formulas and general charts in report templates.
	
	
	
	
	
	
	
	
	
	

	Virtual Column Basic:
Enables modeling of isocratic IC separations with Virtual Column.
	
	
	
	
	
	
	
	
	
	

	Virtual Column Complete:
Enables modeling of both isocratic and linear gradient IC separations with Virtual Column.
	
	
	
	
	
	
	
	
	
	

	SDK Developer:

Required to develop an SDK add-in for Chromeleon.
	
	
	
	
	
	
	
	
	
	

	SDK Runtime:

Required to run an SDK add-in that is used to call or run an external program.
	
	
	
	
	
	
	
	
	
	

	Standard Instrument Integration:

Integrates Thermo Scientific instruments into other chromatographic data systems.
	
	
	
	
	
	
	
	
	
	

	Non-targeted MS Data Processing:

Label-free differential analysis of highly complex LC-MS data sets.
	
	
	
	
	
	
	
	
	
	


7 Access Groups

Specify the access groups required for this project. An access group is a group of Chromeleon users that have the same rights of access on certain data objects, such as folders or instruments. Also specify any associated organizational units.
	ID
	Access Group  Name
	Organizational Units
	Comments

	G1
	
	
	

	G2
	
	
	

	G3
	
	
	

	G4
	
	
	

	G5
	
	
	

	G6
	
	
	

	G7
	
	
	

	G8
	
	
	

	G9
	
	
	

	G10
	
	
	


8 User Accounts

Fill in and attach Appendix A for each user account required for the project.

9 Approvals
Customer: Approves by his/her signature that the information captured in this document is correct and complete. Thus, the document can serve as a basis for the planned installation.
Thermo Fisher Scientific Representative: Approves by his/her signature that the information in this document is correct as discussed with the customer. Thus, the document can serve as a basis for the planned installation.
	Title
	Printed Name
	Date
	Signature

	Customer
	
	
	

	Thermo Fisher Scientific Representative
	
	
	


Note: Approving this document is optional.
Appendix A: User Account
	User Name
	

	Full Name
	

	Job Title
	

	( Account locked
	Comment:


	( Signature locked
	Comment:



	Initial user password

( Use auto-generated password

( Change password at next logon

( Change password periodically

( LDAP
	Expiration date: _____

( Day(s), 

( Week(s), 

( Month(s)

( Year(s)

	Initial signature password

( Use auto-generated password

( Change password at next logon

( Change password periodically

( LDAP
	Expiration date: _____
( Day(s), 

( Week(s), 

( Month(s)

( Year(s)

	( Exclude User (LDAP)
	LDAP logon is enabled but user is designated as excluded.

	( Retired user
	The user account has been retired.

	( Reactivate user
	The user account has been reactivated.

	Other settings
	Specify:




Specify the roles for this user account.
	Organizational Unit
	OU0
	OU1
	OU2
	OU3
	OU4
	OU5
	OU6
	OU7
	OU8
	OU9
	OU10

	
	
	
	
	
	
	
	
	
	
	
	


Specify the roles for this user account.
	Role
	R1
	R2
	R3
	R4
	R5
	R6
	R7
	R8
	R9
	R10

	
	
	
	
	
	
	
	
	
	
	

	Identify if Logon Role
	
	
	
	
	
	
	
	
	
	

	Identify if Default Logon Role
	
	
	
	
	
	
	
	
	
	


Specify all access groups for this user account.
	Access Group
	G1
	G2
	G3
	G4
	G5
	G6
	G7
	G8
	G9
	G10

	
	
	
	
	
	
	
	
	
	
	


Specify fixed licenses for this user account.
	License
	Yes/No

	Data Client
	

	Instrument Operation
	

	Compliance Tools
	

	Report Designer Pro
	

	Virtual Column Basic
	

	Virtual Column Complete
	

	Non-targeted MS Data Processing
	


	Title
	Printed Name
	Date
	Signature

	Customer
	
	
	

	Thermo Fisher Scientific Representative
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