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1 Introduction
1.1 Scope
This document provides the following information:
· Instructions how to install Oracle Database 12c Release 1 software to be used as a database platform for Chromeleon 7
Tip: The screenshots are based on the Windows Server 2012 R2 (Standard) operating system.
Note: This installation guide provides basic steps for installing Oracle Database 12c. Oracle DBAs should be consulted where possible.
1.2 Target Audience

This document is targeted at the following audience:

· Customers who plan to install a Chromeleon 7.2 SR5 domain, including system owners, quality managers, and IT professionals
· Thermo Fisher Scientific service and support staff who perform the tasks described in the Scope section 
Note: A representative of the customer’s IT department should be present during the tasks described in the Scope section. This ensures that: 

· Thermo Fisher Scientific staff receive the necessary assistance when needed, e.g. when using/creating accounts with administrator privileges.

· The customer’s IT staff gain an understanding of the infrastructure behind the Chromeleon installation.
1.3 Related Documents

The Installation (Documentation) Compass (CM7ID_010) provides the following information: 

· An overview of the available Chromeleon 7 installation documents

· Conventions used throughout the documentation, such as formatting and numbering

· Information on how the documents are distributed

· Trademark and copyright information

Tip: The glossary section in the online help explains Chromeleon-specific terms and common abbreviations used throughout the documentation. 
The Resources and IT Infrastructure Plan (CM7ID_150) is a confidential, project-specific document that serves as a single point of reference for all customer-specific information (such as paths, user accounts, passwords, data vault names, Chromeleon user roles, etc.) and must be used during a Chromeleon domain installation.

1.4 Checklist

This document contains space for documenting installation/configuration steps. Some sections/appendices will need to be reproduced for each computer/server that is installed/configured. When these sections are filled in (and when the document is signed), the document serves as an installation checklist, in other words as documented evidence that the installation/configuration steps described in the document (and in any applicable Project Specific Documents) were followed. Any deviations from the specified procedure or failure of one or more process steps must be documented in the checklist.
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 Caution: Do not enter passwords and other confidential details into the checklists. Such details may only be recorded in the Resources and IT Infrastructure Plan, which is confidential.

The checklist areas are highlighted with a dedicated background color for easy visual identification during QA review. An example is shown below.

	<Example Checklist Item>

( OK
The steps were performed as described.

( N.A.
The steps are not applicable for this installation.

( DEV
The steps were performed with (minor) deviations (that should not affect the overall result). 

Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( FAIL
The steps failed. Comment or an additional Deviation/Failure Report (CM7ID_900) is required.

( D/F Report
The in-line comment area is too small, the deviation or failure is described in an additional report.


1.5 Computer Identification

Identify the computer (server) on which the installation is performed.

	Computer (Server) Identification

	Fill in details identifying the computer (e.g. “Computer name”, domain, brand, S/N) as required.




2 Important Prerequisites

2.1 Administrator Privileges
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 Caution: 
All installation steps must be performed with a local administrator account.
Refer to the Resources and IT Infrastructure Plan (CM7ID_150) for Windows user accounts with administrator privileges.

	Local administrator account is used as per Resources and IT Infrastructure Plan.

Account name:

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


2.2 PC Hardware Requirements 

The Requirements Overview (CM7ID_090) describes the hardware requirements.

	Hardware requirements are fulfilled.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3 Installing Oracle Database 12c Release 1
Log in as a member of the Administrators group for the computer. Note that the following installation instructions describe the preferred way of installation. If you select different options than the described options, the proceeding dialogs may look different. 
Tip: Port 1521 is required for the installation. It is recommended to check if the port is already in use before installing Oracle. Open the Windows command prompt as administrator and enter the following command: 
netstat -a | find "1521". To indicate that the port is currently not in use, no results should be returned. 
3.1 Configure Security Updates – Step 1
1. Run the setup as administrator from the installation medium. 
2. If requested, provide customer details for security updates.
3. Click Next.
Note: If you do not enter an email address you will receive a warning. If you do not want to enter an email address, ignore the warning and proceed.
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Figure 1: Starting the setup
	Setup started as described previously.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.2 Installation Options – Step 2
4. On the Installation Option tab page (Figure 2), select Create and configure a database to create a new database along with sample schemas. 
5. Click Next.
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Figure 2: Installation Option dialog
	Installation option selected:  
( Create and configure a database  

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.3 System Class – Step 3
6. Select Server Class (Figure 3).
7. Click Next.
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Figure 3: System Class dialog
	System Class selected:  
( Server class
Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.4 Grid Installation Options – Step 4
8. On the Grid Installation Options tab page (Figure 4), select the Single instance database installation option to install the database and the listener. 
9. Click Next.
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Figure 4: Grid Installation dialog
	Grid Installation option selected:  
( Single instance database installation  

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.5 Install Type – Step 5
10. Select Typical Install (Figure 5).
11. Click Next. 
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Figure 5: Select Install Type dialog
	Install Type selected:  
( Typical install  

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.6 Oracle Home User Selection – Step 6

Oracle Database supports the use of the Oracle Home User, specified at the time of the Oracle Database installation. This Oracle Home User is used to run the Windows services for an Oracle Home, and is similar to the Oracle User on Oracle Database on Linux.
Note: 

· The Oracle Home User can be a Windows built-in account or a standard Windows user account (not an Administrator account). 

· The Oracle Home User cannot be changed after the installation.
12. Select Use Existing Windows User and enter the user information in accordance with customer requirements, as recorded in the Resources and IT Infrastructure Plan (CM7ID_150), (Figure 6).
Note: For enhanced security, the Oracle Database Platform Guide for Microsoft Windows recommends the use of a standard Windows user account (instead of a Windows built-in account) for the Oracle Home User. 
With a standard Windows user account you can log on to the database as the database administrator. Securely manage the password of the Windows user account and change it at regular intervals to ensure proper operation and security of the database. 
13. Click Next. 
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Figure 6: Specify Oracle Home User dialog      

	Oracle Home User option selected:  
( Use Existing Windows User  
User Name of existing Windows user: ______________
Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.7 Typical Installation Configuration – Step 7
Enter the following information in accordance with customer requirements, as recorded in the Resources and IT Infrastructure Plan (CM7ID_150);
14. Oracle base: The Oracle base path appears by default. 
15. Software location: In the Software location section, accept the default value or enter the Oracle home directory path in which the customer wants to install Oracle components. The directory path should not contain spaces.
16. Storage type: Select File System (current host file structure) as the database storage option (unless multiple disks are configured on server).
17. Database file location: Only available if File system is selected as storage type.
Note: The default location suggested by Oracle Universal Installer for the database file directory is a subdirectory of the Oracle base directory. However, this default location is not recommended for production databases. In accordance with Oracle’s Guidelines for Placing Oracle Data Files on a File System, a file system on a physical device that is dedicated to the database should be chosen.
18. ASMSNMP password: If customer requested Automatic Storage Management as Storage type, then specify the password for the ASMSNMP user.
19. Database edition: Select the Standard Edition Two database edition
20. Global database name: Specify the Global database name.
21. Administrative password: Enter the password for the privileged database account.
22. Confirm password: Re-enter, and confirm the password for the privileged database account.
23. Select the Create as Container database check box.
24. Enter the Pluggable database name.
Note: 

· Container Database (CDB) - This is the type of database which is created if the database supports Oracle's Multitenant option. The container database is also called the ROOT container and is called CDB$ROOT within the data dictionary views of the CDB. Although Oracle Multitenant is a licensable option for the Enterprise Edition you can create a CDB in the Standard Edition, too, and populate it with a single pluggable database (PDB) without requiring an additional license.
· Pluggable Database (PDB) - These are the databases that are stored within the CDB.

[image: image9.png]) c
ical Install Configurati
Typical Inst nfiguration " oaTaBAsE 1 2

Perform ful database instalation wih basic configuration.

Contaur SccuyUptas
salton Ogion Orscebse: [crammcnoRaize

‘Svstem Class
Grid nstalaton Options.

. srage e

‘Oracke Home User Selection

Sofwarelocaon:  [cAappICHORAIZCproductv2.1 Obhams1

Dotabase e ocaton:  [DippCHORAT2Crsdsia

Lttt

s e
T Prerequisite Checks = |Standard Edtion Two (5.5GB)

oo cutase rane: o

Admiisiatve passvord: [on

contmpasswore[ow

Pluggatle dotabase name:  [pabcmorc!





Figure 7: Typical Install Configuration dialog      

	Typical Install Configuration settings:
Oracle base:

Software location:

Storage type: File system (
Database file location:

Database edition: Standard Edition Two (
Global database name:

Administrative password as documented in CM7ID_150 (:

Create as Container database (
Pluggable database name: 
Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.8 Prerequisite Checks and Summary – Steps 8 and 9
The Prerequisite Checks option checks if the minimum system requirements to perform the database installation are met.
· If you want the installer to fix the problem and check system requirements once more, click Fix & Check Again.

· To run the prerequisite check again and see if the minimum requirements are met to carry on with the database installation, click Check Again.
· To get a list of failed requirements, select Show Failed from the list.

· To get a list of all the pre-requirement checks run by the Oracle Universal Installer, select Show All.

· To get a list of the pre-requirement checks that are successful, select Show Succeeded.

Note: Oracle does not recommend to select the Ignore All option. If you check this option, the Oracle Universal Installer may not confirm that your system can install Oracle Database successfully.
Once all prerequisite checks are successful, review the information displayed in the Summary dialog, and click Install. 
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Figure 8: Prerequisite Checks and Summary dialogs
	Prerequisite Checks and Summary results: 
( Success  

Comment:
	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.9 Install Product – Step 10
The Install Product dialog displays the progress of the database installation. It also shows the status information while the product is being installed. Once the database has been installed successfully the Database Configuration Assistant dialog displays the status information for the configuration assistant that configures the software and creates a database. 
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Figure 9: Installation progress dialogs
25. When the message (Figure 10) is displayed after the Database Configuration Assistant process, click Password Management. 
26. Set the SYS and SYSTEM user passwords. See CM7ID_150.
27. Click OK.
28. Click OK (Figure 10).
29. Click Next.
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Figure 10: Database Configuration Assistant dialogs
	Install Product results: 
( Success  

Passwords applied as documented in CM7ID_150 (




Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


3.10 Finish – Step 11
The Finish screen is shown automatically when all configuration files have been installed successfully. Click Close, (Figure 11).
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Figure 11: Finish dialog
	Finish results: 
( Success  

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4 Firewall settings

It is required to add a new firewall inbound rule to the firewall of the server, so other computers can contact the Oracle database. The firewall settings can be made in the Windows Server Manager Console. Please follow the steps below:

30. Open the Server Manager and click Tools in the Server Manager menu bar. Click Windows Firewall with Advanced Security.
31. Expand the Windows Firewall with Advanced Security tree and select Inbound Rules (Figure 12).

32. Click New Rule.
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Figure 12: Adding new inbound firewall rule
	Started creation of New Inbound Rule for the firewall.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4.1 Rule Type

33. Select Port as rule type (Figure 13).
34. Click Next.
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Figure 13: Rule Type Settings
	Rule Type Port selected.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4.2 Protocol and Ports

35. Select TCP (Figure 14).
36. Select Specific local ports and enter the value 1521 or the value documented in the Resources and IT Infrastructure Plan (CM7ID_150). This is the standard port for Oracle connections. 
37. Click Next.
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Figure 14: Protocol and Port Settings

Tip: To check if a port is already in use, run the Windows command prompt as administrator and enter the following command: 
netstat -a | find "1521". To indicate that the port is currently not in use, no results should be returned.
	· TCP selected.

· Specific local ports selected.

· Port number specified as described above.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4.3 Action | Profile
38. On the Action page, select Allow the connection (Figure 15). 
39. Click Next.
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Figure 15: Action Settings

40. On the Profile page, select Domain (Figure 16). 
41. Click Next.

[image: image18.png]Profile
Specify the profiles for which this rule applies.

Steps:

L
L
L J
L
L]

Rule Type
Protocol and Ports
Action

Profile

When does this rule apply? ¢

= )

Applies when a computer is connected to its corporate domain.

[[] Private
Applies when a computer is connected to a private network location, such as a home
oorwork place.

[] Public
Applies when a computer is connected to a public network location.





Figure 16: Profile Settings

	· Action Allow the connection selected.

· Profile Domain selected.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


4.4 Name

42. Enter a meaningful name, for example Oracle 12C CM7 Data Vault, for the new firewall rule (Figure 17). Refer to the Resources and IT Infrastructure Plan (CM7ID_150) 
43. Enter a description (optional).
44. Click Finish.
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Figure 17: Name Setting
	· The Rule is named as per Resources and IT Infrastructure Plan (CM7ID_150).

· The Rule is present in the list of Inbound Rules.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5 Testing the Oracle Database 12c Installation
After finishing the Oracle installation, it should be tested if the installation is correct.
5.1 Oracle Service and Oracle TNS Listener
Check the services in the Server Manager to see if the Oracle Service and Oracle TNS Listener have started (Figure 18).
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Figure 18: Oracle Service Status

	The Oracle Service and Oracle TNS Listener have started.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.2 Listener
Check the status of the Oracle LISTENER:

45. Open the Windows Command Prompt. 
46. Type lsnrctl (Figure 19).
[image: image21.png]\Users\adninistrator.CH?>lenrctl
Uersion 12.1.8.2.0 - Production on @5-APR-2616 17:28]

LSNRCTL for 64-bit Windous:
opyright Cc) 1991, 2614, Oracle. ALl rights reserved.
lelcone to LSNRCTL. type “help" for information.

JLSNRCTLS _





Figure 19: Command Prompt
47. Type status LISTENER. Verify the Oracle version and that the instance is ready (Figure 20).
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Figure 20: Checking LISTENER Status
	The listener status is ready.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


5.3 SQL*Plus
Check if you can connect to the Oracle instance:

48. Open the Windows Command Prompt.
49. Type sqlplus (Figure 21).
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Figure 21: SQL*Plus
50. Enter system for the user-name and the relevant password. Verify that the user is connected to the correct version of Oracle (Figure 22).
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fEnter user-nane: system
fEncer password:

Oracle Database 12¢ Standard Edition Release 12.1.8.2.0 - 64bit Production





Figure 22: Successful login
	A query could be performed as described above.

Comment:


	( OK
( N.A.
( DEV
( FAIL
( D/F Report 


6 Approvals
Customer: Approves by his/her signature his/her acceptance of the performed installation and configuration steps as they were performed and documented.

Thermo Fisher Scientific Representative: Approves by his/her signature that he/she preformed all the installation and configuration steps as described/documented in this and in the referred documents/checklists.

	Title
	Printed Name
	ISO Date (YYYY-MM-DD)
	Signature

	Customer
	
	
	

	Thermo Fisher Scientific Representative
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