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1 Introduction 

1.1 247 Instrument Controller 

The Thermo Scientific™ 247 Instrument Controller is a hardware device which allows secure, standardized 
deployment of Thermo Scientific ChromeleonTM software across multi-location, Enterprise Chromeleon 
installations.   

Utilizing Windows Embedded Operating System technology, and running Chromeleon Instrument Control 
software, the 247 Instrument Controller manages all communication between a range of multi-vendor 
instruments and all Chromeleon clients; handling instrument status updates, sequence/method 
download, instrument queues, and buffering and transfer of data to Chromeleon. 

The 247 Instrument Controller includes a number of features designed to create a simple and secure 
deployment of Enterprise CDS:  

• Black-box design – no monitor/keyboard/mouse, so no user interaction 
• Dedicated firmware – intended only for use with Thermo Scientific CDS software: 

o No unnecessary Windows components installed 
o Fewer security risks – remove known targets of attack (IE, email, etc.) 
o Consistent and reliable deployment platform 
o Validated and confirmed for Thermo Scientific software 

• High-security design 
o TCP/IP port-locking – ports are only opened for Chromeleon and instrument communication 
o File-based Write Protection filter 

• Simple installation and system restore 
• Large storage capacity for data buffering  
• Solid-state storage media and off-board transformer: 

o Greater mean time to failure  
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1.2 Models of 247 Instrument Controller 

Chromeleon supports two models of the 247 Instrument Controller.  These have model number TDS4 and 
TDS5 clearly marked on the rear of the unit: 

 
Figure 1: 247 Instrument Controller rear label 

Each unit has a specific Firmware version, each of which is pre-installed with Chromeleon 7.2.8: 

• TDS4.33 (CM7.2.8) for TDS4 models 
• TDS5.33a (CM7.2.8) for TDS5 models 
To ensure correct operation of the 247 Instrument Controller, and its Chromeleon components, the 
correct firmware image, appropriate to the 247 model, must be used. 
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2 What’s New in Chromeleon 7.2.8 247 Firmware 

Chromeleon 7.2.8 is the latest Chromeleon release. Full details of all resolved issues can be found in the 
Chromeleon 7.2.8 Release Notes. 

Chromeleon 7.2.8 247 Firmware updates the Firmware for both TDS4 and TDS5 models of Thermo 
Scientific 247 Instrument Controller to include all resolved issues from Chromeleon 7.2.8.  To take full 
advantage of the improvements made in Chromeleon 7.2.8, we recommend that all components of your 
Chromeleon system are updated to the same version of Chromeleon, and that all 247 Instrument 
Controllers are updated to this new version of Firmware.    

The new 247 Instrument Controller Firmware versions included in this release are TDS4.33 (CM7.2.8) and 
TDS5.33a (CM7.2.8).  These both have all of the components of Chromeleon 7.2.8 pre-installed.   

Following completion of the First-time Boot process, described below, the Thermo Scientific 247 
Instrument Controller will be ready to use as part of a Chromeleon 7.2.8 system. 

2.1 Supported Chromatography Instruments and Drivers 

Chromeleon 7.2.8 247 Firmware facilitates the control of the range of chromatography instruments and 
drivers provided with Chromeleon 7.2.8.  A full list is available in the List of Supported Instruments - 
Chromeleon 7.2.8 document that was included with the release of Chromeleon 7.2.8. 

2.2 Additional Instrument Driver Software 

Chromeleon 7.2.8 contained a number of new and updated instrument drivers for Thermo Scientific and 
3rd part instruments.  These drivers are included in the Chromeleon 7.2.8 247 Firmware.  Please refer to 
the Chromeleon 7.2.8 Release Notes for full details of all driver updates. 
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3 247 Instrument Controller First-time Boot Process 

This section describes the process for adding a Thermo Scientific 247 Instrument Controller to a 
Chromeleon Domain following: 

• Shipment of a new 247 Instrument Controller from Thermo Fisher Scientific 
• Firmware reinstallation 
• Firmware update 
 

1. When first starting the 247 Instrument Controller, you will be prompted to create a new administrator 
account and password.   

Note: The TDS4 and TDS5 differ slightly at this point.   

• All TDS4 models have a built-in administrator account called “SetupAccount” (which can later 
be deleted to increase 247 security) and new units will generally have a factory pre-configured 
administrator account, “TDSAdmin” (with the password “thermofisher”).  If you are 
reinstalling the 247 firmware from a USB stick (also known as re-imaging), you will need to 
create the “TDSAdmin” account (or your own equivalent) at this stage.   

• The TDS5 does not have a built-in administrator account.  However, new units will generally 
have a factory pre-configured administrator account, “TDSAdmin” (with the password 
“thermofisher”).  If you are reinstalling the 247 firmware from a USB stick, or the “TDSAdmin” 
account was not factory pre-configured, you will need to create the “TDSAdmin” account (or 
your own equivalent) at this stage.  The account you create at this stage is the only account 
which can log onto the 247 Instrument Controller.   It is therefore very important that you 
keep a record or reminder of these account details. 

2. When prompted, enter a name for the 247 Instrument Controller.  By default we use DS######, but 
you can use any name appropriate to your network’s naming convention.  Leave the regional settings 
as the default UK English; the 247 Instrument Controller is designed and tested to use UK English 
settings only. 

3. The 247 Instrument Controller will now perform an automatic reboot. 

4. Following restart, log on to the 247 Instrument Controller using the administrator username and 
password created in step 1 above 

5. Double click on the ‘247 Instrument Controller Configuration’ shortcut on the desktop and put the 247 
into Configuration Mode: 

Figure 2: Enter Configuration Mode Desktop shortcut 
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6. Plug in a network cable (either port) so that the 247 is able to access the site network 

7. Double click on the Post-installation shortcut on the desktop to setup the Chromeleon Data Vaults: 

 
Figure 3: Post-installation Desktop shortcut 

8. At the end of this step, you can choose to join the Chromeleon domain if required 

 
Figure 4: Post Installation Process dialog box 

9. When completed, exit Configuration Mode and complete the First-time Boot process, by clicking on 
the Windows Taskbar ‘bubble’ at the bottom right of the Desktop 

 
Figure 5: Exit Configuration Mode Taskbar ‘bubble‘ 
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4 Resolved Issues 

The Chromeleon 7.2.8 247 Firmware images have been updated to include Chromeleon 7.2.8.  For details 
of all the issues resolved in Chromeleon 7.2.8, please refer to the Release Notes for the Chromeleon 7.2.8 
release. 

The new Chromeleon 7.2.8 247 Firmware images additionally include two issue resolutions specifically 
related to the 247 Instrument Controller Firmware. 

ID Description 

CSOH-34 247 Instrument Controller Firmware: Include in the 247 Instrument Controller 
firmware the Microsoft updates for the Meltdown and Spectre vulnerabilities.  

CSOH-40 TDS5 WES7 image: If a monitor was plugged into the DisplayPort (DP) port 
while the 247 Instrument Controller was already running, the DisplayPort driver 
would not load and the monitor would not display anything. The monitor would 
only work if the 247 Instrument Controller was started with a monitor 
connected, and if the monitor then remained connected 
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5 Limitations and Known Issues 

This section describes Limitations and Known Issues that are specific to the Chromeleon 7.2.8 247 
Firmware image. 

For further information general Chromeleon 7.2.8 Limitations and Known issues, please refer to the 
Chromeleon 7.2.8 Release Notes. 

The numbers in the first column of the table below refer to the Thermo Fisher Scientific tracking IDs.  

ID Description 

CM7-20781 247: USB/GPIB driver on 32 bit OS flashes a warning on screen when plugged in. 
If an Agilent 82357A USB-to-GPIB adapter is connected to a TDS4 model of 247 
Instrument Controller, which runs a 32-bit version of firmware, Windows 
displays a message to say that the drivers were not loaded correctly.   

After displaying this message, Windows will successfully continue with the 
installation.  This message can therefore be ignored.  This message is not seen 
on TDS5 models of 247 Instrument Controller, which run 64-bit versions of 
firmware. 

CM7-20794 247: BIOS/CMOS clock must be set to the current UTC time. 
In order to standardize deployment across timezones, and because no 
interactive log-on is required, 247 Instrument Controller images are 
preconfigured with the time zone set to Coordinated Universal Time (UTC).  The 
BIOS/CMOS clock therefore also needs to be set to the correct UTC time, rather 
than a local time zone.  

Failure to do so will result in Windows writing an incorrect value back to the 
BIOS/CMOS clock each time the 247 is rebooted.  
TDS5 model 247s are supplied with the BIOS already set to UTC, but TDS4 
models are not pre-set, so this may need to be manually set.   

To enter the BIOS settings page, press the DEL key during the power on self 
tests and change the BIOS time to the current UTC time.  

It is permissible to change the Windows timezone to your local time, as long as 
the BIOS time remains set to UTC.  To make changes to the Windows timezone, 
the 247 Instrument Controller must be in Configuration Mode (see action 5 in 
the First Time Boot Process section above for further information about putting 
the 247 Instrument Controller into Configuration Mode). 

CM7-19240 247: Lower two USB ports do not work on TDS4 running WES7. 
The lower two USB (version 1.1) ports on a TDS4 model of 247 Instrument 
Controller do not work when running a Windows Embedded Standard 7 
firmware image.  

The TDS4 model of 247 Instrument Controller was originally designed to run 
Windows XP Embedded, which did support these older USB1.1 ports, but 
Windows Embedded Standard 7 does not have an appropriate driver for them.  

TDS5 model 247 Instrument Controllers only have USB2.0 and USB3.0 ports, so 
are unaffected by this issue. 
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ID Description 

CM7-23242 Agilent GC ICF: 7697A: Memory consumption of driver can cause Out of 
Memory exceptions on 247 
247 Instrument Controller: Agilent GC ICF: 7697A: Running multiple 7697A 
Headspace autosamplers on a single 247 Instrument Controller can cause 
Windows "Out Of Memory" errors, requiring a reboot of the 247 to resolve. We 
therefore recommend that only one 7697A is connected to any TDS5 model of 
247, and that TDS4 models of 247 are not used to connect to a 7697A 
Headspace autosampler 

. 
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