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Copyright 

Copyright © 2009-2020 Thermo Fisher Scientific Inc. All rights reserved. 

Trademarks 

Trademarks are property of Thermo Fisher Scientific Inc. and its subsidiaries. 

Thermo Fisher Scientific Inc. provides this document to its customers with a product purchase to use in the 
product operation. The document is copyright protected; any reproduction of the whole or any part of this 
document is strictly prohibited, except with the written authorization of Thermo Fisher Scientific Inc. 

This document is provided “as is”. The contents of this document are subject to being changed, without notice, 
in future revisions. 

Thermo Fisher Scientific Inc. makes no representations that this document is complete, accurate, or error-free. 
Thermo Fisher Scientific Inc. assumes no responsibility and will not be liable for any errors, omissions, damage, 
or loss that might result from any use of this document, even if the information in the document is followed 
properly. 

This document is not part of any sales contract between Thermo Fisher Scientific Inc. and a purchaser. This 
document shall in no way govern or modify any Terms and Conditions of Sale. The Terms and Conditions of Sale 
shall govern all conflicting information between the two documents. 

 
 

For Research Use Only. Not for use in diagnostic procedures. 
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1 Introduction 

This document describes the installation and compatibility of Hotfix-54836 for all models of Thermo 

Scientific 247 Instrument Controller running either Windows XP Embedded or Windows Embedded 

Standard 7. Hotfix 54836 resolves the CVE-2019-0708 security vulnerability identified in Windows XP 

Embedded and Windows Embedded Standard 7 operating systems. This vulnerability is sometimes 

referred to as “Blue Keep”. 

Revision B, 18th February 2020 adds a specific patch for Atlas customers. The original patch released 

on 2nd August 2019 (247PatchUtility_KB4500331_KB4499175.exe) should continue to be used for 

Chromeleon customers. The patch released on 2nd August 2019 was later discovered to only function 

for Chromeleon customers due to the Atlas image not having windows updater component installer 

included. The new patch (247PatchUtility_KB4500331_KB4499175_Atlas.exe) resolves this and 

should be used for Atlas customers. 
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2 Resolved Issues 
 

ID Description 

54836 Patches required for 247 Instrument Controller to resolve Microsoft RDP security 
vulnerability CVE-2019-0708. 
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3 Installation 
 

3.1 Prerequisites 

Prior to installation, make sure you have the following: 

• Thermo Scientific 247 Instrument Controller with either Windows XP Embedded (XPe) or Windows 
Embedded Standard 7 (WES7) firmware 

• Local administrative privileges 
• 247PatchUtility_KB4500331_KB4499175.exe (for Chromeleon users) 

OR 
• 247PatchUtility_KB4500331_KB4499175_Atlas.exe (for Atlas users) 

 

3.2 Installation Instructions 

1. Log into the 247 Instrument Controller using an account with local Administrator privileges. This can 
be performed either through Microsoft Remote Desktop or by connecting a Keyboard, Monitor and 
Mouse and logging into the device directly. 

2. Copy the self-executing patch 247PatchUtility_KB4500331_KB4499175.exe (or …_Atlas.exe) into the 
C:\Windows\TEMP folder. 

3. Using Control Panel, confirm that neither the Microsoft Windows update KB4500331 or KB4499175 is 
present on the 247. 

4. Double-click on the 247PatchUtility_KB4500331_KB4499175.exe (or …_Atlas.exe) to start the installation 
process. 

5. As the utility executes, it will automatically reboot the 247 several times. 

6. Once the utility has completed, use Control Panel again to confirm that either KB4500331 (for XPe) or 
KB4499175 (for WES7) is now successfully installed on the 247. 

7. The update process is now complete and the 247 Instrument Controller is ready for use. 
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3.3 Compatibility 

The installation kit, 247PatchUtility_KB4500331_KB4499175.exe (and …_Atlas.exe) released as Hotfix 54386 is 
compatible with 247 Instrument Controllers with either XPe or WES7 firmware installed. 

 
 

3.4 Verification 

1. As described in step 3 of Section 3.2 “Installation Instructions”, following installation of Hotfix 54836, 
either KB4500331 (for XPe) or KB4499175 (for WES7) will be listed in the Installed Windows Updates 
view in Control Panel: 
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